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CHAPTER1

Introduction

This Error and Event Message reference guide lists the messages that are
displayed on graphical user interface (GUI), command line interface (CLI), and
stored in the log files. Messages are displayed or stored as a result of user action,
automatic event occurrence, or for data logging purposes.

Messages are divided into three elements:

= Message: Indicates the actual message, and probable cause, wherever
applicable.

=  Recommended Response Action: Indicates the remedial tasks to be performed
by the user to resolve an issue. Comprehensive information is given about the
GUI navigation path (or RACADM and WS-Man commands) that helps is
effective and fast resolution.

= Detailed Description: Provides more info about the error or event, where
appropriate.

Messages are classified according to hardware- and software categories in the
server and its management applications (such as iDRAC, OMSA, CMC, and
Lifecycle Controller). The category and severity of each message is also specified.

Use this reference guide to understand more about the events and resolve issues
associated with your Dell Enterprise systems.

Messages are prefixed with event type to help easy identification. For example
PSU, STOR, and VLT representing power supply unit, storage and voltage
respectively. Expansion of acronyms used for classifying error messages is listed in
the table here:

Acr | Category
ony
m

AM | Amperage
P

AS [ Auto Sys Reset
R

BA | Backup & Restore
R

BAT | Battery Event

BIO | BIOS management

S

BO | Boot control
oT

CBL | Cable

Version 1.80 9
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CM | Chassis Management Control
Cc

CP | Processor

u

CP | Proc Absent

UA

CTL [ Storage Controller

DH | Certificate Management
DIA | Diagnostic

G

DIS | Auto-discovery

DK | Dell Key Manager

M

EN | Storage enclosure

Cc

EPP | Extended power performance
FA | Fanevent

N

FC | Fibre channel

FC | Feature card

D

FLD | Unknown

C

FSD | Debug

HW | Hardware configuration
C

101 | 170 Identify optimization
D

IOV | I/0 virtualization

IPA | DRAC IP address

ISM | iDRAC Service Module
JCP | Job control

LC | Lifecycle Controller

LIC | Licensing

LNK | Link status

LO |Log event

G

ME | Memory

M

NIC | NIC configuration




Introduction

OS | OS deployment

OS | OS event

PCI | PCI device

PD | Physical disk drive

PF | System performance event

PO | Power usage

PR | Part exchange

PST | BIOS POST

PS | Power supply unit

PS [ PSU absent
UA

PW | Power usage

RA [ RAC event

RD | Redundancy

RE | FW download

RFL | IDSDM media

RFL | IDSDM absent

RF | Flex address SD

RR [ IDSDM redundancy
DU

RSI | Remote service

SE | Security event

SEL | System event log

SS |PCle SSD
D
ST | Storage
OR

SU | Firmware update job

Version 1.80 1
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SW | Software configuration
Cc

SW [ Software change
u

SYS | System info

TM | Temperature

P

TM | Temperature statistics
PS

TST | Test alert

UEF | UEFI event

|

US | User tracking

R

VD | Virtual drive

R

VF | vFLash media
VFL | vFlash event
VFL | vFlash absent

A

VLT | Voltage

VM | Virtual media

E

VR | Virtual console
M

Alert category definition
Intended audience
Organization of topics
Documentation resources
Dell EMC server troubleshooting information




Introduction

Alert category definition

e System Health: Represents all the alerts that are related to hardware within the
system chassis. For example, temperature errors, voltage errors, and device
errors.

e Storage Health: Represents alerts that are related to the storage subsystem. For
example, controller errors, physical disk drive errors, and virtual drive errors.

¢ Configuration: Represents alerts that are related to hardware, firmware, and
software configuration changes. For example, PCl-e card added or removed, RAID
configuration changed, and iDRAC license changed.

e Audit: Category represents the audit log. Examples include, user login/logout
information, Password authentication failures, session info, power states.

e Update: Represents alerts that are generated because of firmware or driver
upgrades and downgrades. This does not represent firmware inventory.

Intended audience

This Error and Event Message reference guide is intended for system administrators
and other users involved in managing and troubleshooting Dell EMC Enterprise
systems. For quick and easy reference, this guide is available on mobile devices also.

Organization of topics

Event and Error messages are listed in the alphabetical order of different event
messages. For example, BOOT, BIOS, CMC, HWC, LC, STOR, and UEFI.

Documentation resources

This section provides information about the documentation resources for your system.

The following describes the additional information about the resources available to
operate your system.

Table 1 Additional documentation resources for your system

Task Document Location
Setting up your For information about installing Dell.com/poweredgemanuals
system the system into a rack, see the

Rack documentation included with
your rack solution.

For information about installing
the system into a rack, see the
Rack documentation included with
your rack solution or the Getting
Started With Your System
document that is shipped with
your system.

For information about installing
the system into a rack, see the

Version 1.80 13
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Table 1 Additional documentation resources for your system (continued)

Task

Document

Location

Rack documentation included with
the Getting Started With Your
System document that is shipped
with your system.

For information about turning on
the system and the technical
specifications of your system, see
the Getting Started With Your
System document that is shipped
with your system.

Dell.com/poweredgemanuals

Configuring your
system

For information about iDRAC
features, configuring and logging
in to iDRAC, and managing your
system remotely, see the
Integrated Dell Remote Access
Controller User's Guide.

Dell.com/idracmanuals

For information about installing
the operating system, see the
operating system documentation.

Dell.com/operatingsystemmanuals

For information about
understanding Remote Access
Controller Admin (RACADM)
subcommands and supported
RACADM interfaces, see the
RACADM Command Line
Reference Guide for iDRAC.

Dell.com/idracmanuals

For information about updating
drivers and firmware, see the
Methods to download firmware
and drivers section in this
document.

Dell.com/support/drivers

Managing your
system

For information about systems
management software offered by
Dell, see the Dell OpenManage
Systems Management Overview
Guide.

Dell.com/openmanagemanuals

For information about setting up,
using, and troubleshooting
OpenManage, see the Dell
OpenManage Server Administrator
User’s Guide.

Dell.com/openmanagemanuals

For information about installing,
using, and troubleshooting Dell
OpenManage Essentials, see the
Dell OpenManage Essentials
User’s Guide.

Dell.com/openmanagemanuals
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Table 1 Additional documentation resources for your system (continued)

Task

Document

Location

For information about installing
and using Dell System E-Support
Tool (DSET), see the Dell System
E-Support Tool (DSET) User's
Guide.

Dell.com/DSET

For information about installing
and using Active System Manager
(ASM), see the Active System
Manager User’s Guide.

Dell.com/asmdocs

For understanding the features of
Dell Lifecycle Controller (LCC),
see the Dell Lifecycle Controller
User’s Guide.

Dell.com/idracmanuals

For information about partner
programs enterprise systems
management, see the
OpenManage Connections
Enterprise Systems Management
documents.

Dell.com/
omconnectionsenterprisesystems
management

For information about connections
and client systems management,
see the OpenManage Connections
Client Systems Management
documentation.

Dell.com/
dellclientcommandsuitemanuals

For information about viewing
inventory, performing
configuration and monitoring
tasks, remotely turning on or off
servers, and enabling alerts for
events on servers and components
using the Dell Chassis
Management Controller (CMC),
see the CMC User’s Guide.

Dell.com/esmmanuals

Working with Dell
PowerEdge RAID
controllers

For information about
understanding the features of the
Dell PowerEdge RAID controllers
(PERC) and deploying the PERC
cards, see the Storage controller
documentation.

Dell.com/
storagecontrollermanuals

Understanding event
and error messages

For information about checking
the event and error messages
generated by the system firmware
and agents that monitor system
components, see the Dell Event
and Error Messages Reference
Guide.

Dell.com/openmanagemanuals >
OpenManage software
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Table 1 Additional documentation resources for your system (continued)

Task

Document

Location

Fan Control Board
firmware update and
Set Chassis Type
procedure

For information about updating
the Fan Control Board firmware
and setting the chassis type to
accommodate either PowerEdge
C6320 or PowerEdge C6320p
sleds in the PowerEdge C6300
enclosure, see the Fan Control
Board firmware update and Set
Chassis Type procedure section in
this document.

Dell.com/poweredgemanuals

Dell EMC server troubleshooting information

Detailed information about your system is available in your system-specific documents
such as Owner's Manual, RACADM Reference Guide, WS-Man Profile documents, and
User's Guide. See Dell.com/poweredgemanuals and Dell.com/idracmanuals.
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CHAPTER 2
AMP Event Messages

AMPO0300

Message
The system board arg7current is less than the lower warning threshold.

Arguments

e arg!=name
Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID

2178
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC v v * v * v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v 4 v 4
CMC v* v*

Version 1.80
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AMP Event Messages

AMPO0301

Message
The system board arg7current is less than the lower critical threshold.

Arguments

e arg!=name

Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
System board <name> current is outside of range. Contact Support

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v 4 v v v
CMC v v * v * v *
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v 4 v v
CMC v* v*
AMP0302
Message

The system board arg7current is greater than the upper warning threshold.

Arguments

e arg!=name

18 Version 1.80



AMP Event Messages

Detailed Description
Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID
2178

LCD Message
The system board <name> current is outside of range.

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CcMC v* v*
AMPO0303
Message

The system board arg7current is greater than the upper critical threshold.

Arguments

e arg!=name

Detailed Description

Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Version 1.80 19



AMP Event Messages

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
System board <name> current is outside of range. Contact Support

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v 4 v 4
CMC v* v*
AMP0304
Message

The system board arg7current is outside of range.

Arguments

e arg!=name

Detailed Description

Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

20 Version 1.80



AMP Event Messages

LCD Message
System board <name> current is outside of range. Contact Support

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC v v* v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v v v v
CMC v* V¥
AMP0305
Message

The system board arg7current is within range.

Arguments

e arg!=name
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (AMP = Amperage)

Severity
Severity 3 (Informational)

Trap/EventID
2179
Redfish Event Type
Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 v
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v
AMPO0306
Message

Disk drive bay arg7current is less than the lower warning threshold.

Arguments

e arg!=name

Detailed Description
None.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID
2178
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v 4 v
CMC v v* v* v*
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC v* v *
AMP0307
Message

Disk drive bay arg7current is less than the lower critical threshold.

Arguments

e arg!=name
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AMP Event Messages

Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
Disk drive bay <name> current is outside of range. Contact Support

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CcMC v* v*
AMPO0308
Message

Disk drive bay arg7current is greater than the upper warning threshold.

Arguments

e arg!=name

Detailed Description

Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.
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Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID

2178
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v 4 v
CMC v v* v* v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC v* V¥
AMP0309
Message

Disk drive bay arg7current is greater than the upper critical threshold.

Arguments

e arg!=name

Detailed Description
Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
Disk drive bay <name> current is outside of range. Contact Support
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CcMC v * v*
AMPO0310
Message

Disk drive bay arg7current is outside of range.

Arguments

e arg!=name

Detailed Description
Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
Disk drive bay <name> current is outside of range. Contact Support

Redfish Event Type
Alert
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Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC v* v*
AMP0311
Message
Disk drive bay arg7current is within range.
Arguments
e arg!=name
Detailed Description
None.
Recommended Response Action
No response action is required.
Category
System Health (AMP = Amperage)
Severity
Severity 3 (Informational)
Trap/EventID
2179
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v*
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AMPO0312

Message
System level current is less than the lower warning threshold.

Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID

2178
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
AMPO0313
Message

System level current is less than the lower critical threshold.

Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)
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Trap/EventID
2177

LCD Message
System level current is outside of range. Contact Support

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
AMPO0314
Message

System level current is greater than the upper warning threshold.

Detailed Description
Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID

2178
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v v v v
CMC
AMPO0315
Message

System level current is greater than the upper critical threshold.

Detailed Description
Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
System level current is outside of range. Contact Support

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v 4 4 4

CMC
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AMPO0316

Message
System level current is outside of range.

Detailed Description
Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action
Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

LCD Message
System level current is outside of range. Contact Support

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 4
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
AMPO0317
Message

System level current is within range.

Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (AMP = Amperage)
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Severity
Severity 3 (Informational)

Trap/EventID

2179
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v
CMC
AMPO0318
Message

Chassis power level current is less than the lower warning threshold.

Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID

2178
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v
AMPO0319
Message

Chassis power level current is less than the lower critical threshold.

Detailed Description
None.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID

2177
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
cMC v v * v * V¥
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC | v* v
CMC v* v*
AMPO0320
Message

Chassis power level current is greater than the upper warning threshold.

Detailed Description

Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.
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Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

Trap/EventID

2178
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v*
AMP0321
Message

Chassis power level current is greater than the upper critical threshold.

Detailed Description

Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID
2177

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC v* v*
AMP0322
Message

Chassis power level current is outside of range.

Detailed Description

Product documentation contains information on correct configuration. The failure
could also be caused by a faulty component or related cabling. System
performance may be degraded.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

Trap/EventID

2177
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v 4 4 4 4 4
CMC v v* v* v*
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v*
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AMPO0323

Message
Chassis power level current is within range.

Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (AMP = Amperage)

Severity
Severity 3 (Informational)

Trap/EventID

2179
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v* v *
AMP400
Message

The arg7sensor has failed, and the last recorded value by the sensor was arg2 A.

Arguments
e argTl =sensor name

e arg2=current

Detailed Description

The current sensor identified in the message has failed. This condition can cause
system performance issues and degradation in the monitoring capability of the
system.

Recommended Response Action

Check the Embedded System Management (ESM) Log for any sensor related
faults. If there is a failed sensor, replace the system board. For more information,
contact your service provider.
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Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

OMSA Event ID

5200
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v*
CMC
AMPA401
Message

Unable to read the arg7sensor value.

Arguments

e argl=sensor name

Detailed Description
The current sensor identified in the message has failed. This condition can cause
system performance issues and degradation in the monitoring capability of the
system.

Recommended Response Action

Check the Embedded System Management (ESM) Log for any sensor related
faults. If there is a failed sensor, replace the system board. For more information,
contact your service provider.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

OMSA Event ID
5201
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC | v v*
CcMC
AMPA402
Message

The arg7sensor returned to a normal state with a value of arg2 A.
Arguments
e argl =sensor name

e arg2 =current

Detailed Description
The current sensor identified in the message has returned to a normal state.

Recommended Response Action
No response action is required.

Category
System Health (AMP = Amperage)

Severity
Severity 3 (Informational)

OMSA Event ID

5202
OMSA Trap ID
5202
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v* v 4 v
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v*
CMC
AMP403
Message

The arg7sensor state has changed to a warning state with a value of arg2 A.

Arguments
e argTl =sensor name

e arg2=current

Detailed Description

The current sensor identified in the message is faulty or the current drawn by the
system exceeds the warning threshold. This condition can cause system
performance issues and degradation in the monitoring capability of the system.

Recommended Response Action

Verify the Embedded System Management (ESM) Log for any sensor related
faults. If there is a failed sensor, replace the system board. For more information,
contact your service provider. Otherwise, change the warning threshold for the
current sensor such that it corresponds to the hardware configuration.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

OMSA Event ID

5203
OMSA Trap ID
5203
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v* v 4 v
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v*
CMC
AMPA404
Message

The arg7sensor detected an error with a value of arg2 A.

Arguments
e argTl =sensor name

e arg2=current

Detailed Description

The current sensor identified in the message is faulty or the current drawn by the
system exceed the critical threshold. This condition can cause system
performance issues and degradation in the monitoring capability of the system.

Recommended Response Action

Review system power policy, check system logs for power related failures, and
review system configuration changes. For more information, contact your service
provider.

Category
System Health (AMP = Amperage)

Severity
Severity 2 (Warning)

OMSA Event ID

5204
OMSA Trap ID
5204
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v* v 4 v
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v*
CcMC
AMP405
Message

The arg7sensor state has changed to a failed state with a value of arg2 A.

Arguments
e argl =sensor name

e arg2=current

Detailed Description

The current sensor identified in the message may be faulty. This condition can
cause system performance issues and degradation in the monitoring capability of
the system.

Recommended Response Action

Check the Embedded System Management (ESM) Log for any sensor related
faults. If there is a faulty sensor, replace the system board. For more information,
contact your service provider.

Category
System Health (AMP = Amperage)

Severity
Severity 1 (Critical)

OMSA Event ID

5205
OMSA Trap ID
5205
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v* v 4 v
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v v*

CMC
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ASR Event Messages

ASR0000

Message
The watchdog timer expired.

Detailed Description
The operating system or potentially an application failed to communicate to the
baseboard management controller (BMC) within the timeout period.
Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* 4 4 v 4 v
CMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
ASR0001
Message

The watchdog timer reset the system.

Version 1.80 1



ASR Event Messages

Detailed Description
The operating system or an application failed to communicate to the baseboard
management controller (BMC) within the timeout period. The system was reset
per the configured setting.

Recommended Response Action
Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID
2233

LCD Message
The watchdog timer reset the system.

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
CMC
ASR0002
Message

The watchdog timer powered off the system.

Detailed Description
The operating system or an application failed to communicate to the baseboard
management controller (BMC). The system powered off per the configured
setting.

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)
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Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
ASR0003
Message

The watchdog timer power cycled the system.

Detailed Description
The operating system or an application failed to communicate to the baseboard
management controller (BMC). The system powered cycled per the configured
setting.

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v v v v
CMC
ASR0008
Message

The watchdog timer interrupt was initiated.

Detailed Description

The operating system or an application failed to communicate to the baseboard
management controller (BMC) within the timeout period. The BMC invoked a

system interrupt. (IPMI sensor type code 23h - offset 00h).

Recommended Response Action

Check the operating system, application, hardware, and system event log for

exception events.

Category
System Health (ASR = Auto System Reset)

Severity

Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v 4 v
CMC
LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
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ASR0009

Message
The system returned from a watchdog timer event.

Detailed Description
The system is communicating to the baseboard management controller (BMC).

Recommended Response Action
No response action is required.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

ASR0100

Message
The BIOS watchdog timer reset the system.

Detailed Description

The operating system or an application failed to communicate to the system
board within the timeout period. The system was reset per the configured setting.
(IPMI sensor type code 23h offset 01h event 3:0 - 2h).

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID
2233
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
CcMC
ASRO0101
Message

The OS watchdog timer reset the system.

Detailed Description
The operating system or an application failed to communicate within the timeout
period. System was reset. (IPMI sensor type code 23h offset 01 - event 3:0 - 3h if
booting 4h if running).

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'* 4 4 4 v
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

ASR0102

Message
The OS watchdog timer shutdown the system.

Detailed Description
The operating system or an application failed to communicate within the timeout
period. The system was shutdown. (IPMI sensor type code 23h offset - 02h event
3:0 - 4h).

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
CMC
ASRO0103
Message

The OS watchdog timer powered down the system.

Detailed Description

The operating system or an application failed to communicate within the timeout
period. The system was powered down. (IPMI sensor type code 23h offset - 02h
event 3:0 - 4h).
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Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v 4 v 4
CMC
ASR0104
Message

The OS watchdog timer powered cycle the system.

Detailed Description
The operating system or an application failed to communicate within the timeout
period. The system was powered cycled. (IPMI sensor 23h offset - 03h event 3:0
- 4h).

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID
2233

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
ASR0105
Message

The OS watchdog timer powered off the system.

Detailed Description
The operating system or an application failed to communicate within the timeout
period. The system was powered off. (IPMI sensor type code 23h offset - 02h
event 3:0 - 4h).

Recommended Response Action
Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 4
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* 4 4 4 4

CMC
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ASRO0106

Message
The OS watchdog timer expired.

Detailed Description
The operating system or an application failed to communicate within the timeout
period. No action was taken. (IPMI sensor type code 23h - offset 00Oh event 3:0 -
4h).

Recommended Response Action

Check the operating system, application, hardware, and system event log for
exception events.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
ASR0107
Message

The OS watchdog timer pre-timeout interrupt was initiated.

Detailed Description
The operating system or an application failed to respond to a pre-notification
with-in the timeout period. (IPMI sensor type code 11h - offset 07h).
Recommended Response Action
Check the operating system, application, hardware, and system event log for
exception events.
Category
System Health (ASR = Auto System Reset)
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Severity
Severity 1 (Critical)

Trap/EventID

2233
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
ASR0108
Message

The system returned from an OS watchdog timer event.

Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
cMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

ASR200

Message
The watchdog timer expired at arg?.

Arguments

e arg? =day month date hh:mm:ss yyyy

Detailed Description

The watchdog timer has expired at the date and time identified in the message,
because iDRAC did not receive a response within the specified time.

Recommended Response Action
To determine the correct cause of the exception, contact your service provider.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

OMSA Event ID

5006
OMSA Trap ID
5006
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v * v v v
CMC

LC Log |LCD oS Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v*
CMC
ASR201
Message

The watchdog timer restarted the system at arg7.
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Arguments

e arg! =day month date hh:mm:ss yyyy

Detailed Description

The watchdog timer has restarted the system at the date and time identified in
the message, because the operating system has crashed or hung.

Recommended Response Action
To determine the correct cause of the exception, contact your service provider.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

OMSA Event ID

5006
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4 v
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v*
CMC
ASR202
Message

The watchdog timer turned off the system at arg?7.

Arguments

e arg! =day month date hh:mm:ss yyyy

Detailed Description

The watchdog timer has turned off the system after the specified time at the
date and time identified in the message, because the operating system has
crashed or hung.

Recommended Response Action
To determine the correct cause of the exception, contact your service provider.

Category
System Health (ASR = Auto System Reset)
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Severity
Severity 1 (Critical)

OMSA Event ID

5006
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v*
CMC
ASR203
Message

The watchdog timer performed an AC power cycle on the system at arg?7.

Arguments

e arg? =day month date hh:mm:ss yyyy

Detailed Description

The watchdog timer has performed an AC power cycle on the system after the
specified time at the date and time identified in the message, because the
operating system has crashed or hung.

Recommended Response Action
To determine the correct cause of the exception, contact your service provider.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 1 (Critical)

OMSA Event ID
5006

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v*
CMC
ASR8500
Message

Watchdog timer is disabled.

Detailed Description

Watchdog timer is disabled. The watchdog timer is an internal mechanism used to
monitor the health of the Chassis Management Controller. The watchdog timer
could be disabled as part of a troubleshooting operation and can be enabled by
restarting the Chassis Management Controller.

Recommended Response Action
No response action required.

Category
System Health (ASR = Auto System Reset)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v *
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CHAPTER 4
BAR Event Messages

BAROO1

Message
Export System Profile requested.

Detailed Description
A system profile export operation has been requested.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BAR002

Message
Validating vFlash Backup partition.

Detailed Description
The system profile Backup partition detection operation is in progress.

Recommended Response Action
No response action is required.
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Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO00O3

Message
Preparing vFlash Backup partition.

Detailed Description
The Backup partition is being created for storing the backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
cMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC
BAR004
Message

Collecting Hardware Inventory information.

Detailed Description
Hardware Inventory data is being collected and copied into the backup file.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC
BARO0O5
Message

Collecting Lifecycle Controller data.

Detailed Description
The Lifecycle Controller data is being collected and copied into the backup file.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC
BAROO6
Message

Finalizing Backup file.

Detailed Description

The system profile backup file is being finalized and closed.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC
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BAROO7

Message
Export System Profile completed.

Detailed Description
System profile export operation is successfully completed.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BAROO8

Message
Invalid Backup file passphrase provided.

Detailed Description
The passphrase provided is invalid.

Recommended Response Action

Verify the request parameters and retry. Check passphrase for rule validity.
NOTE: A valid passphrase contains 8 to 32 characters. It must include a
combination of uppercase and lowercase letters, numbers, and symbols without
spaces.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAROO9
Message

Valid vFlash media not present.

Detailed Description
The vFlash media is not present on the system.

Recommended Response Action

Insert the appropriate vFlash media in the designated vFlash portal, enable and
initialize it, and retry.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO10

Message
Unable to create Backup partition on vFlash media.

62 Version 1.80



Detailed Description
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The Backup partition creation operation did no complete successfully.

Recommended Response Action

Make sure that the vFlash media is not write-protected. Enable and initialize the

vFlash media, retry backup. If that fails Try new vFlash media or use the Network

Share option(s).

Category

Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BARO11
Message

Unable to collect Hardware Inventory information.

Detailed Description

Hardware Inventory data collection and export did not complete successfully.

Recommended Response Action

Enter Lifecycle Controller GUI by pressing F10 during boot, and select exit and

reboot option in the GUI to instantiate the database, if Collect System Inventory
on Restart (CSIOR) is not enabled. If the hardware inventory database is present,
restart the Integrated Remote Access Controller (iDRAC)and retry.

Category

Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO12
Message

Unable to collect Lifecycle Controller data.

Detailed Description
Lifecycle Controller data collection and export has failed.

Recommended Response Action

Do the following: 1) Download and apply the Dell Update Package (DUP) for
Lifecycle Controller/Unified Server Configurator (USC). 2) Run System Services
to update the database if CSIOR is not enabled. 3) Reboot the system and retry.
If the issue persists after performing these operations, download the Field Service
Repair software and repair the Lifecycle Controller. Download and install all the

DUPs for Lifecycle Controller/USC, diagnostics, driver packs, and device
firmware of all the devices of the host system.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
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BARO13

Message
Host System Shutdown unsuccessful.

Detailed Description
The request to shut the Host system down did not complete successfully.

Recommended Response Action

Restart the Integrated Remote Access Controller (iDRAC) and retry the
operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO14

Message
Backup file or partition access error.

Detailed Description

Unable to access the server profile Backup file and the operation cannot continue.
This can be due to a media error or loss of connectivity.

Recommended Response Action

If using vFlash media replace media and try again. If a network share, make sure
there is connectivity to and existence of the destination.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO15
Message

Backup file data processing error.

Detailed Description

The Backup file information was not properly processed and the operation cannot
continue. This can be due to resource constraints within the processing
environment. If the network share is read only, this error will be thrown also.

Recommended Response Action

If this is backup to network share, check to make sure network share is read/
write accessible. Restart the Integrated Remote Access Controller (iDRAC) and
retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC
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BARO16

Message
Import System Profile requested.

Detailed Description
A system profile import operation has been requested.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO17

Message
Backup file validation requested.

Detailed Description
A system profile backup file validation has been requested.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO18
Message

Backup file validation completed.

Detailed Description
A system profile backup file validation request has completed.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO19
Message

Validating Restore operation, allow several minutes for this to complete.
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Detailed Description
A system profile backup file validation is in progress.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR020

Message
Restoring Lifecycle Controller data.

Detailed Description
The Lifecycle Controller data is being imported from the backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BARO021
Message

Insufficient space on network share.

Detailed Description

The system profile export could not complete successfully as there is insufficient
space on the network share or connectivity was lost.

Recommended Response Action

Delete files to free up 384 MB of space on the current network share, or specify
another destination that has enough space.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log [Eventi | h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0133 Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO022

Message
System powering up to perform component updates.
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Detailed Description

The host system is powering up to perform component firmware and
configuration restoration.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO023

Message
Starting component updates.

Detailed Description
The process is entering the component update phase of the restore operation.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO024
Message

Initializing Restore operation.

Detailed Description
The restoration environment is being initialized.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR025
Message

Restoring Component Firmware.
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Detailed Description
For each component with firmware, an update is in progress.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO026

Message
Restoring Component Configuration.

Detailed Description
The configuration is being set for each component.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BARO027
Message

Host System Component Restore complete, shutting down Host System.

Detailed Description

The component restoration on the host system is complete. The Host System will
shutdown.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (0133 Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BAR028
Message
Host System Component Restore completed with errors, shutting down Host
System.
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Detailed Description

The component restoration on the host system has completed, but there were
errors. The Host System will shutdown.

Recommended Response Action

View configuration data and request attributes update for the components or
retry system profile import.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO029

Message
Restoring Integrated Remote Access Controller firmware.

Detailed Description

The Integrated Remote Access Controller firmware and configuration import is in
progress.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO030
Message

Import System Profile Complete, restarting Integrated Remote Access Controller.

Detailed Description
The import system profile is complete. iDRAC restarts to complete restore.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO31

Message
RESERVED.
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Detailed Description
RESERVED.

Recommended Response Action

RESERVED.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

BAR Event Messages

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BAR032
Message

Invalid system profile Backup file.

Detailed Description

The system profile backup file validation did not complete successfully.

Recommended Response Action

Do one of the following: 1) An incorrect passphrase may have been entered,
correct the input and retry the operation. 2) Download a valid backup image of
the host system and retry. 3) Reboot the Integrated Remote Access Controller
(iDRAC) and retry. 4) Download a new firmware image for the iDRAC and retry.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type
Alert

Version 1.80 77



BAR Event Messages

78

Version 1.80

Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO033
Message

Unable to Restore Lifecycle Controller data.

Detailed Description

A Lifecycle Controller internal data import operation did not complete

successfully.

Recommended Response Action

Do the following: 1) Download and apply the Dell Update Package for Lifecycle
Controller/Unified Server Configurator (USC). 2) Run System Services to update

the database if CSIOR is not enabled. 3) Reboot the system and retry the

operation. If these response actions do not resolve the issue, download the Field
Service Repair software and repair the Lifecycle Controller. Download and install
all the DUPs for Lifecycle Controller/USC, diagnostics, driver packs, and device

firmware of all the devices of the host system.

Category

Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
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BARO034

Message
Unable to Restore Integrated Remote Access Controller firmware.

Detailed Description

The Integrated Remote Access Controller(iDRAC) firmware import did not
complete successfully.

Recommended Response Action
Download the firmware for the Integrated Remote Access Controller(iDRAC) and
apply it.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO35

Message
Unable to Restore Integrated Remote Access Controller configuration.

Detailed Description

The Integrated Remote Access Controller (iDRAC) Configuration import did not
complete successfully.

Recommended Response Action
Manually reset the Integrated Remote Access Controller (iDRAC) configuration.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR036
Message

System Reset or Lifecycle Controller Actions Canceled, System Profile Failure
Recovery initiated.

Detailed Description

A system profile import did not complete successfully and has left the system in
an unusable state. Attempting to setup the environment for normal operation.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC
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BARO37

Message
System Reset or Lifecycle Controller Actions Canceled, System Profile Failure
Recovery completed.

Detailed Description
Adjustments to Lifecycle and Integrated Remote Access Controller environments
are complete.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO38

Message
Cancel.

Detailed Description
Cancel the operation in progress.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO039
Message

License not present.

Detailed Description
The license required for operation is not present.

Recommended Response Action

Use supported vFlash media and licensing for this feature, and try the operation
again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO40

Message
Unable to access vFlash.
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Detailed Description
Access to the vFlash media is not possible, or has been denied.

Recommended Response Action

Make sure the vFlash SD media is enabled, not write protected, and initialized.
Retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BARO0A41
Message

System Shutdown.

Detailed Description
Shutting down host system.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR042
Message

Lifecycle Controller Disabled.

Detailed Description

Lifecycle Controller/System services are not available. There is another operation
using the resources at this time.

Recommended Response Action

Wait for the other operation to release the resources, as indicated by the System
Services option presence and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO43

Message
Timeout waiting for Unified Server Configurator or Lifecycle Controller to exit.
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Detailed Description

A timeout occurred waiting for the Unified Server Configurator (USC) or
Lifecycle Controller (LC) to exit.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR044

Message
Waiting for the host system to successfully get turned off.

Detailed Description
Waiting for the host system to successfully get turned off.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR045
Message
Powering down the Host System for Integrated Remote Access Controller
Restore.

Detailed Description

The host system is powering down to facilitate the import of the Integrated
Remote Access Controller system profile.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC
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BAR046

Message
Host System will power up approximately 10 minutes after Integrated Remote
Access Controller Restore (iDRAC).

Detailed Description

The Integrated Remote Access Controller (iDRAC) is preparing to switch over to
the recently loaded firmware. During this switch over, the connection to iDRAC is
lost. The server will startup after iDRAC restarts.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BAR047

Message
System Profile operation canceled by user.

Detailed Description

The System Profile operation was canceled as part of a clean up operation
performed during a restart of the Integrated Remote Access Controller.

Recommended Response Action
Resubmit the System Profile operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([(v'*

CMC

BARO48

Message
System Service Tag not present.

Detailed Description

The server motherboard does not have a Service Tag assigned, the operation
cannot continue.

Recommended Response Action

Perform a System Profile import from a previous backup file. If no backup file is
available, contact your service provider.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC
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BARO049

Message
Automatic Host System power up setup failed.

Detailed Description
The automatic Host System power up request has erred and the system will not
power up after the Integrated Remote Access Controller has restarted.
Recommended Response Action
As indicated by the job status, wait for restore to complete. After the status
displays Complete or Failed, wait for a few minutes for the Integrated Remote
Access Controller (iDRAC) to restart. After restart, power on the Host System
using iDRAC.
Category
Configuration (BAR = Backup/Restore)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO50

Message
Performing Firmware Restore for Device : arg?

Arguments

e arg! =device name
Detailed Description
The firmware update for the specified device in progress.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)
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Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO051
Message

Performing Component Configuration Restore for Device : arg?

Arguments

e arg!=device name

Detailed Description
The configuration import for the specified device is in progress.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

IPMI
Alert

SNMP
Alert

Email
Alert

Remote
System Log

WS Redfis

Eventi | h

ng Eventi
ng

Alert
Filter
Visibili
ty
iDRAC
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BAR052

Message
Firmware update cannot be performed for Device: arg?

Arguments

e arg! =device name

Detailed Description

The required device firmware was not found, and the update cannot continue.
The device firmware is either not present on the firmware storage partition or
does not match the version stored in the configuration information database. No
response action is required, however obtaining and installing the update package
for the device indicated will update the firmware storage partition. A backup of
the server profile is recommended after updating.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BARO53

Message
Restoring Firmware on Device: arg?
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Arguments

e arg! =device name

Detailed Description
Restoring device firmware on the device identified in the message.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO54
Message

System Reset or Lifecycle Controller Actions Canceled, System Profile Failure

Recovery unsuccessful.

Detailed Description

The attempt to clean up after an unsuccessful Backup/Restore of a system
profile operation has not been successful. The Lifecycle Controller/System
Services related operations may not execute as expected until the system is

properly restored to a functional configuration.

Recommended Response Action

Enter the iDRAC configuration utility. Select the System Services option in the
main selection screen. Choose the Cancel Lifecycle Controller Actions / Cancel
System Services operation and follow the directions to ensure this operation is
performed. If Cancel Lifecycle Controller Actions / Cancel System Services is not
available, remove power from the system, wait 1 minute and reapply power. If the

issue persists, contact your technical service provider.

Category

Configuration (BAR = Backup/Restore)
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Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO55

Message
Previously stored configuration values not applied to Device: arg?.

Arguments

e arg!=device name

Detailed Description
Attempted configuration import was not successful for the specified device.

Recommended Response Action

The system event log captures the values that were not set, and must be reset
manually.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BARO56

Message
Component Configuration Restored on Device : arg?.

Arguments

e arg! =device name
Detailed Description
The configuration import was successful for the specified device.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BARO57

Message
Some of the configuration values not applied to Device: arg?

Arguments

e argl=device name

Detailed Description

The configuration import was completed, but some of the imported values were
not set correctly.
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Recommended Response Action

The system event log captures the values that were not set, and they must be
reset manually.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BARO58

Message
Validating NFS destination access.

Detailed Description

The system profile import or export network destination is being tested for
access.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BARO059
Message

Validating CIFS destination access.

Detailed Description

The system profile import or export network destination is being tested for
access.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO060

Message
Collecting firmware inventory information.

Detailed Description
Collecting firmware inventory and copying it into the system profile backup file.
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Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BARO61

Message
Collecting System Information.

Detailed Description

Collecting system information and copying it into the backup file. The operation
collects system information that includes System Model and Service Tag.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BAR062

Message
Collecting Lifecycle Controller Configuration database.

Detailed Description

Collecting the Lifecycle Controller configuration database and copying it into the
server profile backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO063

Message
Collecting Lifecycle Controller Firmware images.

Detailed Description

Collecting the Lifecycle Controller firmware images and copying them in the
server profile backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO64

Message
Collecting Integrated Remote Access Controller firmware.

Detailed Description

Collecting the Integrated Remote Access Controller firmware and copying it in
the server profile backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'*

CMC
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BARO65

Message
Collecting Integrated Remote Access Controller configuration.

Detailed Description

Collecting the Integrated Remote Access Controller configuration and copying it
into the server profile backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO66

Message
vFlash media not enabled.

Detailed Description
The system profile export destination is not enabled.

Recommended Response Action
Enable the vFlash media and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO067
Message

vFlash media not initialized.

Detailed Description

The system profile export destination is not initialized.

Recommended Response Action

Initialize the vFlash media and retry the operation.

Category

Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO68
Message

vFlash media not supported.
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Detailed Description
The system profile export destination is not supported.

Recommended Response Action
Insert, enable and initialize supported vFlash media and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR069

Message
Insufficient space on vFlash media.

Detailed Description

The system profile export did not complete successfully because there is
insufficient space on the vFlash media.

Recommended Response Action

Delete partitions and free up 384 MB of space on the current vFlash media, or use
new vFlash media.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO070
Message

NFS Destination access denied.

Detailed Description
Access to the NFS export/import destination is not possible or has been denied.

Recommended Response Action

Verify that the input parameters are correct, connectivity exists to the
destination end point, and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO71

Message
CIFS Destination access denied.

Version 1.80 103



BAR Event Messages

Detailed Description
Access to the CIFS export/import destination is not possible or has been denied.

Recommended Response Action

Verify that the input parameters are correct, connectivity exists to the
destination end point, and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO72

Message
Format of vFlash Backup partition unsuccessful.

Detailed Description
The vFlash backup partition format operation was not successful.

Recommended Response Action

Enable and initialize the vFlash media and retry the export. If the issue persists,
try a new vFlash media or use the network share option(s).

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BARO73
Message

Delete of vFlash Backup partition unsuccessful.

Detailed Description
The operation to delete the vFlash backup partition did not complete successfully.

Recommended Response Action

Enable and initialize the vFlash media and retry the export. If the error continues,
try a new vFlash media or use the network share option(s).

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO074

Message
Unable to collect Firmware Inventory information.
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Detailed Description

The collection and export of firmware inventory data did not complete
successfully.

Recommended Response Action

Apply the Dell Update Package for Unified Server Configurator (USC) or
Lifecycle Controller (LC). If collect system inventory on reboot (CSIOR) is not
enabled, enter and exit LC/USC to update the database, reboot the system and
try the operation again. If the error continues, use the field service repair
software to repair the Lifecycle Controller. Download all Dell Update Packages for
USC, Diagnostics Driver Packs, and device firmware for all host system devices,
install all packages and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO75

Message
Unable to collect System information.

Detailed Description
The collection and export of system information failed.

Recommended Response Action

Restart the remote access controller, and retry the operation. If the error
continues, use the remote access controller firmware to try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([(v'*

CMC

BARO76

Message
Unable to collect the Configuration database.

Detailed Description
The collection and export of Lifecycle Controller Configuration Database failed.

Recommended Response Action

Enter Lifecycle Controller (LC) / Unified Server Configurator (USC), and select
Exit and Reboot to reset and update the database. If the error continues repair
the Lifecycle Controller, apply the Dell Update Packages for USC, diagnostics,
device firmware and driver pack and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC
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BARO77

Message
Unable to collect the Firmware images.

Detailed Description
The collection and export of host system firmware images was not successful.

Recommended Response Action

Apply Dell Update Packages for all devices and software, and try the operation
again. If the error continues, repair the Lifecycle Controller and apply the
packages again, and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO78

Message
Unable to collect the Integrated Remote Access Controller firmware.

Detailed Description
The collection and export of Integrated Remote Access Controller
(iDRAC)firmware was not successful.

Recommended Response Action

Apply the integrated remote access controller firmware, manually set the
configuration attributes, and try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([(v'*

CMC

BARO79

Message
Unable to collect the Integrated Remote Access Controller configuration.

Detailed Description

The collection and export of Integrated Remote Access Controller configuration
was not successful.

Recommended Response Action

Apply the integrated remote access controller firmware, manually set the
configuration attributes, and try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

Version 1.80 109



BAR Event Messages

BARO8O

Message
Restoring Lifecycle Controller Configuration database.

Detailed Description

Importing the Lifecycle Controller configuration database from the system profile
backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO81

Message
Restoring Lifecycle Controller Firmware images.

Detailed Description

Importing the Lifecycle Controller firmware image data is from the system profile
backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR082
Message

Restoring Remote Access Controller configuration.

Detailed Description
Remote access controller firmware and configuration import in progress.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BARO83

Message
Host System Model does not match the Backup file System Model information.
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Detailed Description

System profile backup file validation failed because the host system model
information does not match the value stored in the file.

Recommended Response Action
Obtain a valid host system backup image and try the operation again. Reboot the
remote access controller and try the operation again. If the error continues,
download a new remote access controller firmware image and try the operation
again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO84

Message
Host System Service Tag does not match the Backup file Service Tag.

Detailed Description

System profile backup file validation failed because the host system service tag
information does not match the value stored in the file.

Recommended Response Action
Obtain a valid host system backup image and try the operation again. Reboot the
remote access controller and try the operation again. If the error continues,
download a new remote access controller firmware image and try the operation
again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([(v'*

CMC

BARO85

Message
Unable to collect System Information for Import Backup file validation.

Detailed Description

The validation of the system profile backup file has failed. The retrieval of system
information to validate the backup file has failed.

Recommended Response Action

Restart the remote access controller, and retry the operation. If the error
continues, use the remote access controller firmware to try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC
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BARO086

Message

Unable to Restore The Lifecycle Controller Configuration database.

Detailed Description

The system profile import of Lifecycle Controller configuration data has failed.

Recommended Response Action

If collect system inventory on reboot (CSIOR) is not enabled, enter and exit
System Services in Lifecycle Controller (LC)/ Unified Server Configurator (USC)
to update the database, reboot the system and try the operation again. If the
error continues, use the field service repair software to repair the Lifecycle
Controller. Download all Dell Update Packages for USC, Diagnostics Driver Packs,
and device firmware for all host system devices, install all packages and retry the
operation.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

v *

CMC

BARO87

Message

Unable to Restore the Lifecycle Controller Firmware images.

Detailed Description

The system profile import of Lifecycle Controller firmware images has failed.

Recommended Response Action

Apply the Dell Update Package for this system. If the error continues, use the
field service repair software to repair the Lifecycle Controller. Download all Dell
Update Packages for Lifecycle Controller/USC, Diagnostics Driver Packs, and
device firmware for all host system devices, install all packages and retry the
operation.



Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type

BAR Event Messages

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BAR088
Message

No partitions available on vFlash media.

Detailed Description
The maximum number of partitions are already in use.

Recommended Response Action

Delete partitions and free up 384MB of space on the current vFlash media or

obtain new vFlash media.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BARO89

Message
Lifecycle Controller needs to be updated.

Detailed Description

A problem has been detected with the installation of the Unified Server
Configurator (USC) or Lifecycle Controller (LC). This needs to be corrected
before a valid Backup file can be created.

Recommended Response Action

Obtain the Dell update package for Lifecycle Controller/Unified Server
Configurator and apply it. Then perform a Backup operation to save this data, for
later restore.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR09S0

Message
System Profile Backup requested.

Detailed Description

A request to create a System Profile Backup file has been made by the user of the
Unified Server Configurator interface.

Recommended Response Action
No response action is required.
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Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BARO091

Message
System Profile Backup completed.

Detailed Description

A System Profile Backup request made by the user of the Unified Server
Configurator interface has completed.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

BAR092

Message
Disconnect from NFS unsuccessful.

Detailed Description
The attempt to disconnect from the specified NFS location was not successful.

Recommended Response Action

If this happens on a backup request, restart the Integrated Remote Access
Controller and try the operation again. If this is a restore request the Integrated
Remote Access will be restarted during the execution of the request. Only restart
the Integrated Remote Access Controller if it does not restart on its own.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR093

Message
Disconnect from CIFS unsuccessful.

Detailed Description
The attempt to disconnect from the specified CIFS location was not successful.

Recommended Response Action

If this happens on a backup request, restart the Integrated Remote Access
Controller and try the operation again. If this is a restore request the Integrated
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Remote Access will be restarted during the execution of the request. Only restart
the Integrated Remote Access Controller if it does not restart on its own.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BAR094

Message
Another Backup operation already in progress.

Detailed Description

The request to create a System Profile Backup file did not complete successfully
because there is already a request in progress.

Recommended Response Action

If possible monitor the in progress job for completion and then retry the request.
If that is not possible try clearing all jobs and try the request again. If the issue
persists, restart the Integrated Remote Access Controller (iDRAC) and try the
request again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BAR095
Message

Another Restore operation already in progress.

Detailed Description

The request to restore a System Profile from a Backup file did not complete
successfully because there is already a request in progress.

Recommended Response Action
If possible monitor the in progress job for completion and then retry the request.
If that is not possible try clearing all jobs and try the request again. If the issue
persists, restart the Integrated Remote Access controller and try the request
again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |LCD (0133 Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BAR096

Message
BIOS incompatibility detected.
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Detailed Description

The current BIOS firmware installed on the system does not have Backup and
Restore feature support.

Recommended Response Action

Obtain the System BIOS firmware with Backup and Restore support, update the
system and try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BARO097

Message
Lifecycle Controller Unified Server Configurator incompatibility detected.

Detailed Description

The current Lifecycle Controller Unified Server Configurator software installed on
the system does not have Backup and Restore feature support.

Recommended Response Action

Obtain the Lifecycle Controller Unified Server Configurator update package with
Backup and Restore support, update the software and try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR098
Message

Invalid System Service Tag.

Detailed Description

The Service Tag installed on the system is invalid. The Backup and Restore
feature will not operate without a valid Service Tag.

Recommended Response Action
Contact your service provider.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BAR099

Message
Collecting License data.
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Detailed Description
License data is being collected and copied into the backup Server Profile.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR100

Message
Unable to collect License data.

Detailed Description

An error occurred accessing license data. Cannot collect license data to copy to
Server Profile backup file.

Recommended Response Action

Refer to License Management documentation for re-installation of license(s)
instructions and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR101
Message

Restoring License data.

Detailed Description
Importing license data from the backup Server Profile.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR102
Message

Unable to restore license data.
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Detailed Description
Unable to import license data from the backup Server Profile.

Recommended Response Action

Refer to iDRAC User Guide documentation license installation instructions and

retry the operation.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type

BAR Event Messages

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BAR103
Message

Collecting system branding data.

Detailed Description
System branding data is being collected and copied to the backup Server Profile.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR104
Message

Unable to collect system branding data.

Detailed Description
Unable to collect system branding data to copy to backup Server Profile.

Recommended Response Action

Retry the operation. If the issue persists, contact your service provider.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR105
Message

Restoring system branding data.
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Detailed Description
Importing system branding data from the Server Profile backup file.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR106

Message
Unable to restore system branding data.

Detailed Description
Unable to import system branding data from the backup Server Profile.

Recommended Response Action
Retry the operation. If the issue persists, contact your service provider.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BAR107
Message

vFlash media reader license not present.

Detailed Description
The vFlash media reader requires a license to function.

Recommended Response Action

Obtain the license for vFlash media from your service provider. Install the license
and retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log [Eventi | h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0133 Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BAR108

Message
License to Export and Import Server Profile not present.
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Detailed Description

The license required for Server Profile Import and Export operations to function is
not present.

Recommended Response Action

Obtain the license for Server Profile Export and Import, install the license and
retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BAR109
Message

OEMDRYV partition is in use.

Detailed Description
The OEMDRYV partition is mounted for performing operating system deployment
use. This situation prevents the Export and Import Server Profile operation from
continuing.

Recommended Response Action

Dismount the OEMDRYV partition by selecting F10 during boot and retry the
operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BAR110
Message

All existing jobs cancelled because of Import Server Profile request processing.

Detailed Description

All the existing jobs are canceled during the Import Server Profile operation or if
the Import operation fails.

Recommended Response Action

Resubmit any jobs that were cancelled by the Import operation after the Import
Server Profile operation completes.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC

BAR111

Message
Server Profile operation timed out.
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Detailed Description

The Import or Export job did not complete successfully. The Import or Export
operation timed-out while validating or transferring Server Profile data. Possible
causes are loss of network connectivity, vFlash SD card access issues, or
problems encountered with system power off and on.

Recommended Response Action

If the managed system does not turn off during Import, turn off the system and
retry the operation. If the managed system turned off, restart the Remote Access
Controller and retry the operation. If the export was to a network share verify the
connection and try the operation again. If the export destination was the vFlash
media, insert a new SD card and try the operation again.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BAR112

Message
The system identifier in the Server Profile file does not match the target system.

Detailed Description

Server Profile backup file validation failed because the target system identifier
information does not match the value stored in the file. The Server Profile file
may be from another system or the iDRAC may need to be restarted to acquire
the system identifier information accurately.

Recommended Response Action

Obtain a valid Server Profile file for the target system and try the operation again.
If the problem reoccurs, restart the iDRAC and try the operation again.

Category
Configuration (BAR = Backup/Restore)
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Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BAR113

Message
Unable to create an Automatic Backup job.

Detailed Description

The Automatic Backup job that was earlier schedule was not successfully created.
This could be due to an invalid parameter entered to create the job.

Recommended Response Action

Using the iDRAC Web UlI, select Server Profile from the navigation panel, and
then the Automatic Backup tab. Clear Settings and reenter appropriate data, the
select Schedule Backup to restart the Automatic Backup jobs. Using the
RACADM CLI or WSMAN AP, clear the scheduled backup settings and retry the
Automatic Backup scheduling operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CcMC

132 Version 1.80



BAR Event Messages

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BAR114
Message

An Automatic Backup job arg7is created.

Arguments

e argl=joblID

Detailed Description

The Automatic Backup job identified in the message is created per the Server
Profile automatic export schedule previously configured.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type
Alert

Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CcMC
BAR115
Message

The number of Automatic Server Profile backup files has reached the specified
limit. Restarting the numbering from 1.

Detailed Description

The number of Automatic Server Profile backup files has reached the specified
limit. Restarting the numbering from 1 which will overwrite the oldest backup file.
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Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CcMC
BAR116
Message

Unable to create a recurring export Server Profile job because an existing
scheduled Backup Image job is scheduled within the next 24 hours.

Detailed Description

Unable to create a recurring export Server Profile job because an existing
scheduled Backup Image job is scheduled within the next 24 hours.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CcMC
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CcMC
BAR117
Message

The iDRAC firmware cannot be restored due to hardware compatibility restraints.

Detailed Description

The firmware version for the iDRAC contained in the hardware Server Profile
image is not compatible with this system hardware. Continue to use the installed
firmware version or update to later versions if necessary.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC
BAR118
Message
Unable to continue with Restore operation because the backup image file name is
invalid.
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Detailed Description
The Restore operation cannot be completed because the backup image file name
is invalid.

Recommended Response Action

Make sure the backup image file name has valid characters and is not too long,
and then retry the operation. For information about valid image file names, see
the iDRACs Users Guide available on the support site.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CcMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
BAR119
Message
The Backup operation is currently validating the ability to access the HTTP
destination.

Detailed Description

The Backup operation is currently validating the ability to access the HTTP
destination.

Recommended Response Action
No response action is required.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CcMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
BAR120
Message
The Backup operation is currently validating the ability to access the HTTPs
destination.

Detailed Description

The Backup operation is currently validating the ability to access the HTTPs

desti

nation.

Recommended Response Action

No response action is required.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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BAR121

Message

Unable to continue with Backup operation because access to the HTTP
destination is denied.

Detailed Description

The Backup operation cannot be completed because access to the HTTP
destination is denied.

Recommended Response Action

Make sure that the input parameters are correct, network connection exists to
the destination, and then retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BAR122

Message

Unable to continue with Backup operation because access to the HTTPs
destination is denied.

Detailed Description

The Backup operation cannot be completed because access to the HTTPs
destination is denied.

Recommended Response Action

Make sure that the input parameters are correct, network connection exists to
the destination, and then retry the operation.

Category
Configuration (BAR = Backup/Restore)

Severity
Severity 1 (Critical)




Redfish Event Type
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Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
BAR123
Message

Unable to copy the Server Profile file to the HTTP/HTTPs share either because
of incorrect filepath, or network connection issues.

Detailed Description

The Server Profile file cannot be copied to the HTTP/HTTPs share either
because of incorrect filepath, or network connection issues.

Recommended Response Action

Make sure that the input parameters are correct, network connection exists to

the destination, and then retry the operation.

Category

Configuration (BAR = Backup/Restore)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CHAPTER 5
BAT Event Messages

BAT0000

Message
The system board battery is low.

Detailed Description

System settings may be preserved if input power is not removed from the power
supplies.

Recommended Response Action
Check the system board battery at the next service window.

Category
System Health (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID

2226
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC v v* v* v*
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC v* v *
BATO0001
Message

The system board battery is operating normally.

Detailed Description
None.
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Recommended Response Action
No response action is required.

Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

2227
OMSA Event ID
5702
OMSA Trap ID
5702
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CcMC v* v*
BAT0002
Message

The system board battery has failed.

Detailed Description

System settings may be preserved if input power is not removed from the power
supplies.

Recommended Response Action
Check the system board battery.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225
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LCD Message
System board battery has failed. Check battery

OMSA Event ID

5704;5705
OMSA Trap ID
5704
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v 4 v
CMC v v* v* v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC v* V¥
BAT0003
Message

The system board battery is present.

Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
2227
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC v v* v* v*
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v*
BAT0004
Message

The system board battery is absent.

Detailed Description

System settings may be preserved if input power is not removed from the power
supplies.

Recommended Response Action
Check the system board battery to confirm presence.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225

LCD Message
System board battery is absent. Check battery

OMSA Event ID

5700
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC v v* v * v*

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v v 4 4
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC v* v *
BATO0005
Message

The storage battery is low.

Detailed Description

To charge the battery, the system has to remain powered on.

Recommended Response Action

Allow the PERC RAID controller battery to charge. If the issue persists, contact
technical support. Refer to the product documentation to choose a convenient

contact method.

Category

System Health (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
2226

Redfish Event Type
Alert

Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v 4 v 4
CcMC
BAT0006
Message

The storage battery is operating normally.

Detailed Description
None.

Recommended Response Action

No response action is required.
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Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

2227
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 4
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v
CMC
BAT0007
Message

The storage battery has failed.

Detailed Description
The PERC RAID controller battery may have failed because of thermal
exceptions.

Recommended Response Action
1) Verify the PERC RAID controller battery installation. 2) Check the system logs
for thermal related issues.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225

LCD Message
Storage battery has failed. Check battery.

Redfish Event Type
Alert

146 Version 1.80



BAT Event Messages

Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
BAT0008
Message

The storage battery is present.

Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

2227
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 4
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* 4

CMC
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BATO0009

Message
The storage battery is absent.

Detailed Description
The PERC RAID controller battery may report absent due to disconnect or
thermal exceptions.

Recommended Response Action

1) Verify the PERC RAID controller battery installation.2) If installed, reseat or
reconnect the battery and cables. 3) Check the system logs for thermal related
issues.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225

LCD Message
Storage battery is absent. Check battery.

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 4
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
BAT0010
Message

The storage battery for disk drive bay arg7is low.

Arguments

o argl!=bay

Detailed Description
To charge the battery, the system has to remain powered on.
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Recommended Response Action

Allow the PERC RAID controller battery for the associated bay to charge. If the
issue persists, contact technical support. Refer to the product documentation to
choose a convenient contact method.

Category
System Health (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID

2226
Redfish Event Type
Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v 4 v 4
CMC
BATO001
Message

The storage battery for disk drive bay arg7is operating normally.
Arguments

o argl=bay
Detailed Description

None.

Recommended Response Action
Verify the battery installation, check the system logs for thermal related issues.

Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
2227
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* v
CcMC
BAT0012
Message

The storage battery for disk drive bay arg7has failed.

Arguments

e arg!=bay

Detailed Description
The PERC RAID controller battery may have failed because of thermal
exceptions.

Recommended Response Action

1) Verify the PERC RAID controller battery installation for the associated bay.2)
Check the system logs for thermal related issues.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225

LCD Message
Battery for disk drive bay <bay> has failed. Check battery.

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 v
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v v v v
CMC
BAT0013
Message

The storage battery for disk drive bay arg7is present.

Arguments
e argl=bay
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

2227
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v

CMC
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BAT0014
Message

The storage battery for disk drive bay arg7is absent.
Arguments

e argl!=bay

Detailed Description
The PERC RAID controller battery may report absent due to disconnect or
thermal exceptions.

Recommended Response Action

1) Verify the PERC RAID controller battery installation for the associated bay. 2)
If installed, reseat or reconnect the battery and cables. 3) Check the system logs
for thermal related issues.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225

LCD Message
Battery for disk drive bay <bay> is absent. Check battery.

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v 4 v v v
cMC

LC Log |LCD os Power | Power |Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
cMC
BATO0015
Message

The arg7battery is low.

Arguments

e arg!=name
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Detailed Description

System settings may be preserved if input power is not removed from the power
supplies.

Recommended Response Action
Check the battery at the next service window.

Category
System Health (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
2226

LCD Message
The <name> battery is low.

OMSA Event ID

5703
OMSA Trap ID
5703
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* 4 4 4 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
BATO0016
Message

The arg7battery is operating normally.

Arguments

e arg!=name

Detailed Description
None.
Recommended Response Action

No response action is required.
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Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

2227
OMSA Event ID
5702
OMSA Trap ID
5702
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* v
cMC
BATO0017
Message

The arg7battery has failed.

Arguments

e arg!=name

Detailed Description

System settings may be preserved if input power is not removed from the power
supplies.

Recommended Response Action
Check the battery.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225
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LCD Message
The <name> battery has failed. Check battery.

OMSA Event ID

5704
OMSA Trap ID
5704
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v 4 v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
BATO0018
Message

The arg7battery is present.
Arguments

e arg!=name
Detailed Description

None.

Recommended Response Action
No response action is required.

Category
System Health (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
2227

OMSA Event ID
5702

OMSA Trap ID
5702
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* v
CcMC
BATO0019
Message

The arg7battery is absent.

Arguments

e arg!=name

Detailed Description

System settings may be preserved if input power is not removed from the power
supplies.

Recommended Response Action
Check the battery to confirm presence.

Category
System Health (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID
2225

LCD Message
The <name> battery is absent. Check battery.

OMSA Event ID
5706

OMSA Trap ID
5706

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
BAT0030
Message

The system board battery is reading low.

Detailed Description

The system battery level is low, and if the input power is disconnected, the
system settings will not be preserved.

Recommended Response Action
Replace the battery.

Category
System Health (BAT = Battery Event)

Severity
Severity 2 (Warning)

OMSA Event ID

5703
OMSA Trap ID
5703
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v * v v v
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v v*

CMC
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BATO0031

Message
The system board battery status is unknown.

Detailed Description

The system battery level is unknown, and if the input power is disconnected, the
system settings will not be preserved.

Recommended Response Action
Replace the battery.

Category
System Health (BAT = Battery Event)

Severity
Severity 2 (Warning)

OMSA Event ID

5701
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC 4 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v*
CMC
BAT1000
Message

Battery on arg7is missing.

Arguments

e arg? =controller name

Detailed Description
The controller cannot communicate with the battery. The battery is absent or
improperly connected. A battery with a weak or depleted charge may also cause
this message.

Recommended Response Action

Verify that the device is present and then check the cables. See the storage
hardware documentation to verify cabling. In addition check the connection to
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the controller battery and the battery health. A battery with a weak or depleted
charge may cause this message.

Category

Storage (BAT = Battery Event)

Severity

Severity 2 (Warning)

Trap/EventID

4274

OMSA Event ID

2264

OMSA Trap ID
75300;80300;85300;90300;95300;100300;105300;110300;115300;120300

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CcMC v* v*
BAT1001
Message

Battery on arg7was replaced.

Arguments

e argl =controller name

Detailed Description
A controllers battery was replaced.

Recommended Response Action

No response action is required.

Category

Storage (BAT = Battery Event)

Severity

Severity 3 (Informational)
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Trap/EventID
4275
OMSA Event ID
2175
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v v 4 v
CMC v v* v* v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CcMC v* v
BAT1002
Message

The battery on arg7learn cycle has started.

Arguments

e argl = controller name

Detailed Description

This alert is provided for informational purposes.

Recommended Response Action

No response action is required.

Category

Storage (BAT = Battery Event)

Severity

Severity 3 (Informational)

Trap/EventID
4275

OMSA Event ID
2176

OMSA Trap ID
115100
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CcMC v* v*
BAT1003
Message

The battery on arg7learn cycle has completed.

Arguments

e argl =controller name
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2177
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v 4 4 4 4 4
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC v v* v* v*
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v*
BAT1004
Message

The battery on arg7learn cycle has timed out.

Arguments

e argl =controller name

Detailed Description

The controller battery must be fully charged before the learn cycle can begin. The
battery may be unable to maintain a full charge causing the learn cycle to timeout.
In addition, the battery must be able to maintain cached data for a specified
period of time in the event of a power loss. For example, some batteries maintain
cached data for 24 hours. If the battery is unable to maintain cached data for the
required period of time, then the Learn cycle will timeout.

Recommended Response Action
Replace the battery pack. The battery is unable to maintain a full charge.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID

4274
OMSA Event ID
2178
OMSA Trap ID
115300

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC v* v*
BAT1005
Message

The battery on arg7learn cycle has been postponed.

Arguments

e arg! =Controller name

Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
4275

OMSA Event ID
2179

OMSA Trap ID
115100

Redfish Event Type
Alert

Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng

iDRAC

CMC 4 v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v *
BAT1006
Message

The battery on arg7learn cycle will start in arg2 days.
Arguments

e arg? =Controller name

o arg2=arg
Detailed Description

This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2180
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v *
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BAT1007

Message
The battery on arg7learn cycle will start in arg2 hours.

Arguments
e arg! = Controller name
o arg2=arg
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2181
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD os Power [ Power [Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC v* v*
BAT1008
Message

Write policy on arg7was changed to Write Through.

Arguments

e argl =controller name
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Detailed Description
The controller battery cannot maintain cached data for the required period of
time. For example, if the required period of time is 24 hours, then the battery
cannot maintain cached data for 24 hours.

Recommended Response Action

Verify the battery health is good. See the storage hardware documentation to
verify battery health. Contact technical support.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID

4274
OMSA Event ID
2188
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC v* V¥
BAT1009
Message

Write policy on arg7was changed to Write Back.

Arguments

e argl! =controller name

Detailed Description
The controller battery health has returned to normal.

Recommended Response Action
No response action is required.
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Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2189
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v 4 v v v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC | v* v
CMC v* v*
BAT1010
Message

Battery on arg7requires reconditioning. Initiate a learn cycle.

Arguments

e argl = Controller name
Detailed Description
Battery is in warn only mode and requires reconditioning.

Recommended Response Action
Start a learn cycle on the battery.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
4274
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OMSA Event ID

2210
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v *
BAT1011
Message

Battery on arg7is in warn only mode and requires reconditioning.

Arguments

e arg? = Controller name

Detailed Description

This alert is provided for informational purposes.

Recommended Response Action

No response action is required.

Category

Storage (BAT = Battery Event)

Severity

Severity 3 (Informational)

Trap/EventID
4275

OMSA Event ID
2104

OMSA Trap ID
115100

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
BAT1012
Message

The arg7battery temperature is above normal.

Arguments

e arg7=Controller name

Detailed Description

Diagnostic event for service to determine if there is an ambient temperature
problem.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v *
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BAT1013

Message

Recharge count has exceeded the maximum limit for battery on arg?.

Arguments

e arg! = Controller name

Detailed Description
The battery cannot be recharged further.

Recommended Response Action
Replace the battery pack.

Category

Storage (BAT = Battery Event)

Severity

Severity 2 (Warning)

Trap/EventID

4274
OMSA Event ID
2213
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
BAT1014
Message

arg1battery charge in-progress.

Arguments

e argTl =Controller name
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Detailed Description

Diagnostic event for service to determine if there is an ambient temperature
problem.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2214
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
BAT1015
Message

arg7battery charge process is interrupted.

Arguments

e arg? =Controller name

Detailed Description

Diagnostic event for service to determine if there is an ambient temperature
problem.

Recommended Response Action
No response action is required.
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Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2215
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC | v*
CMC v* v
BAT1016
Message

The arg7battery learn mode has changed to Auto.

Arguments

e argl =Controller name
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
4275
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OMSA Event ID

2216
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
cMC v * v
BAT1017
Message

The arg7battery learn mode has changed to Warn.

Arguments

e arg?=Controller name
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
4275

OMSA Event ID
2217

OMSA Trap ID
115100

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v
BAT1018
Message

Battery on arg7is degraded.

Arguments

e arg! =Controller name

Detailed Description

The temperature of the battery is high. This may be due to the battery being
charged.

Recommended Response Action

If the battery is being charged, then charging the battery should be stopped until
the battery cools down and charging should be resumed. If this is not case, then
some other condition exists and should be investigated.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID

4274
OMSA Event ID
2246
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC v v* v* v*
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC v* v
BAT1019
Message

Battery on arg7is charging.

Arguments

e argl = Controller name

Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
4275

OMSA Event ID
2247

OMSA Trap ID
115100

Redfish Event Type
Alert

Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng

iDRAC

CMC 4 v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v
BAT1020
Message

The arg7battery is executing a learn cycle.

Arguments

e arg? =Controller name
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID
4275
OMSA Event ID
2248
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC | v v v v v
CMC v v* v* v*
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v* v
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BAT1021

Message
The charge level for the battery on arg7is below the normal threshold.

Arguments
e arg! =controller name

Detailed Description
The controller battery cannot maintain sufficient charge level to function properly
or the battery is discharging.

Recommended Response Action

Check for other events related to the state of the battery. These may help
determine the cause of this event.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
4274
OMSA Event ID
2278
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v* v* v*
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v * v
CMC v* v
BAT1022
Message

arg’battery recondition is completed.

Arguments

e arg? =Controller name
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Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2105
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v * v
BAT1023
Message

The charge level for the battery on arg7is within normal limits.

Arguments

e argl! =controller name
Detailed Description
The battery health has returned to normal.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)
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Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2279
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v
BAT1024
Message

Errors detected with battery on arg?.

Arguments

e argl! =controller name

Detailed Description

The battery or the battery charger is not functioning properly. The battery may
have an inadequate charge.

Recommended Response Action
Contact technical support.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
4274

OMSA Event ID
2318
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OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC v * v
BAT1025
Message

arglis unable to recover cached data from the Battery Backup Unit (BBU).

Arguments

e argl! =controller name

Detailed Description

The controller was unable to recover data from the cache. This may indicate data

loss has occurred.

Recommended Response Action

Verify that the battery is charged and in good health. See the hardware

documentation for more information. When the battery charge is unacceptably
low, the battery cannot maintain cached data. Data loss may also have occurred,
restoring data from backups may be needed. Verify whether the battery has met
its recharge limit. The battery may need to be recharged. Contact technical

support if the issue persists.

Category

Storage (BAT = Battery Event)

Severity

Severity 1 (Critical)

Trap/EventID

4273

OMSA Event ID

2337

OMSA Trap ID
115400
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CcMC v* v
BAT1026
Message

The arg7has recovered cached data from the Battery Backup Unit (BBU).

Arguments

e argl =controller name
Detailed Description
The controller has retrieved cached data.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2338
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v 4 4 4 4 4
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Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC v v* v* v*
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v
BAT1027
Message
The battery on arg7completed a charge cycle.
Arguments
e argT = controller name
Detailed Description
The battery successfully completed a charge cycle.
Recommended Response Action
No response action is required.
Category
Storage (BAT = Battery Event)
Severity
Severity 3 (Informational)
Trap/EventID
4275
OMSA Event ID
2358
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |[IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v
BAT1028
Message

The battery voltage on arg7is low.

Arguments

e argl! =controller name

Detailed Description

The controller battery voltage is low. This may indicate that the battery is no
longer protecting the controller cache.

Recommended Response Action
The battery needs to recharged. Wait 24 hours to see if the charge is restored.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
4274
OMSA Event ID
2145
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v* v* v*
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v* v

Version 1.80 183



BAT Event Messages

BAT1029

Message
The battery on arg7can no longer recharge.

Arguments

e argl = controller name

Detailed Description

The controller battery cannot recharge. The battery may have already recharged
the maximum number of times or the battery charger may not be working.

Recommended Response Action
Contact technical support.

Category
Storage (BAT = Battery Event)

Severity
Severity 1 (Critical)

Trap/EventID

4273
OMSA Event ID
2169
OMSA Trap ID
115400
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC v* v
BAT1030
Message

The arg7battery charge level is normal.

Arguments

e argTl =Controller name
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Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
OMSA Event ID
2170
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v * v
BAT1031
Message

The battery temperature on arg7is above normal.

Arguments

e argl! =controller name

Detailed Description
The room temperature may be too hot. In addition, the system fan may be
degraded or failed.

Recommended Response Action

Verify that the room temperature is normal and that fans are functioning properly.
See the storage hardware documentation for acceptable operating temperatures.
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Category

Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID

4274
OMSA Event ID
2171
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v 4 v v v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC | v* v
CMC v* v
BAT1032
Message

The battery temperature on arg7is normal.

Arguments

e argl = controller name

Detailed Description

The battery temperature is within the normal operating range.

Recommended Response Action

No response action is required.

Category

Storage (BAT = Battery Event)

Severity

Severity 3 (Informational)

Trap/EventID
4275
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OMSA Event ID

2172
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v v v 4 v
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
cMC v * v
BAT1033
Message

The battery on arg7was removed.

Arguments

e arg? = controller name

Detailed Description

The controller cannot communicate with the battery. Either the battery was
removed, or the contact point between the controller and the battery is
degraded.

Recommended Response Action

Make sure that the battery is present and properly connected. If the battery is
present, wait for a few minutes and re-check if the battery is detected. If the
contact point between the battery and the controller is degraded, you must
replace the battery, the controller, or both. Refer to the storage hardware
documentation for information on how to safely access, or remove. Contact
technical support if the issue persists.

Category
Storage (BAT = Battery Event)

Severity
Severity 2 (Warning)

Trap/EventID
4274
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OMSA Event ID

2174
OMSA Trap ID
115300
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v v v 4 v
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v
BAT1034
Message
The battery properties for arg7have changed.
Arguments
e arg?! = controller name
Detailed Description
One or more battery properties were modified.
Recommended Response Action
No response action is required.
Category
Storage (BAT = Battery Event)
Severity
Severity 3 (Informational)
Trap/EventID
4275
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC v v* v* v*
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v
BAT1035
Message

The battery temperature on arg7is above the normal operating temperature.

Arguments

e argT = controller name
Detailed Description
The battery temperature is above normal operating temperature.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

OMSA Event ID

2212;2415
OMSA Trap ID
115100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v 4 v
CcMC

LC Log |LCD (03] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v 4

Version 1.80 189



BAT Event Messages

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

BAT1036

Message
The battery on arg7is discharging.

Arguments

e argl = controller name
Detailed Description
The battery on the controller identified in the message is being discharged.

Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |[IPMI SNMP |Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v
CMC
BAT1037
Message

A battery is detected on the Controller arg?.

Arguments

e argl =controller name

Detailed Description
A battery is detected on the Controller identified in the message.
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Recommended Response Action
No response action is required.

Category
Storage (BAT = Battery Event)

Severity
Severity 3 (Informational)

Trap/EventID

4275
Redfish Event Type
Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v*
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CHAPTER 6
BIOS Event Messages

BIOS0001

Message
Trusted Compute Module (TPM) Physical Presence Operation arg7logged.

Arguments
e arg! =PPI Operation
Detailed Description
BIOS logged a Trusted Compute Module (TPM) Physical Presence Operation.

Recommended Response Action
No response action is required.

Category
Work Notes (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC

BIOS001

Message
The command was successful

Detailed Description
The command was successful.
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Recommended Response Action
No response action is required.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BIOS002

Message
Resource allocation failure.

Detailed Description

Unable to allocate required memory to perform the requested operation; see the
inserted comment.

Recommended Response Action

Power cycle system and reapply firmware packages for Lifecycle Controller and
iDRAC.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC

194 Version 1.80



BIOS Event Messages

Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BIOS003
Message

Missing required parameter. Refer to the inserted comment.

Detailed Description
An invalid number of arguments was passed to the method.

Recommended Response Action
Enter all the required command parameters. Check documentation and try again.

Category
Configuration (BIOS = BIOS Management)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC
BIOS004
Message

Invalid parameter value for arg7

Arguments

e argl =attribute name
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Detailed Description
The value for the specified parameter is invalid.

Recommended Response Action

Verify that parameter values passed to the method are entered as they appear in
the enumeration and parameter data type matches the documentation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

CMC

BIOS005

Message
Mismatch in AttributeName and AttributeValue count

Detailed Description
The number of AttributeName and AttributeValue parameters do not match.

Recommended Response Action

Enter the same number of parameters for AttributeName and AttributeValue.
Refer to documentation for method input parameter details.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

196 Version 1.80



BIOS Event Messages

Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BIOS006
Message

Configuration job already created, cannot set attribute on specified target until
existing job is completed or is cancelled.
Detailed Description

A configuration job is already created on the specified target. No further
command is allowed until the existing job succeeds or the job is cancelled.

Recommended Response Action

Wait for the job to complete. To continue with more set operations on the
specified target, cancel the job and proceed.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *

CMC
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BIOS007

Message
Configuration job already created, cannot create another configuration job on
specified target until existing job is completed or is cancelled.

Detailed Description

A configuration job is already created on the specified target. No further
command is allowed until the existing job succeeds or the job is cancelled.

Recommended Response Action

Wait for the job to complete. To continue with more set operations on the
specified target, cancel the job and proceed.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

BIOS008

Message
No pending data present to create a Configuration job.

Detailed Description

No changes are available between the previous configuration and the current
configuration. To create a configuration job, at least one attribute should be
changed.

Recommended Response Action

Change the configuration of one or more attributes and then create a
configuration job.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

198 Version 1.80



BIOS Event Messages

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([(v'*

CMC

BIOS009

Message
Lifecycle Controller is currently in use.

Detailed Description

Lifecycle Controller cannot gain access to internal storage because of use by
another application or operation.

Recommended Response Action

Wait for the current Lifecycle Controller operation to complete. Verify that the
system is 1) Not currently in Lifecycle Controller Unified Server Configurator
utility 2) Waiting for user intervention at F1/F2 POST error 3) Not in any of the
device or controller Option ROMs and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC
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BIOS010

Message

Lifecycle Controller is not enabled, cannot create Configuration job.

Detailed Description

For 11G systems: System Services must be enabled to perform the requested
operation. System Services has been disabled through the iDRAC configuration
utility accessed by pressing CTRL+E on boot up or through a remote operation.
For 12G and above generations: Lifecycle Controller must be enabled to perform
the requested operation. Lifecycle Controller has been disabled by pressing F2
Setup, selecting iDRAC Configuration, and selecting Lifecycle Controller Settings
on boot up or through a remote operation.

Recommended Response Action

For 11G systems: Use the iDRAC configuration utility to enable the System
Services by pressing on the CTRL+E option on boot up at the targeted system.
For 12G and above generations: Use F2 Setup, select iDRAC Configuration, and
select Lifecycle Controller Settings, to enable the Lifecycle Controller on boot up
of the targeted system.

Category

Configuration (BIOS = BIOS Management)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
BIOS011
Message

Configuration job already created, pending data cannot be deleted.

Detailed Description

Configuration job already created on the specified target. No further command is
allowed until the existing job is completed.



BIOS Event Messages

Recommended Response Action

Cancel the configuration job or wait for the job to complete. Refer to
documentation on job cancellation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BIOS012

Message
No pending data to delete.

Detailed Description

No changes to BIOS attribute data are available between the previous
configuration and the current configuration.

Recommended Response Action
No response action is required.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BIOS013
Message

Invalid AttributeName arg?

Arguments

e argl = attribute name

Detailed Description
An unknown AttributeName was specified in the operation.

Recommended Response Action

Enter the correct AttributeName available in the system. Refer to the
enumeration response for desired attribute.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC
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BIOS014

Message
Invalid AttributeValue for AttributeName: arg7

Arguments

e argl = attribute name

Detailed Description

AttributeValue may be invalid because of the following causes: 1) Length of new
AttributeValue is not within required minimum length and maximum length 2)
Value of new AttributeValue is not within required LowerBound and UpperBound
3) Value of new AttributeValue is not one of the possible values.

Recommended Response Action
Refer to the documentation on valid Attribute values.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BIOS015

Message
AttributeValue cannot be changed to read only AttributeName arg?.

Arguments

e argl = attribute name

Detailed Description
A set attribute operation was attempted on a read only attribute.

Recommended Response Action
No response action is required.
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Category
Configuration (BIOS = BIOS Management)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BIOS016
Message

AttributeValue cannot be changed for disabled AttributeName arg?.

Arguments

e argl = attribute name

Detailed Description

A set attribute operation was attempted on a disabled attribute.

Recommended Response Action

No response action is required.

Category
Configuration (BIOS = BIOS Management)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC
BIOS017
Message

Unable to delete vFlash pending one-time boot configuration

Detailed Description

Unable to delete vFlash pending one-time boot configuration.

Recommended Response Action
Remove AC power from system and after restoring AC power, retry the

operation.

Category

Configuration (BIOS = BIOS Management)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
BIOS018
Message

Invalid BIOS Password.

Detailed Description

The BIOS password specified in the operation is not valid. A valid BIOS password
must be made from the following: O to 32 characters in length, numbers O to 9,
lowercase letters a to z, special characters <>|-,+./;[\].

Recommended Response Action

Retry the operation with a BIOS password that conforms with system BIOS
password requirements.
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Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS021

Message
Cannot authenticate BIOS password.

Detailed Description

The old BIOS password specified in the change BIOS password operation was
incorrect.

Recommended Response Action
Retry the operation with correct old BIOS password.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS022

Message

Cannot set the BIOS password. Password is disabled due to a jumper setting on
the motherboard.

Detailed Description

The BIOS password is disabled in the hardware using a jumper and can not be set.
See the system owners manual for jumper location.

Recommended Response Action

Change the jumper setting on the system board to enable changing the BIOS
password.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

206 Version 1.80



BIOS Event Messages

No alerts are applicable for this message

BIOS023

Message
Cannot perform the operation due to an unknown error in iDRAC.

Detailed Description
An unrecoverable error occurred in the operation while communicating with
iDRAC.

Recommended Response Action
Retry the operation. If the issue continues, reset the iDRAC.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS024

Message
The set operation did not complete successfully as the attribute is read-only.

Detailed Description
The operation cannot run as the attribute value cannot be modified.

Recommended Response Action
For more information on the attribute, see Lifecycle Controller-Remote Services
documentation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS025

Message
Unable set the BIOS password as the BIOS password status is locked.

Detailed Description
The status of the password is Locked in BIOS and must be set to Unlocked for the
operation to succeed.
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Recommended Response Action

Change BIOS password status in the BIOS setup from Locked to Unlocked and
retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS026

Message
Password status cannot be set to locked when a System Password change is
pending.

Detailed Description

The status of the Password cannot be set to locked, because currently there is a
System Password change is pending.

Recommended Response Action

Wait until the pending System Password change is applied or delete the pending
System Password change and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS027

Message

Unable to change the BIOS password because the password is currently being
configured using plain text. Unable to set the attribute arg7.

Arguments

e argl =attribute name

Detailed Description
The attribute identified in the message cannot be set, because the password is
currently being reset by using plain text. The BIOS password cannot be
simultaneously configured by using plain text and a hash.
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Recommended Response Action

Wait until the current password configuration process is completed, and then
retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

BIOS028

Message

Unable to change the BIOS password using plain text because the password is
currently being configured using a hash.

Detailed Description

The BIOS password cannot be simultaneously configured by using plain text and a
hash.

Recommended Response Action

Wait until the current password configuration process is completed and retry the
operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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BIOS029

Message

Unable to change the BIOS password because an Export Server Profile operation
is already running.

Detailed Description

The BIOS password cannot be configured because an Export Server Profile
operation is already running.

Recommended Response Action
Wait until the current export operation is completed, and then retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS030

Message

Unable to change the BIOS password because an Import Server Profile operation
is already running.

Detailed Description

The BIOS password cannot be configured because an Import Server Profile
operation is already running.

Recommended Response Action

Wait until the current import operation is completed, and then retry the
operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BIOS031

Message

Unable to start the configuration operation because the System Lockdown mode
is enabled.



BIOS Event Messages

Detailed Description

The configuration operation cannot be started because the System Lockdown
mode is enabled.

Recommended Response Action

Make sure that the Lockdown.1#SystemLockdown attribute is set to Disabled in
the DCIM_iDracCardEnumeration class by running the WS-Man get command at
the command line interface (CLI), and then retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS032

Message

Unable to access the network share because incorrect network share identify
information is entered.

Detailed Description

The network share cannot be accessed because incorrect network share identify
information is entered.

Recommended Response Action
Enter correct network share identify information and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
BIOS033
Message

Unable to write to the network share either because the network share is read-

only or sufficient disk space is unavailable for the export operation.

Detailed Description

Data cannot be written to the network share either because the network share is

read-only or sufficient disk space is unavailable for the export operation.

Recommended Response Action

Do the following and retry the operation: 1) Make sure that the network share is
not read-only. 2) Make sure that there is sufficient disk space on the network

share.

Category

Configuration (BIOS = BIOS Management)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC

212 Version 1.80




BIOS Event Messages

BIOS034

Message

Unable to retrieve the record information because the requested record is not
available.

Detailed Description

The record operation cannot be retrieved because the requested record is not
available.

Recommended Response Action
Make sure that the record data entered is correct and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS035

Message
Unable to start the operation because invalid hash signature parameter is entered.

Detailed Description

The operation cannot be started because invalid hash signature parameter is
entered.

Recommended Response Action
Make sure that correct parameters are entered and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
BIOS036
Message

Unable to start the import operation because the public key (PK) certificate is
already available.

Detailed Description

The import operation cannot be started because the public key (PK) certificate is
already available.

Recommended Response Action

Delete the existing public key (PK) certificate, enter a new PK, and then retry the
operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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BIOS037

Message

Unable to start the import operation either because the file name entered : arg7is
invalid, file is corrupted, or the file encoding format is incorrect.

Arguments

e argl =file name

Detailed Description

The import operation cannot be started either because the file name identified in
the message is invalid, file is corrupted, or the file encoding format is incorrect.

Recommended Response Action
Make sure that a valid file is used and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS038

Message
Unable to read the SecureBoot policy because of unknown issues.

Detailed Description
The SecureBoot policy cannot be read because of unknown issues.

Recommended Response Action

Perform the Collect System Inventory on Restart (CSIOR) operation, see the
report, and then retry the operation.

Category
Configuration (BIOS = BIOS Management)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS039

Message
Unable to start the operation because invalid parameters are entered.

Detailed Description
The operation cannot be started because invalid parameters are entered.

Recommended Response Action
Make sure that correct parameters are entered and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

216 Version 1.80



BIOS Event Messages

BIOS040

Message

Unable to import the SecureBoot certificate data because of insufficient disk
space to store the certificate data.

Detailed Description

The SecureBoot certificate data cannot be imported because of insufficient disk
space to store the certificate data.

Recommended Response Action

Delete the current SecureBoot certificate and retry the operation. If the issue,
persists, contact service provider.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS041

Message

Operation not allowed because hash signature is not supported in Platform Key
(PK) and Key Exchange (KEK).

Detailed Description

The operation cannot be completed because hash signature is not supported in
Platform Key (PK) and Key Exchange Key (KEK).

Recommended Response Action

Make sure that hash signature is not used in the input parameter and retry the
operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
BIOS042
Message
Unable to import the file arg7because the file does not exist in the source
directory.
Arguments

e argl = file name

Detailed Description

The file identified in the message cannot be imported because the file does not
exist in the source directory.

Recommended Response Action
Make sure that the file exists in the remote share and retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

BIOS043

Message

Unable to complete the operation because the length of input parameter arg7is
more than the maximum allowed length arg2.

Arguments
e arg! =parameter name

e arg2 = parameter length

Detailed Description
The maximum number of characters allowed for the parameter is displayed.

Recommended Response Action

Make sure that the parameter length is equal to or less than the maximum
allowed, and then retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
cMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS044

Message

Unable to complete the operation because the operation is not allowed when the
Secure Boot Policy is in Standard mode.

Detailed Description

The operation cannot be completed because the operation is not allowed when
the Secure Boot Policy is in Standard mode.
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Recommended Response Action

Make sure that the BIOS.Setup.1-1:SecureBootPolicy is set to Custom in the
DCIM_BIOSEnumeration class by running the WS-Man get command at the
command line interface (CLI), and then retry the operation.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BIOS101

Message
Unable to read or change any of the system BIOS configuration settings.

Detailed Description

The system configuration data that BIOS exposes to Server Administrator is
malformed or not available and Server Administrator is unable to read or change
any of the system BIOS configuration settings.

Recommended Response Action

Power cycle the system and retry the operation. If the problem persists, reinstall
the BIOS firmware Update Package.

Category
Configuration (BIOS = BIOS Management)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
BIOS102
Message

A system BIOS update is scheduled that requires a reboot.

Detailed Description

A BIOS update job is scheduled through the remote access controller, and the
system must be rebooted to apply the update.

Recommended Response Action
Reboot the system to apply the BIOS update.

Category
Audit (BIOS = BIOS Management)

Severity
Severity 3 (Informational)

OMSA Event ID

5002
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v v
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v v*

CMC
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BIOS103

Message

A previously scheduled system BIOS update is canceled.

Detailed Description

A previously scheduled BIOS update job is cancelled.

Recommended Response Action

No response action is required.

Category

Audit (BIOS = BIOS Management)

Severity

Severity 3 (Informational)

OMSA Event ID

5003
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v v v
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v*
CMC
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BOOT Event Messages

BOOTO001

Message
The command was successful.

Detailed Description
The command was successful.

Recommended Response Action
No response action is required.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOT002

Message
Resource allocation error.

Detailed Description
Unable to allocate required memory to perform the operation.

Recommended Response Action

Power cycle system and reapply firmware packages for Lifecycle Controller and
iDRAC.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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BOOTO003

Message
Method not supported.

Detailed Description
This operation is not supported on the current configuration.

Recommended Response Action

This operation is not supported on the current configuration, check
documentation and try again.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO004

Message
Invalid number of Boot Source arguments

Detailed Description
An invalid number of source arguments was passed to the method.

Recommended Response Action
Check documentation and try again (details).

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO005

Message
Missing required parameter.

Detailed Description
One or more of the invoked methods required parameters are missing.

Recommended Response Action
Check documentation for the method in question and try again.
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Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO006

Message
Invalid Boot Source InstancelD

Detailed Description
One or more of the Boot Source instance IDs does not contain valid data.

Recommended Response Action

Verify that all of the Boot Source instance IDs being entered are as they appear in
the DCIM_BootSourceSetting enumeration.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO007

Message
Boot Source does not belong to specified Boot Configuration

Detailed Description

One or more of the Boot Source instance IDs does not belong to the affected
Boot Configuration.

Recommended Response Action

ChangeBootOrderBylnstancelD only accepts Boot Sources from the impacted
Boot Configuration. Verify that all source arguments belong to the desired Boot
Configuration.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

Version 1.80 225



BOOT Event Messages

226

Version 1.80

No alerts are applicable for this message

BOOTO008

Message
Source argument contains more devices than are present on the system

Detailed Description

More source arguments were provided than are available for the impacted Boot
Configuration.

Recommended Response Action

Verify that all of the Boot Source instance IDs being entered are as they appear in
the DCIM_BootSourceSetting enumeration.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO009

Message
Boot Sources cannot be found for this Boot Configuration

Detailed Description
No Boot Sources could be found for the desired Boot Configuration.

Recommended Response Action

Verify that Boot Sources for the indicated Boot Configuration are displaying when
enumerating DCIM_BootSourceSetting. Power cycle system and reapply
firmware packages for Lifecycle Controller and iDRAC.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO010

Message
Could not locate vFlash partition index

Detailed Description
The provided vFlash partition index could not be found on the system.
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Recommended Response Action
Verify that a vFlash partition with the desired index exists on the System.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTOM

Message
Failed to set vFlash partition for one time boot

Detailed Description
The provided vFlash partition could not be set for one time boot.

Recommended Response Action

Power cycle system and reapply firmware packages for Lifecycle Controller and
iDRAC.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO012
Message

Job started to attach and set vFlash SD card partition for OneTime boot.

Detailed Description

A job was created to configure a OneTime boot to the specified vFlash SD card
partition. If this partition was not attached to the system, the job attaches it as
well.

Recommended Response Action
No response action is required.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)
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Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO013

Message
Cannot make changes to non-active boot list.

Detailed Description
The boot list is currently not active. Changes cannot be made to boot list that is
not active.

Recommended Response Action
Alter boot mode to set the boot list active and retry the operation.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO014

Message
Virtual media not ready.

Detailed Description
The systems SD card has been removed or is in use.

Recommended Response Action
Verify that the SD card is inserted and that another operation is not in progress,
and try again.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO015

Message
Set operation successful for the boot partition.
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Detailed Description

The boot partition configuration request was successful. An unattached vFlash
partition was configured for one-time boot using the
ChangeBootOrderBylnstancelD method. The method creates a job (to attach the
vFlash partition and set the partition for one-time boot.

Recommended Response Action
No response action is required.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO016

Message

Input source argument value for the boot device is incorrect or not found among
the boot devices on the system.

Detailed Description

The input source argument value referring to the boot device is incorrect or
empty. The boot device identifier must match the InstancelD for the Boot Source
Setting instance that represents the boot device.

Recommended Response Action

Use the correct source argument value for the boot device and retry the
operation.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO17

Message
Source argument does not support enable or disable mode.

Detailed Description

The boot device(s) specified in the source argument used in the operation cannot
be enabled or disabled. This behavior applies to BCV devices and one-time boot.
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Recommended Response Action

Refer to the documentation on validity of operation for the boot device specified.
For more information on the operation, see Lifecycle Controller-Remote Services
documentation.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO18

Message
Specified Boot Control List is read-only

Detailed Description
The Boot Control List specified in the operation is read-only and cannot be
modified.

Recommended Response Action

Refer to the documentation on validity of operation for the Boot Control List
specified. For more information on the operation, see Lifecycle Controller-
Remote Services documentation.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

BOOTO019

Message
Unable to run the ChangeBootOrderBylnstancelD command because the BIOS
Export operation is in progress.

Detailed Description

The ChangeBootOrderBylnstancelD command cannot be run because the BIOS
Export operation is in progress.

Recommended Response Action
Wait for the BIOS Export operation to complete and retry the operation.

Category
Configuration (BOOT = BOOT Control)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

BOOT020

Message

Unable to run the ChangeBootOrderBylnstancelD command because the BIOS
Import operation is in progress.

Detailed Description

The ChangeBootOrderBylnstancelD command cannot be run because the BIOS
Import operation is in progress.

Recommended Response Action
Wait for the BIOS Import operation to complete and retry the operation.

Category
Configuration (BOOT = BOOT Control)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC
BOOT8500
Message

Unable to change the BIOS boot order for the Server arg?

Arguments

e arg? = slot number

Detailed Description

Unable to change the BIOS boot order for the server because of a broken
communication between the CMC and iDRAC, or iDRAC is rebooting.

Recommended Response Action
Reset iDRAC or wait until iDRAC reboots, and retry the operation.

Category

Configuration (BOOT = BOOT Control)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter |[IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v *




CHAPTER 8
CAPP Event Messages

CAPPO101

Message
NTP settings modified.

Detailed Description
NTP settings modified.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP0102

Message
SMTP Alert configuration modified.

Detailed Description
SMTP Alert configuration modified.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CAPPO0103

Message
SNMP Alert configuration modified.

Detailed Description
SNMP Alert configuration modified.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP0104

Message
Syslog Alert configuration modified.

Detailed Description
Syslog Alert configuration modified.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP0105
Message
Test SNMP trap sent by arg7to arg2from arg3.
Arguments
e argl=user name
e arg2=target IP
e arg3 =IP Address

234 Version 1.80



CAPP Event Messages

Detailed Description

Test SNMP alert sent by user identified in the message to the target IP address
from the source IP address.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPPO178

Message
Console setting arg7modified.

Arguments

e argl =setting name
Detailed Description
The console setting identified in the message is updated.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CAPP1010

Message
Unable to retrieve the host name.

Detailed Description
The host name cannot be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1011

Message
Unable to change the host name.

Detailed Description
The host name cannot be changed.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1030

Message
Unable to retrieve the time zone.

Detailed Description
Thetime zone cannot be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)
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Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1031

Message
Unable to retrieve the time zone list.

Detailed Description
The time zone list cannot be retrieved.

Recommended Response Action

Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1032

Message
Unable to change the time zone.

Detailed Description
The time zone cannot be changed.

Recommended Response Action

Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1033

Message
Unable to save or apply the Network Time Protocol (NTP) settings.
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Detailed Description

The Network Time Protocol (NTP) settings cannot be saved or applied because
of an unknown error.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1034

Message
Unable to update the web service configuration.

Detailed Description
The web service configuration cannot be updated.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1035

Message
Unable to retrieve web server configuration information.

Detailed Description
The web server configuration information cannot be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)
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Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1036

Message
Time settings modified successfully.

Detailed Description
Time settings modified successfully.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1037

Message
Web server settings modified successfully.

Detailed Description
Web server settings modified successfully.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1039

Message
Unable to update the console setting.

Detailed Description
The console setting could not be updated.
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Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1040

Message
Unable to turn off the appliance.

Detailed Description
The appliance cannot be turned off.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1041

Message
Unable to restart the appliance.

Detailed Description
The appliance cannot be restarted.
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Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1042

Message
Unable to update the network configuration because the arg7is already in use.

Arguments

e argl!=port

Detailed Description

The network configuration cannot be updated because the port identified in the
message isbeing used byanother service.

Recommended Response Action
Enter a different port number and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CAPP1043

Message
Certificate is successfully uploaded.

Detailed Description
Certificate is successfully uploaded by the user identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CAPP1044
Message
Unable to execute the diagnostic command because the entered command is not
supported.

Detailed Description

The request cannot be processed because the entered command is not
supported.

Recommended Response Action
Enter a supported command and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CAPP1045
Message

The device settings arg7is successfully modified.

Arguments

e argl =setting name
Detailed Description
The device settings identified in the message is successfully modified.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CAPP1050

Message
Unable to update the network service.

Detailed Description
The network service could not be updated.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1060

Message
Unable to save the changes made to Syslog Settings.

Detailed Description
The changes made to Syslog Settings cannot be saved.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1061

Message

Unable to save the Syslog Settings configuration because an invalid destination
address is entered.

Detailed Description
The Syslog Settings configuration cannot be saved because an invalid destination
address is entered.

Recommended Response Action
Verify the destination provided is correct and try again.
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Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1062

Message

Unable to save the Syslog Settings configuration because an invalid port number
is entered.

Detailed Description

The Syslog Settings configuration cannot be saved because an invalid port
number is entered.

Recommended Response Action
Verify the port number is between 10 and 65535 and try again.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1064

Message

Unable to update the Syslog Settings configuration because the destination
address is invalid.

Detailed Description

The Syslog Settings configuration cannot be updated because the destination
addess is invalid.

Recommended Response Action
Verify that a destination address is entered.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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No alerts are applicable for this message

CAPP1070

Message
Unable to save the SNMP settings.

Detailed Description
The SNMP settings could not be saved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1071

Message

Unable to update the SNMP settings because the entered destination address
argfis invalid.

Arguments

e arg!=address

Detailed Description

The SNMP settings cannot be updated because the entered address identified in
the message s invalid.

Recommended Response Action
Enter a valid destination address and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1072

Message

Unable to update the SNMP settings because both SNMPv1/v2 and SNMPv3
credentials are present in the request.
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Detailed Description

The SNMP settings cannot be updated because both SNMPv1/v2 and SNMPv3
credentials are present in the request. Only 1 type of credential is allowed in a
request.

Recommended Response Action

Remove either the SNMPv1v2 credentials or the SNMPv3 credentials and retry
the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1073

Message

Unable to update the SNMP settings because no SNMP credentials are present in
the request.

Detailed Description

The SNMP settings cannot be updated because no SNMP credentials are present
in the request.

Recommended Response Action

Enter with SNMPv1/v2 credentials or SNMPv3 credentials and retry the
operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1074

Message

Unable to update the SNMP settings because an invalid port number arg7is
entered.

Arguments

e arg!=port number
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Detailed Description

The SNMP settings cannot be updated because an invalid port number is entered
as identified in the message.

Recommended Response Action
Enter a port number between 10 and 65535 and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1075

Message
Unable to update the SNMP settings because the Community String is missing or
empty.

Detailed Description
The SNMP settings cannot be updated because the Community String is missing
or empty.

Recommended Response Action
Enter a Community String and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1076

Message

Unable to update the SNMP settings because the entered SNMP version does
not exist.

Detailed Description

Unable to update the SNMP settings because the entered SNMP version does
not exist.

Recommended Response Action

Make sure the SNMP Version is set to SNMPV1 or SNMPV2 and retry the
operation.
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Category
Configuration (CAPP = Application)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1077

Message

Unable to send Test Trap to IPV6 destination becuase IPV6 is not enabled in
Network settings.

Detailed Description

The Test Trap cannot be send to ipv6 destination address becuase IPV6 is not
enabled.

Recommended Response Action
Enable IPV6 in MSM applicaiton and try to send Test Trap to IPV6 Destination.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CcMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1078

Message

Unable to Send the Test Trap because the Entered Destination Address is Invalid
or Not Reachable.
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Detailed Description

Test Traps cannot be send to the Entered Destination address bease Address is
Invalid or Not Reachable.

Recommended Response Action
Enter a valid destination address and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1080

Message
Unable to save proxy information.

Detailed Description
The proxy information could not be saved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CAPP1081

Message
Unable to test the proxy information.

Detailed Description
The proxy information cannot be tested.

Recommended Response Action
Make sure that the proxy information is correct and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1100

Message
Unable to save the SMTP Settings because an error occurred.

Detailed Description
An error occurred while attempting to save the SMTP Settings configuration.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1101

Message
Unable to test the SMTP Settings because of an error.

Detailed Description
An error occurred while attempting to test the SMTP settings.

Recommended Response Action
Make sure the entered SMTP settings are correct and retry the operation.

Category
Configuration (CAPP = Application)
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Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1104

Message

Unable to update the SMTP settings because the entered port number arg7is
invalid.

Arguments

e argl!=port

Detailed Description

The SMTP settings cannot be updated because the entered port number
identified in the message is invalid.

Recommended Response Action
Enter a port number between 10 and 65535 and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1105

Message
Unable to update the SMTP settings because the Destination Address is empty or
missing.

Detailed Description
The SMTP settings cannot be updatedbecause the Destination Address is empty
or missing.

Recommended Response Action
Enter validIP address or FQDN and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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No alerts are applicable for this message

CAPP1106

Message
Unable to update the SMTP settings because the entered credential is empty.

Detailed Description
The SMTP settings cannot be updated because the entered credential is empty.

Recommended Response Action

Either enter valid credentials or disable the Use Credentials option and retry the
operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1107

Message

Unable to update the SMTP settings because the request contains an invalid
number of configurations. The request must contain arg7configurations but
contains arg2.

Arguments
e arg!=expected

e arg2 =actual

Detailed Description

The SMTP settings cannot be updatedbecause the request contains an invalid
number of configurations as identified in the message.

Recommended Response Action

Enter only the required number of configurations as identified in the message and
retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CAPP1122

Message
Unable to retrieve appliance update information.

Detailed Description
Appliance update information could not be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1123

Message
Appliance update information retrieved successfully.

Detailed Description
Appliance update information retrieved successfully.

Recommended Response Action
No response action required.

Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CAPP1135

Message
The appliance arg7is successfully updated.

Arguments
e argl =property
Detailed Description
The appliance property identified in the message is successfully updated.

Recommended Response Action
No response action required.

Category
Updates (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1136
Message
Unable to update the appliance arg7because of internal errors.

Arguments
e argl =property

Detailed Description
The appliance property identified in the message cannot be updated because of
internal errors.

Recommended Response Action
Retry the operation. If the issue persists, contact your Console administrator.
Also, see the MSM Users Guide available on the support site.

Category
Updates (CAPP = Application)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1301

Message
Unable to update network settings because arg7is empty or invalid.

Arguments

o argl =field

Detailed Description

Settings cannot be updated because the value entered is empty or invalid for the
field identified in the message.

Recommended Response Action
Make sure that the value is valid and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1302

Message
Unable to update the network settings because arg?.

Arguments

e argl=reason info
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Detailed Description

The network settings cannot be updated because of the reason identified in the
message.

Recommended Response Action

Make sure that the network supports the current settings and retry the
operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1304

Message

Unable to update the address configuration because a dependent field is missing
for arg?.

Arguments

o argl =field

Detailed Description

Address configuration cannot be updated because the field value is dependent
another field identified in the message.

Recommended Response Action
Make sure that all dependent fields contain valid content and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)
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Redfish Event Type
Alert

No alerts are applicable for this message

CAPP1307

Message
Unable to set address configuration because the field arg7is empty or null.

Arguments

e argl = field name

Detailed Description

Address configuration cannot be updated because a required field identified in the
message is empty or null.

Recommended Response Action
Make sure that the missing field is present and retry the operation.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
cMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1308

Message
Network address configuration is set successfully.

Detailed Description
Network address configuration is set successfully.

Recommended Response Action
No response action required.
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Category
Configuration (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1309

Message
Unable to update the network settings because the entered payload is invalid.

Detailed Description

The network settings could not be updated either because the request contains
invalid values or the entered values are not appropriate for the network
configuration.

Recommended Response Action

Make sure the entered payload is valid and retry the operation. If the issue
persists, contact your system administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1310

Message
Successfully generated SSL certificate.

Detailed Description
Successfully generated SSL certificate.

Recommended Response Action
No response action required.

Category
Audit (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1311

Message
The system is unable to sync time with the suggested NTP server.

Detailed Description

The system is unable to sync time with the suggested NTP server because the
local clock is more reliable then the provided server.

Recommended Response Action
No response action required.

Category
Audit (CAPP = Application)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CAPP1312

Message

Unable to retrive the Federal Information Processing Standard (FIPS) mode
configuration information.

Detailed Description

The Federal Information Processing Standard (FIPS) mode configuration
information cannot be retrieved because of internal issues.

Recommended Response Action
Retry the operation. If the issue persists, contact your MSM administrator.

Category
Configuration (CAPP = Application)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

CAPP9049

Message
The Samba server settings arg7are successfully changed by the user arg2.

Arguments
e argl =setting

e arg2 =user

Detailed Description

The Samba server settings are successfully changed by the user identified in the
message.

Recommended Response Action
No response action required.

Category
Audit (CAPP = Application)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CBL0001

Message
Backplane arg7power cable disconnected.

Arguments

e argl=bayID

Detailed Description
A backplane signal cable was detected, but the accompanying power cable was
not present.

Recommended Response Action
Reconnect or replace the power cable. If the issue persists, contact your service
provider.

Category
System Health (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v* v

CMC

CBL0002

Message
Backplane arg7signal cable disconnected.
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Arguments

e argl!=bayID

Detailed Description
A backplane power cable was detected, but the accompanying signal cable was
not present.

Recommended Response Action
Reconnect or replace the signal cable for the backplane identified in the message.
If the issue persists, contact your service provider.

Category
System Health (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'* v

CMC

CBL0003

Message
Backplane arg7 arg2 cable is disconnected.

Arguments
e argl=baylID

e arg2 = cable name

Detailed Description
The backplane cable identified in the message is disconnected or no cable is
detected.

Recommended Response Action

Reconnect or replace the cable identified in the message. If the issue persists,
contact your service provider.

Category
System Health (CBL = Cable)
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Severity
Severity 1 (Critical)

Trap/EventID

2393
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v v v 4 v
CMC v v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v v
CMC v * v v *
CBL0004
Message

The arg7cable is incorrectly connected to backplane arg2 connector arg3.
Arguments

e arg? =cable name

e arg2=bayID

. argJ =connector name

Detailed Description
The cable identified in the message is incorrectly connected to the backplane
connector.

Recommended Response Action
Make sure the cable identified in the message is cabled correctly. If the issue
persists, contact your service provider.

Category
System Health (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* 4
CMC
CBL0005
Message
Backplane arg? arg2 connector incorrectly connected to the motherboard SATA
controller.
Arguments

e argl=bayID

e arg2 = connector name

Detailed Description

The backplane connector identified in the message is incorrectly connected to the
motherboard SATA controller.

Recommended Response Action

Make sure the cable identified in the message is cabled correctly. If the issue
persists, contact your service provider.

Category
System Health (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* 4
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

CBL0006

Message
Unsupported backplane arg7configuration: Multiple RAID controllers cannot be
connected to the same backplane.

Arguments

e arg!=bayID

Detailed Description

Each server model only supports a certain set of backplane configurations. For
unified backplanes or split mode capable backplanes that are in unified mode,
multiple controllers cannot be connected to the same backplane. In unified
backplane situations any controller besides the first will not be operational.

Recommended Response Action

Make sure that only one RAID controller is connected to the backplane. If the
issue persists, contact your service provider.

Category
System Health (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* 4

CMC

CBL0007

Message
Backplane arg? arg2 cable and backplane arg3 arg4 cable are swapped.

Arguments

e argl!=bayID
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e arg2 =cable name
e arg3=baylID

e arg4 =cable name

Detailed Description

The backplane cables identified in the message need to be connected to the
correct backplane bays.

Recommended Response Action

Make sure the cables identified in the message are cabled correctly. If the issue
persists, contact your service provider.

Category
System Health (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'* 4

CMC

CBL0008
Message

One or more cables are missing from arg7.
Arguments

e argl =controller name

Detailed Description

One or more cables have been detected as missing from the Fault Tolerant
storage controller identified in the message.

Recommended Response Action

Make sure all cables are properly connected. For information about cabling, see
the Owners Manual available at the support site.

Category
Storage (CBL = Cable)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v v
CMC v * v v *
CBL8500
Message

SAS cable arg7to expander argZ2is not connected.

Arguments
e argl!=cableid
e arg2 =expander id

Detailed Description
SAS cables are not connected to the expander correctly.

Recommended Response Action

Check whether or not the SAS cables are connected to the expander. Reconnect
the cables and retry the operation.

Category
Storage (CBL = Cable)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CBL8501

Message
SAS cable arg7is connected to the incorrect expander.

Arguments

e argl!=cableid
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Detailed Description

The SAS cable identified in the message is not connected to the correct
expander.

Recommended Response Action
Reconnect the SAS cable to the correct expander and retry the operation.

Category
Storage (CBL = Cable)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEVO0100

Message
Proxy settings modified.

Detailed Description
Proxy settings modified.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1040

Message
Power usage details are not applicable for this device.

Detailed Description

Power usage information cannot be displayed because it is not applicable to this
device.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV1108
Message

Unable to create the Multi Chassis Management domain group.

Detailed Description
The Multi Chassis Management domain group could not be created.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1109

Message

Unable to create the Multi Chassis Management domain group because no
chassis was found.

Detailed Description

The Multi Chassis Management domain group cannot be createdbecause no
chassis was found.

Recommended Response Action
Retry the operation. If the issue persists contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)
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Redfish Event Type
Alert

No alerts are applicable for this message

CDEVIIN

Message
Unable to retrieve arg7information for Multi Chassis Management.

Arguments

e argl=data

Detailed Description
The information identified in the message cannot be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1112

Message

Unable to add members to the Multi Chassis Management group because no
group is available.

Detailed Description

New members cannot be added to the Multi Chassis Management group because
no group is available.

Recommended Response Action
Create a Multi Chassis Management group and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEV1I113

Message
Unable to add the member chassis to the Multi-chassis Management group.

Detailed Description
The member chassis could not be added to the Multi-chassis Management group.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1I114

Message

Unable to add the member chassis to the Multi-chassis Management group
because only the lead chassis can approve requests for joining.

Detailed Description

The member chassis cannot be addedto the Multi-chassis Management group
because only the lead chassis can approve requests for joining.

Recommended Response Action
Retry the operation by using the lead chassis of the Multi-chassis Management
group.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1115

Message
Unable to approve the join request from the member chassis.

Detailed Description
The join request from the member chassis could not be approved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.
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Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1116

Message
Unable to broadcast the Multi Chassis Management group creation over mDNS.

Detailed Description

The Multi Chassis Management group creation could not be broadcast over
mDNS.

Recommended Response Action
Retry the operation. If the issue persists, contact your network administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1117

Message
Unable to join the Multi-chassis Management group.

Detailed Description
Unable to join the Multi-chassis Management group.

Recommended Response Action

Make sure the Multi-chassis Management group is available and retry the
operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEV1118

Message

Unable to join the Multi-chassis Management group arg7because the chassis is
already a member.

Arguments

e arg!=group UUID

Detailed Description

Unable to join the Multi-chassis Management group identified in the
messagebecause the chassis is already a member.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1119

Message
Unable to join the Multi-chassis Management group because discovered groups
are unavailable.

Detailed Description
Unable to join the Multi-chassis Management group because discovered groups
areunavailable.

Recommended Response Action
Make sure the requested group is available and retry the operation. If the issue
persists, contact your network administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEV1120

Message

Unable to join the Multi-chassis Management group because the entered lead
group argis unavailable.

Arguments

e argl=leadgrp

Detailed Description

The Multi-chassis Management group cannot be joinedbecause the entered lead
chassis IP <leadIP> is unavailable.

Recommended Response Action

Make sure the lead group identified in the message is available and retry the
operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV1121

Message

Unable to retrieve the status of requests opened for joining the Multi-chassis
Management group.

Detailed Description

The status of requests opened to join the Multi-chassis Management group
cannot be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6008

Message
Unable to establish a network connection with the target device.
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Detailed Description
The operation cannot be completed because a communication error occurred.

Recommended Response Action
Make sure the target device is available and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6009

Message
Unable to connect to the URL arg?.

Arguments

e argl=url
Detailed Description
The operation cannot be completedwith the specified URL.

Recommended Response Action
Make sure the entered URL is correct and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6010

Message
Unable to open the URL arg7because it is malformed.

Arguments

o argl!=url
Detailed Description
The operation cannot be completed with the specified URL.

Recommended Response Action
Enter a valid URL and retry the operation.
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Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6011

Message
Unable to open the location arg7because the path or URL is invalid.

Arguments

o argl!=url

Detailed Description
The operation cannot be completed because the specified path or URL is invalid.

Recommended Response Action
Enter a valid path or URL and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6012

Message
Unable to access the file on the remote share either because of network
connection issues or credentials are not saved to provide access rights.
Detailed Description
The file on the remote share cannot be accessed either because of network
connection issues or credentials are not saved to provide access rights.
Recommended Response Action
Make sure that theshare path and credentials are correct and that theshare is
accessible and retry the operation.
Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)
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Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6015

Message
Unable to write to the local file or temp file either because the file path is invalid
or a file with the same name already exists in the folder.

Detailed Description
Cannot write to the local file or temp file either because the file path is invalid or a
file with the same name already exists in the folder.

Recommended Response Action
Make sure that the correct file path is entered and that a file with the same name
does not already exist in the folder.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6016

Message

Unable to read the remote file arg7either because the file is not available on the
remote share or the share is not accessible.

Arguments

e argl!=fileName

Detailed Description

Cannot read the remote file either because the file is not available on the remote
share or the share is not accessible.

Recommended Response Action

Make sure that the file exists on the remote share and that the share is
accessible.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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No alerts are applicable for this message

CDEV6017

Message
Unable to read the remote file arg7because the remote file is not available.

Arguments

e argl =file name

Detailed Description
Cannot read the remote file because the remote file is not available.

Recommended Response Action
Make sure the file exists on the remote location or URL and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6018

Message
Unable to read the remote file because the file path or URL arg7is invalid.

Arguments
e argl=path

Detailed Description
Cannot read the remote file because the file path or URL is invalid.

Recommended Response Action
Make sure that the file path or URL is valid and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6019

Message
Unable to access the URL arg7because of restricted permissions.

Version 1.80 281



CDEV Event Messages

282 Version 1.80

Arguments
e arg?’=URL

Detailed Description
The URL cannot be access because of restricted permissions.

Recommended Response Action
Make sure that necessary user access rights are provided and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6028

Message

Unable to execute the command because the target device IP is not reachable:
argf.

Arguments

e argl!=message

Detailed Description
The operation cannot be completed because the target device IP is not reachable.

Recommended Response Action
Make sure that the target device is available and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6029
Message

Unable to start network connection because a communication error occurred.

Detailed Description

The network connection cannot be started because a communication error
occurred.
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Recommended Response Action
Retry the operation. If the issue persists, contact your network administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6030

Message

Unable to process action because the operation is not supported by the target
device.

Detailed Description

The operation cannot be completed because it is not supported by the target
device.

Recommended Response Action
Make sure the requested action is supported and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6032

Message

Unable to complete the action because there is no associated protocol for the
action arg7and device type arg2.

Arguments
e argl =action name

e arg2 =device type

Detailed Description

The operation cannot be completed because there is no associated protocol as
identified in the message.

Recommended Response Action
No response action required.
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Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6040

Message

Unable to upload the Field Service Debug (FSD) certificate because the device ID
entered does not exist.

Detailed Description

The Field Service Debug (FSD) certificate cannot be uploaded because the device
ID entered does not exist.

Recommended Response Action
Enter a valid device ID and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6044

Message
Unable to discover the available chassis domains.

Detailed Description
The available chassisdomains cannot be discovered.

Recommended Response Action
Make sure that the network is available and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEV6046

Message
The creation request for fabric arg7was successfully submitted.

Arguments

e argl =fabric
Detailed Description
The create request for fabric identified in the message was successful.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6047

Message
The fabric arg7is successfully updated.

Arguments

e arg!=fabric
Detailed Description
The fabric identified in the message is successfully updated.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6048

Message
The deleteion request for fabric arg7was successfully submitted.
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Arguments

o argl=argl

Detailed Description

The deletion request for fabric identified in the message was successfully
submitted.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6049

Message
Unable to create the fabric arg?.

Arguments

e argl =fabric
Detailed Description
The fabric identified in the message could not be created.

Recommended Response Action
Enter validfabric parametersand retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6050

Message
Unable to update the fabric arg?.

Arguments

e argl =fabric
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Detailed Description
The fabric identified in the message could not be updated.

Recommended Response Action
Enter validfabric parameters and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6051

Message
The deleteion request for fabric arg7failed.

Arguments
e argl =fabric
Detailed Description
The fabric identified in the message could not be deleted.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6052

Message
The uplink arg7for fabric arg2is successfully created.

Arguments
e arg?=uplink
e arg2 = fabric

Detailed Description
The uplink is successfully created for the fabric identified in the message.
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Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6053

Message
The uplink arg7for fabric arg2is successfully updated.

Arguments
e arg?=uplink
e arg2 =fabric
Detailed Description
The uplink is successfully updated for the fabric identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6054

Message
The uplink arg?for fabric arg2is successfully deleted.

Arguments
e arg? =uplink
e arg2 =fabric
Detailed Description
The uplink is successfully deleted for the fabric identified in the message.

Recommended Response Action
No response action required.
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Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6055

Message
Unable to create the uplink arg7for fabric arg2.

Arguments
e arg? =uplink
e arg2 =fabric
Detailed Description
The uplink cannot not be created for the fabric identified in the message.

Recommended Response Action
Enter valid uplink parameters and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6056

Message
Unable to update the uplink arg7for fabric arg2.

Arguments
e arg? =uplink
e arg2 =fabric
Detailed Description
The uplink cannot be updated for the fabric identified in the message.

Recommended Response Action
Enter valid uplink parameters and retry the operation.

Category
Configuration (CDEV = Devices)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6057

Message
Unable to delete the uplink arg7for fabric arg2.

Arguments
e arg!=uplink
e arg2 =fabric
Detailed Description
The uplink cannot be deleted for the fabric identified in the message.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6058

Message
Unable to complete the operation because the specified fabric does not exist.

Detailed Description
The operation cannot be completed because the specified fabric does not exist.

Recommended Response Action
Make sure that the fabric data entered is valid and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEV6060

Message
Unable to complete the operation arg7because the device did not respond.

Arguments
e argl = operation

Detailed Description

The operation identified in the messagecannot be completed because the device
did not return respond.

Recommended Response Action

Make sure that the device is available and supports the operation, and retry the
operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6065

Message
Unable to delete the fabric(s) arg?.

Arguments

e argl =fabrics
Detailed Description
The fabric(s) identified in the messagecannot be deleted.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6066

Message
Unable to delete the uplink(s) arg7for fabric arg2.
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Arguments
e arg!=uplink
e arg2 =fabric
Detailed Description
The uplink(s) could not be deleted for the fabric identified in the message.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6067

Message
Unable to update the fabric because the attribute arg7cannot be edited.

Arguments

e argl = attributeName

Detailed Description

The fabric cannot be updated because the attribute identified in the message
cannot be edited.

Recommended Response Action
Omit the attribute from the payload and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6071

Message
Unable to create or update network controller information.

Detailed Description
The network controller information cannot be created or updated.

Recommended Response Action
Enter validnetwork controller information and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6072

Message

Unable to retrieve the member information because member ID arg7entered does
not exist.

Arguments

e arg?=member ID

Detailed Description
The member information cannot be retrieved because member ID entered
identified in the message does not exist.
Recommended Response Action
Enter a valid member ID and retry the operation. For information about valid
member IDs, see the MSM Users Guide available on the support site.
Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV6074
Message

Unable to set the default password because autodiscovery has not yet completed.

Detailed Description
The password cannot be set because autodiscovery has not beencompleted yet.

Recommended Response Action
Wait untilautodiscovery has completed and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6075

Message

Unable to retrieve the device information because the entered device ID arg7does
not exist.

Arguments

e argl!=device ID

Detailed Description

The device information cannot be retrieved because the entered device ID does
not exist.

Recommended Response Action
Entera valid devicelD and retry the operation.

Category
Configuration (CDEV = Devices)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6076

Message
Unable to retrieve node information because no applicable nodes were found.

Detailed Description
Node information cannot be retrievedbecause no applicable nodes were found.

Recommended Response Action
Make sure that any nodes are in Full Switch mode and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CDEV6077

Message

Unable to retrieve uplink port information because no applicable ports were
found.

Detailed Description

Uplink port information cannot be retrieved because no applicable ports were
found.

Recommended Response Action
Make sure ports are available and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6078

Message
Unable to retrieve uplink port information because no ports were found.

Detailed Description
Uplink port information cannot be retrievedbecause no ports were found.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV6079
Message
Unable to retrieve device settings because device settings were not found for the
device arg7.
Arguments

e argl=device ID

Detailed Description

Device settings cannot be retrieved because device settings were not found for
the device identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CDEV6080

Message

Unable to perform the management task on this device because the device is not
onboarded.

Detailed Description

The management operation cannot be performed on this device because the
device is not onboarded.

Recommended Response Action
Onboard the device from the All-Devices pageand then retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CDEV6081
Message
The chassis arg7could not be added because it is already a member of the group
arg2.
Arguments

e argl =service tag

e arg2 =group name

Detailed Description

The chassis could not be added because it is already a member of the group
identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6083

Message
Unable to create or modify the Multi-chassis Management group.

Detailed Description
The Multi-chassis Management group cannot be created or modified.

Recommended Response Action
Make sure the entered group configuration is valid and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6084
Message
The job arg7is successfully created to join Multi-chassis Management group arg2
at arg3.
Arguments
e argl=job
e arg2=arg2
e arg3=arg3
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Detailed Description

The job issuccessfully created to join the Multi-chassis Management group
identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6085
Message

Unable to join the Multi-chassis Management group arg7at argZ2.
Arguments

e argl=group name

e arg2=IP address

Detailed Description

The device cannot be joined to the Multi-chassis Management group identified in
the message.

Recommended Response Action
Make sure that the entered IP address is a group lead and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6086

Message

The job arg7is successfully created to leave the Multi-chassis Management group
arg2at arg3.

Arguments
e argl=joblID

e arg2 =group Name
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e arg3 =ip Address

Detailed Description

The job issuccessfully created to leavethe Multi-chassis Managementgroup
identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6087

Message
Unable to leave the Multi-chassis Management group arg7at arg2.

Arguments
o argl=argl
o arg2=arg2

Detailed Description
The device was unable to leave the Multi-chassis Management group.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6088

Message

The job arg7is successfully created to add the chassis arg2to the Multi-chassis
Management group arg3.

Arguments
e argl=job

e arg2 =chassis
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e arg3 =group

Detailed Description

The job is successfully created to add the chassis to the Multi-chassis
Management group identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6089

Message
Unable to add the chassis arg7to the Multi-chassis Management group argZ2.

Arguments
e arg! =chassis

e arg2 =group

Detailed Description

The chassis cannot be added to the Multi-chassis Management group identified in
the message.

Recommended Response Action
Make sure that the group is available and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6090

Message

The job arg7is successfully created to remove the chassis arg2 from the Multi-
chassis Management group arg3.

Arguments

e argl=job
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e arg2 = chassis name

e arg3 =group name

Detailed Description

The job is successfully created to remove the chassisfrom the Multi-chassis
Management group identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6092

Message

The job arg7is successfully created to create or modify Multi-chassis
Management group argZ2.

Arguments
e argl=job
e arg2=group

Detailed Description

The Multi-chassisManagement group identified in the message is successfully
created or modified.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6093

Message
The chassis argTis approved to join the Multi-chassis Management group arg2.
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Arguments
e arg!=chassis

e arg2=group

Detailed Description

The chassis is approved to join the Multi-chassis Management group identified in
the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6094

Message

The chassis arg7is denied from joining the Multi-chassis Management group
arg2.

Arguments
e argl=chassis
e arg2 =group

Detailed Description

The chassis is denied from joining the Multi-chassis Management group identified
in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6095

Message
The request to join the Multi-chassis Management group arg7is approved.
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Arguments

e arg!=group

Detailed Description

The request is approved to join the Multi-chassis Management group identified in
the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6096

Message
Unable to process the confirmation to join the Multi-chassis Management group.

Detailed Description

The confirmation to join the Multi-chassis Management group cannot be
processed.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6097

Message

The job arg7is successfully created to delete the member chassis arg2 from the
Multi-chassis Management group arg3.

Arguments
e argl=job
e arg2 =chassis

e arg3 =group
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Detailed Description

The job is successfully created to delete the member chassis from the Multi-
chassis Management group identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6098

Message

Unable to create the job to delete the member chassis arg7from the Multi-chassis
Management group arg2.

Arguments
e argl =chassis
e arg2=group

Detailed Description

The job to delete the member chassis from the Multi-chassis Management group
identified in the message cannot be created.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6099

Message
Processed a request to leave the Multi-chassis Management group arg?.

Arguments

e argl=group name
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Detailed Description

Processed a request to leave the Multi-chassis Management group identified in
the message.

Recommended Response Action
No response action is required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6101

Message

The job arg7is successfully created to delete the Multi-chassis Management
group arg?2.

Arguments
e argl=job
e arg2=group

Detailed Description

The job to delete the Multi-chassis Management group identified in the message
is successfully created.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)
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Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6102

Message
Unable to create the job to delete the Multi-chassis Management group arg?.

Arguments

e arg!=group

Detailed Description

The job to delete the Multi-chassis Management group identified in the message
cannot be created.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6104

Message

Unable to create a job to add the chassis arg7to the Multi Chassis Management
group arg2.

Arguments
e argl =chassis name

e arg2 =group name
Detailed Description
Member chassis cannot be added to Multi Chassis Management group.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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No alerts are applicable for this message

CDEV6105

Message

The member chassis arg7was successfully added to the Multi Chassis
Management group arg2.

Arguments
e argT = chassis name

e arg2 =group name

Detailed Description

The member chassis was successfullyadded tothe Multi Chassis
Managementgroup.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6106

Message

Unable to add the member chassis arg7to the Multi Chassis Management group
arg2.

Arguments
e argT =chassis name
e arg2 =group name
Detailed Description
The member chassis cannot be added to the Multi Chassis Management group.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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No alerts are applicable for this message

CDEV6109

Message

The arg7settings for the device with the identifier arg2 have been successfully
updated.

Arguments
e argl = setting type
e arg2 =device identifier

Detailed Description
The settings for the device identified in the message are successfully updated.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDEV6110

Message

Unable to update the arg7settings for the device with the identifier arg2 arg3.
Arguments

e argl = setting type

e arg2 =device identifier

e arg3 = device message

Detailed Description
The settings for the device identified in the message cannot be updated.

Recommended Response Action
Retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDEV6111

Message
The device arg7is successfully deleted.

Arguments

e argl =device name
Detailed Description
The device identified in the message is successfully deleted.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6112

Message
Storage assignment from the device arg7is successful.

Arguments

e argl=device ID
Detailed Description
Storage assignment from the device identified in the message is successful.

Recommended Response Action
No response action required.

Category
Storage (CDEV = Devices)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6113

Message
Unable to assign storage from the device arg?.

Arguments

e argl!=device ID

Detailed Description
Storage assignment from the device identified in the message is unsuccessful.

Recommended Response Action

Check the job execution history in the MSM GUI for details on the error. Retry
the operation after resolving this error.

Category
Storage (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV6114
Message

Force Activation of SAS IOM device arg7is successful.

Arguments
e argl!=device ID

Detailed Description

Force Activation of SAS IOM device identified in the message is successful.

Recommended Response Action
No response action required.

Category

Storage (CDEV = Devices)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CDEV6115
Message

The Clear Configuration operation on SAS IOM device arg7is successful.

Arguments
e argl=device D

Detailed Description

The Clear Configuration operation on the SAS IOM device identified in the

message is successful.
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Recommended Response Action
No response action required.

Category
Storage (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6116

Message
Force Activation of SAS IOM device arg7is unsuccessful.

Arguments

e argl=device ID

Detailed Description
Force Activation of SAS IOM device identified in the message is unsuccessful.

Recommended Response Action

Check the job execution history in the MSM GUI for details on the error. Retry
the operation after resolving this error.

Category
Storage (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV6117
Message

Unable to complete the Clear Configuration operation on the SAS IOM device
argf.

Arguments

e argl=device D

Detailed Description

The Clear Configuration operation cannot be completed on the SAS IOM device
identified in the message.

Recommended Response Action

Check the job execution history in the MSM GUI for details on the error. Retry
the operation after resolving this error.

Category
Storage (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CDEV6118

Message
The Extract logs from SAS IOM device arg7successful.

Arguments
e argl!=device ID

Detailed Description
The Extract logs from SAS IOM device identified in the message is successful.

Recommended Response Action
No response action required.

Category
Storage (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6119
Message
The Extract logs operation from SAS IOM device arg7is unsuccessful.

Arguments
e argl=device ID

Detailed Description
The Extract logs operation from SAS IOM device identified in the message is
unsuccessful.

Recommended Response Action

Check the job execution history in the MSM GUI for details on the error. Retry
the operation after resolving this error.

Category
Storage (CDEV = Devices)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6120

Message

Unable to process the request because the value entered in the field arg7exceeds
the maximum length of arg2characters.

Arguments
o argl! =fieldName

e arg2 =maxLength

Detailed Description

The operation cannotbe completed because the value entered in the mentioned
field exceeds the allowed character limit.

Recommended Response Action
Enter a value less than the specified character limit and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6121

Message

Unable to process the request because information is not entered in mandatory
field(s) arg?.

Arguments

e argl =field name

Detailed Description

The request cannot be processed because information is not entered in
mandatory field(s).

Recommended Response Action
Enter valid data in the mandatory field(s) and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6122

Message

Unable to process the request because the number of entries provided for
attribute : arg7exceeds the allowed limit of arg2.

Arguments

e argl =fieldName
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e arg2 =entries

Detailed Description

The operation cannot be completed because the number of entries provided for
the attribute identified in the message exceeds the allowed limit.

Recommended Response Action
Enter only the permitted number of entries in the payload.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6123

Message

Unable to process the request because the values entered for attribute arg7has
either duplicate or invalid IDs that do not exist.

Arguments

o argl = fieldName

Detailed Description

The request cannot be processed because the values entered for attribute
identified in the message has either duplicate or invalid IDs that do not exist.

Recommended Response Action

Enter valid and unique identifier values for the given attribute and retry the
operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CDEV6124
Message

Successfully added to the Multi-chassis Management group arg?.

Arguments

e argl=group

Detailed Description

Lead added this domain as a Member.

Recommended Response Action
No response action required.

Category

Configuration (CDEV = Devices)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CDEV6125

Message
Unable to process the request because the native VLAN value is not required for
Media Types such as FCoE, FC Gateway, and FC Direct Attach.
Detailed Description
The request cannot be processed because the native VLAN value is not required
for Media Types such as FCoE, FC Gateway, and FC Direct Attach.
Recommended Response Action
Delete the native VLAN value and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6126

Message

Unable to create or update the network because the entered Native VLAN value
argTis not within the valid range of arg2- arg3or arg4 - arg5 .

Arguments
e argl=arg2
e arg2=arg3
e arg3=arg4
o arg4d=argb
e argb=argb

Detailed Description

The network cannot be created or updated because entered Native VLAN value is
not with the range identified in the message.
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Recommended Response Action
Enter a valid Native VLAN value and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6127

Message

Unable to process the request because the entered Native VLAN value arg7is
same as the VLAN range already contained by the network.

Arguments

e argl=vlan

Detailed Description

The request cannot be processed because the entered Native VLAN value is same
as the VLAN range already contained by the network.

Recommended Response Action
Enter a unique Native VLAN value and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV6128
Message

Unable to process the request because the uplink for Media Type (FC Gateaway
and FC Direct Attach) can accept only one FC-capable port and network.

Detailed Description
The request cannot be processed because the uplink for Media Type (FC

Gateaway and FC Direct Attach) can accept only one FC-capable port and

netw

ork.

Recommended Response Action
Enter only one port or network that is FC-capable, and then retry the operation.

Category
Configuration (CDEV = Devices)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CDEV6129

Message
The device health status has deteriorated.

Detailed Description
The device health status has changed from warning to critical.

Recommended Response Action

Check the device subsystems for components that require immediate attention.
For information about device health statuses, see the Online Help by pressing F1.
Also see the MSM Users Guide available on the support site.

Category
System Health (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6130

Message
The device power state has changed.

Detailed Description
The device power state has changed.

Recommended Response Action

Check if the power state change was initiated by the user or a chassis level power
change.

Category
System Health (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV6131
Message

Unable to perform the operation on the device because MSM connection with the

device is lost.

Detailed Description

The operation cannot be performed on the device because MSM connection with

the device is lost.

Recommended Response Action

Check if the device has power and is turned on, and then attempt a virtual reseat.
If the issue persists, contact your service provider.

Category

System Health (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CDEV6132

Message
A new device has been found in the chassis.

Detailed Description
A new device has been found in the chassis.

Recommended Response Action
No response action required.

Category
System Health (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV6136

Message
The request to join the Multi-chassis Management group arg’is Rejected.

Arguments
e argl!=group

Detailed Description

The request to join the Multi-chassis Management group identified in the
message is rejected.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV9028

Message
Unable to attach the profile arg7with the slot or device arg2because: arg3.

Arguments
e argT = profile Name
e arg2 =ldentifier

e arg3 =Reason

Detailed Description

The profile cannot be attached with the slot or device as identified in the message
because of the reasons indicated in the message.

Recommended Response Action
Review the reason and initiate necessary action.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV9029

Message

Unable to migrate the profile arg7from the slot or device arg2to the slot or
device arg3because: arg4 .

Arguments
e argl =profileName
e arg2 = Srcldentifier
e arg3 = Destldentifier

e arg4 =reason

Detailed Description

The profile cannot be migrated from the slot or device to the slot or device as
identified in the message because of the reasons indicated in the message.

Recommended Response Action
Review the reason and initiate necessary action.

Category
Configuration (CDEV = Devices)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV9030

Message
The Network Controller group information is successfully updated.
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Detailed Description
The Network Controller group information successfully updated.

Recommended Response Action
No response action required.

Category
Audit (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV9031

Message
MCM Member( arg?) settings sync is failed, arg2 for Settinglds: arg3. arg4.

Arguments
o argl =fieldl
o arg2 =field2
o arg3 =field3

o arg4 =field4
Detailed Description
Error during settings sync on Member.

Recommended Response Action
Check the logs for more details.

Category
Audit (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CDEV9032
Message

MCM Member( arg?) settings are posted for settingslds: arg2.

Arguments
o argl =fieldl
o arg2 =field2

Detailed Description
Member Setting sync is successful.

Recommended Response Action
No response action required.

Category
Audit (CDEV = Devices)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CDEV9998

Message
The job is initiated to change date and time.

Detailed Description
The job is initiated to change date and time.

Recommended Response Action
No response action required.

Category
Configuration (CDEV = Devices)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CDEV9999

Message
Reset to defaults is not supported on a lead chassis in the MCM group.

Detailed Description
The lead group properties cannot be reset.

Recommended Response Action
Dissolve the lead group and retry the operation.

Category
Configuration (CDEV = Devices)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC




CHAPTER 11
CDIS Event Messages

CDIS2001

Message

Unable to create or update connection profile because an invalid profile type is
entered.

Detailed Description

The creation or update of the connection profile cannot be done because an
invalid profile type is entered.

Recommended Response Action

Enter a valid profile type and retry the operation. Profile type should be Inventory
or Discovery.

Category
Configuration (CDIS = Discovery)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS2002

Message
Unable to complete the operation because an invalid credential type provided.

Detailed Description
The operation cannot be completed because the entered credential type is invalid.

Recommended Response Action
Enter a valid credential type and retry the operation.

Category
Configuration (CDIS = Discovery)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CDIS2004

Message

Unable to save credentials because the provided credential is null or the entered
ID does not exist.

Detailed Description

The credentials cannot be saved because the provided credential is null or the
entered ID does not exist.

Recommended Response Action
Make sure that all credential fields are valid and retry the operation.

Category
Configuration (CDIS = Discovery)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS2006

Message

Unable to update or delete connection profile because the profile ID arg7does not
exist.

Arguments
e argl=id

Detailed Description

The operation cannot be completed because the connection profile ID identified in
the message does not exist.

Recommended Response Action
Enter a valid connection profile ID and retry the operation.

Category
Configuration (CDIS = Discovery)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS2007

Message
Unable to retrieve connection profile information.
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Detailed Description
Unable to retrieve connection profiles because an error occurred.

Recommended Response Action
No response action required.

Category
Configuration (CDIS = Discovery)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS4001

Message
Unable to discover the device(s) arg?.

Arguments

e argl =target
Detailed Description
The specified device(s) cannot be discovered.

Recommended Response Action
Make sure the targets are available and retry the operation.

Category
Configuration (CDIS = Discovery)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS4045

Message
Discovery job with name arg7created successfully.

Arguments

e argl=jobid

Detailed Description
Discoveryjob successfully created.

Recommended Response Action
No response action required.
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Category
Configuration (CDIS = Discovery)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS4046

Message
Discovery job with name arg7modified successfully.

Arguments
e argl=jobid
Detailed Description
Discovery job successfully modified.

Recommended Response Action
No response action required.

Category
Configuration (CDIS = Discovery)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CDIS4047

Message
Discovery job with name arg7deleted successfully.

Arguments
e argl=jobid
Detailed Description
Discovery job successfully deleted.

Recommended Response Action
No response action required.

Category
Configuration (CDIS = Discovery)

Severity
Severity 3 (Informational)
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Redfish Event Type
Alert

No alerts are applicable for this message

CDIS4048

Message

Unable to group component switches with the chassis ID arg7because the
Service Tag of the chassis cannot be obtained.

Arguments

e argl =chassisld

Detailed Description

The switches cannot be grouped with the chassis because the Service Tag of the
chassis cannot be obtained. The discovery operation uses the Service Tag of a
chassis to associate switches to the chassis.

Recommended Response Action
No response action required.

Category
Configuration (CDIS = Discovery)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
cMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CHAPTER 12
CGEN Event Messages

CGEN1001

Message
Unable to complete the operation because the user is not authenticated.

Detailed Description
The operation cannot be completed becausethe user is not authenticated.

Recommended Response Action
Log in with valid credentials and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1002

Message
Unable to complete the operation because the requested URI is invalid.

Detailed Description
The operation cannot be completed because the requested URI is invalid.

Recommended Response Action
Enter a valid URI and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CGEN1003

Message

Unable to complete the operation because an empty payload is not allowed for
this request.

Detailed Description

The operation cannot be completed because an empty payload is not allowed for
this request.

Recommended Response Action
Enter a valid payload and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1004

Message
Unable to complete the operation because an invalid value is entered for arg?.

Arguments

e argl =property

Detailed Description

The operation cannot be completed because an invalid value is entered for the
property identified in the message.

Recommended Response Action

Enter a valid value for the property identified in the message and retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1005

Message

Unable to complete the requested action because the logged in user is not
authorized to perform this operation.
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Detailed Description

The operation cannot be completed because the logged in user is not
authorizedto performthis action.

Recommended Response Action

Log in with a user that has the correct permissions for this action and retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1006

Message

Unable to complete the operation because the requested URI does not exist or
the requested Method is not implemented for the URI.

Detailed Description

The operation cannot be completed because the requested URI does not exist or
the requested Method is not implemented for the URI.

Recommended Response Action
Enter a valid URI and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1007

Message
Unable to complete the requested action because the value for arg7in the arg2

entity is invalid.
Arguments

e arg?=property

o arg2 =entity

Detailed Description

The operation cannot be completed because the property identified in the
message is invalid.
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Recommended Response Action

Enter a valid value for the property identified in the message and retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1008

Message
Unable to process the request because an error occurred.

Detailed Description
The operation cannot be completed because an error occurred.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1009

Message

Unable to perform the requested action because the device management
endpoint authentication over arg7failed.

Arguments

e argl = protocol

Detailed Description
The operation cannot be completed because the connection with the target
device is not authenticated.

Recommended Response Action

Make sure the credentials associated with the device management endpoint are
valid and retry the operation.

Category
Configuration (CGEN = Generic)
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Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN1010

Message

Unable to perform the requested action because a connection timeout occurred
with device management endpoint over arg?.

Arguments

e argl =protocol

Detailed Description

The operation cannot be completed because a device connection timeout
occurred.

Recommended Response Action
Make sure the device is available and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN1011

Message

Unable to perform the requested action because the service is unavailable over
argf.

Arguments

e argl =protocol
Detailed Description
The operation cannot be completed because the requested service is unavailable.

Recommended Response Action
Make sure the requested service is available and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN1013

Message
Unable to connect to the device over arg7because a connection error occurred.

Arguments

e argl =protocol
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Detailed Description

The operation cannot be completed because a connection error occurred while
trying to connect to the device.

Recommended Response Action
Make sure that the target device is available and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN1014

Message

Unable to complete the operation because an invalid value is entered for the
property arg?.

Arguments

e argl =payload error information

Detailed Description

The operation cannot be completed because an invalid value is entered for the
property identified in the message.

Recommended Response Action

Enter a valid value for the property and retry the operation. For more information
about valid values, see the MSM Users Guide available on the support site.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN1015

Message
Unable to complete the operation because of an invalid property arg?.

Arguments

e argl=property

Detailed Description

The operation cannot be completed because an invalid property is entered in the
payload.

Recommended Response Action

Verify the identified property is valid in the message and retry the operation with
valid payload.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

CGEN1028

Message
Unable to process the request because the entered device ID arg7is invalid.

Arguments

e arg!=device Ild

Detailed Description
The operation cannot be completed because the entered device ID is invalid.

Recommended Response Action
Enter a valid device ID and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN1103

Message
Unable to process the request because arg7is empty or missing.

Arguments

e argl =parameter

Detailed Description

Unable to process the request because a parameter identified in the message is
missing.

Recommended Response Action
Enter the missing value identified in the message and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CGENA4017

Message
Unable to process the request because the mandatory field arg7is null or empty.

Arguments

e argl =field name

Detailed Description

The operation cannot be completed because the mentioned field is mandatory for
processing the request.

Recommended Response Action
Make sure that the field is not null or empty and then retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGENA4018

Message

Unable to process the request because the value entered in the field arg7exceeds
the maximum length of arg2characters.

Arguments
e argl! =fieldName

e arg2 =maxLength

Detailed Description

The operation cannotbe completed because the value entered in the mentioned
field exceeds the allowed character limit.

Recommended Response Action
Enter a value less than the specified character limit and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CGEN4036

Message
Unable to process the request because the payload cannot be null.

Detailed Description
The operation cannot be completed because the entered payload is null.

Recommended Response Action
Enter a valid payload and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6001

Message
Unable to process the request because an error occurred: arg?.

Arguments

e argl =error message

Detailed Description

The operation cannot be completed because of the error identified in the
message.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6002

Message

Unable to complete the request because the input value for arg7is missing or an
invalid value is entered.

Arguments

e argl=argument
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Detailed Description

The operation cannot be completed because the specified input value is missing
or an invalid value is entered.

Recommended Response Action
Enter a valid value and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6005

Message

Unable to complete the requested operation because required device information
is not entered.

Detailed Description

The operation cannot be completed because the necessary device information is
not entered.

Recommended Response Action
Make sure that all information is valid and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6007

Message

Unable to complete the operation because of a configuration error in the
infrastructure layer.

Detailed Description

The operation cannot be completed because of a configuration error in the
infrastructure layer.

Recommended Response Action
No response action required.

Category
Configuration (CGEN = Generic)
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Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6038

Message
Unable to complete the action because the value entered for arg7is invalid.

Arguments

e arg!=argument

Detailed Description

The operation cannot be completed because the input parameter identified in the
message is invalid.

Recommended Response Action
Enter valid input values and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6041

Message
Unable to read or write the file because an |/0 error occurred.

Detailed Description
The operation cannot be completed because anl/O error occurred.

Recommended Response Action
Retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CGEN6042

Message
Unable to upload the file because the provided byte stream is null.

Detailed Description
The file cannot be uploaded because the provided byte stream is null.

Recommended Response Action
Ensure that the byte stream is not null and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN6043

Message

Unable to upload the file because the byte stream size arg7exceeds the maximum
allowed file size of arg2.

Arguments
o argl =file Size

e arg2 =max size

Detailed Description
The file cannot be uploaded because the provided byte stream size is greater than
the maximum allowed size identified in the message.

Recommended Response Action
Ensure that the byte stream is not greater than the maximum size and retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CGEN6044
Message

Unable to complete the configuration because the device arg7does not exist.

Arguments

e argTl =deviceld

Detailed Description

The device identified in the message cannot be configured because the device
does not exist.

Recommended Response Action
Enter a valid device ID and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

OMSA Event ID
ENUM_DEVICE_DOES_NOT_EXIST

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CGEN6045

Message

Unable to replicate the configuration of chassis to the device because the device

does not support the capability to replicate from the chassis.

Detailed Description

The configuration of chassis cannot be replicated to the device because the

device does not support the capability to replicate from the chassis.

Recommended Response Action

Select a chassis that supports the replication capabilities of the device, and then

retry configuring the device.

Category

Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CGENG6047
Message

Unable to complete the operation because invalid replication type is entered.

Detailed Description

The operation cannot be completed because invalid replication type is entered.

Recommended Response Action

Enter a valid replication type and retry the operation. For information about valid

replication types, see the MSM Users Guide available on the support site.

Category

Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN6048

Message
Unable to run the following commands: arg?.

Arguments

e arg!=commands

Detailed Description

The commands identified in the message cannot be run because of the reasons
identified in the log data.

Recommended Response Action
View the log data and initaite necessary action.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC
CGEN6049
Message

Unable to process the request because the value entered in the field arg7is

invalid.
Arguments

o argl! =fieldName

Detailed Description
The request cannot be processed because the value entered in the field is invalid.

Recommended Response Action

Enter a valid value and retry the operation. For more information about valid
values, see the MSM Users Guide available on the support site.

Category
Miscellaneous (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN6050

Message
Unable to complete the request because of invalid arg?.

Arguments

e argl =fieldName
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Detailed Description

The operation cannot be completed because the specified input value is missing
or an invalid value is entered.

Recommended Response Action
Enter a valid value and retry the operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CGEN6051

Message
Unable to complete the operation because a database operation is unsuccessful.

Detailed Description

The operation cannot be completed because a database operation is
unsuccessful. For more information about the unsuccessful operation, see the
application log file.

Recommended Response Action
Retry the operation. If the issue persists, contact your MSM administrator.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CGENG6052
Message
Unable to complete the operation because the device type entered is not
supported.

Detailed Description

The operation cannot be completed because the device type entered is not
supported.

Recommended Response Action

Enter a device type that is supported and retry the operation. For information
about supported device types, see the MSM Users Guide.

Category
Miscellaneous (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CGEN8006

Message
Unable to process the request because the fields arg7cannot be combined in a
single request.

Arguments

e argl = field names

Detailed Description
The request cannot be processed because of incompatible fields as identified in
the message.

Recommended Response Action
Remove all incompatible fields identified in the message except one and retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGEN8007

Message
Unable to process the request because the domain information cannot be
retrieved.

Detailed Description
The request cannot be processed because the domain information cannot be
retrieved.

Recommended Response Action
Verify the status of the database and domain configuration, and then retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CGENB8008
Message

Unable to perform the operation on the device due the following reason(s):
device unreachable or invalid credentials or invalid task parameters provided.

Detailed Description

Unable to perform the operation on the device due the following reason(s):
device unreachable or invalid credentials or invalid task parameters provided.

Recommended Response Action

Verify the status of the database and domain configuration, and then retry the
operation.

Category
Configuration (CGEN = Generic)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CGEN8010

Message
The Apply Configuration job arg7is successfully created.

Arguments
e argl=joblD
Detailed Description
The Apply Configuration job identified in the message is successfully created.

Recommended Response Action
No response action is required.

Category
Audit (CGEN = Generic)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CHAPTER 13
CGRP Event Messages

CGRP1337

Message

Unable to delete the group(s) because one or more entered groups are default
groups.

Detailed Description

The group(s) cannot be deleted because one or more default groups are present.
Default groups cannot be deleted.

Recommended Response Action
Remove the default group(s) from the request and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP1345

Message
Unable to add or remove the user from the group because the user ID is invalid.

Detailed Description

The user cannot be added or removed from the group because the entered user
ID is invalid.

Recommended Response Action
Enter a valid user ID and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CGRP9000
Message

Unable to add or modify group because the request payload cannot be null.

Detailed Description
Group cannot becreated or modified because the payload is mandatory.

Recommended Response Action
Enter a valid payload and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9002

Message
Unable to create or update the group because the field arg7must be set to O.

Arguments

o argl! =fieldName

Detailed Description

The group cannot be created or updated because the field identified in the
message is not required.

Recommended Response Action
Enter the value O for the field identified in the message and retry the operation.

Category
Configuration (CGRP = Groups)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9004

Message

Unable to create or modify group because the value entered for arg7exceeds the
maximum allowed length of argZ2 characters.

Arguments
o argl! =fieldName

e arg2 = fieldLength

Detailed Description

The operation cannot be completed because any request with length greater than
the defined value will be rejected.

Recommended Response Action
Make sure the value entered in the specified field is valid and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9006

Message

Unable to create or modify group because the field(s) arg7are not required for
the entered payload.

Arguments

o argl =fieldNames

Detailed Description

The operation cannot be completed because the above mentioned fields needs to
be filtered out from the given payload.

Recommended Response Action
Remove the unnecessary fields and retry the operation.

Category
Configuration (CGRP = Groups)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9007

Message
Unable to update group members because the entered ID(s) [ arg7] are invalid.

Arguments
e argl=ids
Detailed Description
The operation cannot be completed because the mentioned ID(s) are invalid.

Recommended Response Action
Remove the invalid IDs and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9008

Message
Unable to complete the operation because data entered in the field arg7is invalid.

Arguments

e argl = field name

Detailed Description
The operation cannot be completed because invalid data is entered in the field
identified in the message.
Recommended Response Action
Enter valid data in the field and retry the operation. For information about valid
data permitted in a field, see the MSM Users Guide available on the support site.
Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)
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Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9009

Message

Unable to delete the subgroup because an invalid relationship is found between
the group arg7and subgroup arg2.

Arguments
e arg!=groupld
e arg2 =subGroupld

Detailed Description

The subgroup cannot be deleted because an invalid relationship is found between
the group and subgroup entered.

Recommended Response Action

Enter the correct subgroup and group name and retry the operation. For more
information, see the MSM Users Guide available on the support site.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9010

Message
Unable to create or modify group because the provided name already exists.

Detailed Description

The operation cannot be completed because the provided group name already
exists.

Recommended Response Action
Enter a unique name and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CGRP9011

Message
Unable to create or modify group because the provided name is empty.

Detailed Description
The operation cannot be completed because group name is amandatory field.

Recommended Response Action
Enter a group name and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9012

Message

Unable to create or update the group because the group cannot be the parent of
itself.

Detailed Description

The group cannot be created or modified because the group cannot be the parent
of itself.

Recommended Response Action

Make sure the group ID and subgroup ID are not the same and retry the
operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9013

Message

Unable to update group arg7with the provided parent arg2because a group/
parent relationship already exists.

Arguments
e argl=group

e arg2 =parent
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Detailed Description

The operation cannot be completed because a group cannot have a bidirectional
parent relationship with another group.

Recommended Response Action

Make sure the entered parent ID does not create a bidirectional relationship and
retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9014

Message
Group cannot be updated because the provided ID arg7is invalid or does not exist.

Arguments

e arg!=groupld

Detailed Description

The operation cannot be completed because group ID is mandatory for anupdate
request.

Recommended Response Action
Enter a valid group ID and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9015

Message
Unable to retrieve group types because the entered group type ID does not exist.

Detailed Description

The operation cannot be completed because no record exists for the given group
type ID.

Recommended Response Action
Enter a valid group type ID and retry the operation.
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Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9016

Message

Unable to retrieve membership type because the entered membership type ID
does not exist.

Detailed Description

The operation cannot be completed because no record exists for the given
membership type ID.

Recommended Response Action
Enter a valid membership type ID and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CGRP9017

Message
Unable to retrieve status summary because the entered group ID does not exist.

Detailed Description

The operation cannot be completed because no record exists for the given group
ID.

Recommended Response Action
Enter a valid group ID and retry the operation.

Category
Configuration (CGRP = Groups)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CHAPTER 14
CINV Event Messages

CINV0004

Message

Unable to retrieve the inventory type arg7because is not available for the device
arg2.

Arguments
e arg!=inventoryType

e arg2=deviceid

Detailed Description

The inventory type identified in the message is not available for the requested
device.

Recommended Response Action
No response action required.

Category
Configuration (CINV = Inventory)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |[LCD (0)3] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CINVO0005

Message
Unable to retrieve inventory information for the device.
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Detailed Description
Inventory information is not available for the requesteddevice.

Recommended Response Action
No response action required.

Category
Configuration (CINV = Inventory)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CINV4025

Message

Unable to create or update the warranty job because the specified target(s) are
invalid for the parameters arg7.

Arguments

e argl =parameters

Detailed Description

The warranty job cannot be created or updated becausea warranty job request for
the parameters identified in the message can only be run against theall device

group.

Recommended Response Action
Make sure the job only targets the ALL-DEVICES group and retry the operation.

Category
Configuration (CINV = Inventory)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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No alerts are applicable for this message

CINV4026

Message

Unable to create or update the warranty job because one of the values arg7is
required but not present for the parameter key arg2.

Arguments
e argl = parameterValues

e arg2=type

Detailed Description

The warranty job cannot be created or updated because the request can only
have the parameter values identified in the message.

Recommended Response Action

Enter one of the specified values for the key identified in the message and retry
the operation.

Category
Configuration (CINV = Inventory)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CHAPTER 15
CJOB Event Messages

CJOBO0150

Message
The job arg7with id arg2 of type arg3 has been created.

Arguments
e arg!=jobname
e arg?2-=id
e arg3 =taskType
Detailed Description
A new jobhas beencreated as identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0151

Message
The job arg7with id arg2 of type arg3is modified successfully.

Arguments
e argl=jobName
o arg?2=id
e arg3 =jobType
Detailed Description
The job identified in the message is modified successfully.

Recommended Response Action
No response action required.
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Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB0152

Message
The job arg7with id arg2 of type arg3 has been deleted.

Arguments
e arg!=jobName
o arg2=id
e arg3 =jobType
Detailed Description
The job identified in the message has been deleted.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0153

Message
The job arg7with id arg2 of type arg3 has been scheduled.

Arguments
e argl!=jobName
o arg?2-=id
e arg3 =jobType
Detailed Description
The job identified in the message has been scheduled.

Recommended Response Action
No response action required.
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Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0154

Message
The job arg7with id arg2 of type arg3 has been unscheduled.

Arguments
e arg!=jobName
o arg2-=id
e arg3 =jobType
Detailed Description
The job identified in the message has been unscheduled.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0155

Message
The job arg7with id arg2 of type arg3 has been cancelled.

Arguments
e argl!=jobName
o arg?2-=id
e arg3 =jobType
Detailed Description
The job identified in the message has been cancelled.

Recommended Response Action
No response action required.
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Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0156

Message
The job arg7with id arg2 of type arg3 has been stopped.

Arguments
e arg!=jobName
o arg2=id
e arg3 =jobType
Detailed Description
The job identified in the message has been stopped.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0157

Message
The job arg7with id arg2 of type arg3 has been paused.

Arguments
e argl!=jobName
o arg?2-=id
e arg3 =jobType
Detailed Description
The job identified in the message has been paused.

Recommended Response Action
No response action required.
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Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0158

Message
The job arg7with id arg2 of type arg3 has been resumed.

Arguments
e arg!=jobName
o arg2=id
e arg3 =jobType
Detailed Description
The job identified in the message has been resumed.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0159

Message
The job arg7with id arg2 of type arg3 has been scheduled to run now.

Arguments
e argl!=jobName
o arg?2-=id
e arg3 =jobType
Detailed Description
The job identified in the message has been scheduled to run now.

Recommended Response Action
No response action required.
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Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0171

Message
The job arg7with id arg2 of type arg3 has been disabled.

Arguments
e arg!=jobName
o arg2=id
e arg3 =jobType
Detailed Description
The job identified in the message has been disabled.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBO0172

Message
The job arg7with id arg2 of type arg3 has been enabled.

Arguments
e argl!=jobName
o arg?2-=id
e arg3 =jobType
Detailed Description
The job identified in the message has been enabled.

Recommended Response Action
No response action required.
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Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB0177

Message

Unable to retrieve job type details because no record exists for the entered Job
Type ID.

Detailed Description

Job type details cannot be retrieved because no record exists for theentered Job
Type ID.

Recommended Response Action
Enter a valid Job Type ID and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB0178

Message
Unable to retrieve job type details because no record exists for the entered job
type name.

Detailed Description

The job type details cannot be retrieved because no record exists for the entered
job type name.

Recommended Response Action

Enter a valid job type name an retry the operation. For valid job type names, see
the MSM Users Guide available on the support site.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CJOB4007
Message

Unable to create or update job because the entered request payload is null.

Detailed Description
The job cannot be created or updated because the entered request payload is null.

Recommended Response Action
Enter a valid request payload and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4008

Message

Unable to create or update the job because the fields arg7are not necessary for
the given payload.

Arguments

e argl =fieldNames

Detailed Description

The job cannot be created or updated because the above mentioned field(s) need
to be removed.

Recommended Response Action
Remove the mentioned fields and retry the operation.

Category
Configuration (CJOB = Job)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4009

Message
Unable to create or update the job because the value entered for arg7is invalid.

Arguments

o argl! =fieldName

Detailed Description

The job cannot be created or updated because an invalid value is entered in the
field identified in the message.

Recommended Response Action
Enter a valid value and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4010

Message

Unable to create or update the job because parameters required for job type arg?
are missing.

Arguments

e argl=jobType

Detailed Description

The job cannot be created or updated because required parameters are not
entered.

Recommended Response Action
Enter values for the missing parameters are retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)
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Redfish Event Type
Alert

No alerts are applicable for this message

cJoB4011

Message
Unable to create the job because the field arg7 must be O.

Arguments

e argl = fieldName

Detailed Description
The job cannot be created because the mentioned field must be set to O.

Recommended Response Action
Set the value of the mentioned field to O and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4012

Message
Unable to create or update the job because the field arg7cannot have the value O.

Arguments

o argl = fieldName

Detailed Description

The job cannot be created or updated because the mentioned field is mandatory
for the processing of the request.

Recommended Response Action
Make sure the value in the mentioned field is not set to O and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4013

Message
Unable to update the job because the job state must be set to arg7or arg2.

Arguments
e argl =statel

e arg2 =state2

Detailed Description

The job cannot be updated because the job state must be set to one of the above
mentioned values.

Recommended Response Action

Make sure the job state is set to either of the mentioned values and retry the
operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4014

Message
Unable to create the job because the job state must be arg7.

Arguments

o argl=state

Detailed Description

The job cannot be created because the job state must be set to the value
mentioned in the message.

Recommended Response Action
Enter the job state value as mentioned in the message and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOBA4015

Message

Unable to retrieve job information because the job state value must be arg7or
arg2.

Arguments
e argl =statel

e arg2 =state2

Detailed Description

Unable to retrieve job information because the job state must be one of the values
mentioned in the message.

Recommended Response Action

Set the job state value to one of the values mentioned in the message and retry
the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4019

Message
Unable to update the job because the field(s) arg7are not required.

Arguments

e argl =field names

Detailed Description

The job cannot be updated because the fields mentioned in the message are not
required.

Recommended Response Action
Remove the fields mentioned in the message and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4020

Message
Unable to create or update the job because the field arg7cannot be empty or null.

Arguments

e argl =field name

Detailed Description

The job cannot be created or updated because the field identified in the message
is mandatory.

Recommended Response Action
Enter a valid value for the mentioned field and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4021

Message

Unable to create or update the job because the field arg7is missing for the job
parameters.

Arguments

e argl =field name

Detailed Description

The job cannot be created or updated because the field identified in the message
is missing.

Recommended Response Action

Enter a value for the missing field and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4022

Message
Unable to update the job because the job type arg7is invalid for the Listener Job.

Arguments
e argl!=jobType

Detailed Description

The job cannot be updated because the entered job type is invalid for the Listener
Job.

Recommended Response Action
Enter a job type valid for the Listener Joband retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4023

Message

Unable to create or update the job because a target is not required for the job
type arg7.

Arguments
e arg?!=jobType

Detailed Description

The job cannot be created or updated because the target must not be entered.
This is a special job category that does not require a target to run against.

Recommended Response Action
Remove any job targets and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4024

Message
The job arg7cannot run the command arg2.

Arguments
e argl=jobld

e arg2=command

Detailed Description
The command identified in the message cannot be run.

Recommended Response Action
Make sure the command is valid or the job is not a builtin and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4028

Message

Unable to retrieve execution history details because the query parameter arg7
must not be empty or null.

Arguments

e argl =parameter

Detailed Description

The execution history details cannot be retrieved because the query parameter
identified in the message must not be empty or null.

Recommended Response Action

Enter a valid value for the query parameter identified in the message and retry the
operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4029

Message

Unable to complete the operation because the entered target ID(s) arg7are
invalid.

Arguments

e argl=Ids

Detailed Description

The operation cannot be completed either becausethespecified target ID is invalid
or does not exist.

Recommended Response Action
Enter a valid target ID and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4030

Message

Unable to update the job because the entered job ID arg7is invalid or does not
exist.

Arguments
e arg’=id
Detailed Description
The job cannot be updated because the enteredjoblD is invalid or does not exist.

Recommended Response Action
Enter a valid joblD and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4032

Message

Unable to create or modify the job because the user arg7does not have the
necessary privileges.

Arguments

e argl =current user

Detailed Description

The job cannot be created or modified because the current user does not havethe
necessaryprivileges to perform the operation.

Recommended Response Action

Log in with a user that has the required privileges and retry the operation. For
information about role-based access control, see the Users Guide on the support
site.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOBA4035

Message
Unable to create or update the job.

Detailed Description
The job cannot be created or updated because an exception occurred.

Recommended Response Action

Make sure the request payload is valid and that the current user has sufficient
permissions and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CJOB4037

Message

Unable to deleted the job(s) because the job(s) are running or the job ID(s) do
not exist or the job (IDs) corresponds to builtin job(s).

Detailed Description
Unable to deleted the job(s) because the job(s) are running or the job ID(s) do
not exist or the job (IDs) corresponds to builtin job(s).

Recommended Response Action

Make sure that the job(s) are not currently running and that the job ID(s) exist,
and the job ID(s) does not corresponds to builtin job (s) and then retry the
operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4038

Message

Unable to retrieve execution history information because no record exists for the
Execution History ID entered.

Detailed Description

Execution history information cannot be retrieved because no information exists
for the Execution History ID entered.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4039

Message
Unable to retrieve execution history details information because no record exists
for the Execution History Details ID entered.
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Detailed Description

Execution history details information cannot be retrieved because no information
exists for the Execution History Details ID entered.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4041

Message
Unable to retrieve or modify the job information because no record exists for the
job ID entered.

Detailed Description
The job information cannot be retrieved or modified because no record exists for
the job ID entered.

Recommended Response Action
Enter a valid job ID and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4042

Message

Unable to disable the job(s) either because the job(s) are running, the entered job
ID(s) are invalid, or job ID(s) corresponds to builtin job (s), no job schedule(s)
exist, or job schedule(s) have expired.

Detailed Description

Unable to disable the job(s) either because the job(s) are running, the entered job
ID(s) are invalid, or job ID(s) corresponds to builtin job (s), no job schedule(s)
exist, or job schedule(s) have expired.
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Recommended Response Action

Make sure that the job ID(s) are valid and that the job(s) are not currently
running, and the job ID(s) does not corresponds to a builtin Job(s) and then retry
the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4043

Message

Unable to enable the job(s) either because the job(s) are running, the entered job
ID(s) are invalid, or job ID(s) corresponds to builtin job (s), the no job schedule(s)
exist, or job schedule(s) have expired.

Detailed Description

Unable to enable the job(s) either because the job(s) are running, the entered job
ID(s) are invalid, or job ID(s) corresponds to builtin job (s), the no job schedule(s)
exist, or job schedule(s) have expired.

Recommended Response Action

Make sure that the job ID(s) are valid and that the job(s) are not currently
running, and the job ID(s) does not corresponds to a builtin Job(s) and then retry
the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4044

Message
Unable to create or update the job because multiple targets are not supported for
this job.

Detailed Description

The job cannot be created or updated because multiple targets are not supported
for this job.

Recommended Response Action
Make sure the job only hasone target and retry the operation.
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Category
Configuration (CJOB = Job)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4054

Message

Unable to start the operation on the entered job(s) because one or more entered
job ID(s) are either invalid or do not exist on the system.

Detailed Description

The operationcannot beprocessed because one or more entered job ID(s) are
either invalid or do not exist on the system.

Recommended Response Action
Make sure the entered job ID(s) are valid and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4056

Message

Unable to delete the job(s) because one or more entered job(s) are internal
system jobs.

Detailed Description

The job(s) cannot be deleted because one or more entered job(s) are internal
system jobs. Internal system jobs cannot be deleted.

Recommended Response Action
No response action required.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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No alerts are applicable for this message

CJOB4057

Message

Unable to create or update the job because the job target(s) are associated with
another running job.

Detailed Description

The job cannot be created or updated because the job target(s) are associated
with another running job.

Recommended Response Action

Wait for the job(s) associated with the target(s) to completely run, and they retry
the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4058

Message

Unable to start the job either because the job is currently running, or the job ID
corresponds to a builtin Job, or the job ID entered is invalid.

Detailed Description

Unable to start the job either because the job is currently running, or the job ID
corresponds to a builtin Job, or the job ID entered is invalid.

Recommended Response Action

Make sure that the job ID is valid and that the job is not running, and does not
corresponds to a builtin Job and then retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4059

Message

Unable to stop the jobs either because the job is already stopped or the job
corresponds to a default Job or the job ID is invalid.
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Detailed Description

Unable to stop the jobs either because the job is already stopped or the job
corresponds to a default Job or the job ID is invalid.

Recommended Response Action

Make sure that the job ID is valid and that the job is not currently stopped, and job
does not correspond to a default job and then retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4060

Message

Update to create or update the job because the target(s) of type(s) arg7cannot
be combined for the current operation.

Arguments

e argl =targetTypes

Detailed Description

The job cannot be created or updated because the target(s) oftype(s) identified
in the message cannot be combined for the current operation.

Recommended Response Action
Enter a valid combination of target types and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4061

Message
Unable to create or update the job because no target(s) were found based on the
selector parameters entered.

Detailed Description

The job cannot be created or updated because no target(s) were found based on
the selector parameters entered.
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Recommended Response Action
Entervalid selector parameters and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CJOB4063

Message

Unable to retrieve the job status information because no record exists for the
entered job status ID.

Detailed Description

Job status information cannot be retrieved because no record exists for the
entered job status ID.

Recommended Response Action
Enter a valid job status ID and retry the operation.

Category
Configuration (CJOB = Job)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CJOB4064

Message
The job is interrupted.
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Detailed Description
The job is interrupted.

Recommended Response Action
The job is interrupted due to internal service error, please retry.

Category
Configuration (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CJOB4065

Message

Unable to perform the mandatory action arg7by using the profile arg2 of the
Device Management operation arg3.

Arguments
e arg!=name
o arg2 =profile

e arg3 =operation

Detailed Description

The mandatory action of the Device Management operation identified in the
message cannot be performed.

Recommended Response Action

Check the job execution history in the MSM GUI for details on the error. Retry
the operation after resolving this error.

Category
Miscellaneous (CJOB = Job)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CJOB4066

Message

Unable to perform the action arg7by using the profile arg2 of the Device
Management operation arg3.

Arguments
e arg!=name
e arg2 =profile

e arg3 =operation

Detailed Description

The mandatory by using the profile of the Device Management operation
identified in the message cannot be performed.

Recommended Response Action

Check the job execution history in the MSM GUI for details on the error. Retry
the operation after resolving this error.

Category
Miscellaneous (CJOB = Job)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CHAPTER 16
CMC Event Messages

CMCO001

Message
The operation is successfully completed.

Detailed Description
The operation is successfully completed.

Recommended Response Action
No response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMC002

Message
Unable to complete the operation because of an unknown issue.

Detailed Description
The operation cannot be successfully completed because of an unknown issue.

Recommended Response Action

Do one of the following: 1) Retry the operation. 2) Reset CMC and retry the
operation.

Category
Configuration (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMCO003

Message
Unable to complete the operation because the parameter arg7is missing.

Arguments

. 8[’g7 = parameter name

Detailed Description

The operation cannot be completed because the parameter identified in the
message is missing.

Recommended Response Action

Enter the missing parameter and retry the operation. For information about the
parameters, see the CMC Profile document available on the support site.

Category
Configuration (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMCO004

Message
Unable to complete the operation because the parameter arg7is invalid.

Arguments

e arg!=parameter name

Detailed Description

The operation cannot be completed because the parameter identified in the
message is invalid.

Recommended Response Action

Enter a valid parameter and retry the operation. For information about valid
parameters, see the CMC Profile document available on the support site.

Category
Configuration (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMCO005

Message

Unable to complete the operation because of a mismatch between AttributeName
and AttributeValue count.

Detailed Description

The operation cannot be completed because of a mismatch between
AttributeName and AttributeValue count.

Recommended Response Action

Enter a valid AttributeName and AttributeValue count, and then retry the
operation.

Category
Configuration (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMC1000
Message
Notification arg?.
Arguments

e argl =topic name

Detailed Description

This message is defined for Redfish event only. It does not add to any log type.
The message contains a notification given a topic name between management
firmware.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v*

Version 1.80 407




CMC Event Messages

Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CMCA01
Message

Changing the Reserved QuickDeploy IP Addresses setting to arg7may create an
issue in the future if higher density server nodes are inserted in to the Chassis
(for example, quarter-height servers). Press OK to continue.

Arguments

e arg’ =number of IP address

Detailed Description

Changing the Reserved QuickDeploy IP Addresses setting to <number of IP
address> may create an issue in the future if higher density server nodes are
inserted in to the Chassis (for example, quarter-height servers).

Recommended Response Action

Select a higher number to accommodate future higher density server node
additions, otherwise no response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4 v
CcMC

LC Log |LCD os Power [ Power [Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CMC8501

Message
Chassis Group Leader has synchronized this members configuration.

Detailed Description

Multi Chassis Management feature on CMC allows for pushing the lead chassis
configuration data to its members. This message appears in the members log
when the configuration data is successfully synchronized with the Chassis group
leaders configuration data.

Recommended Response Action
No response action required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8502
Message

Unable to access the IPv6 information of the server.

Detailed Description

CMC is unable to access the specified servers IPv6 information. Unable to display
the specified servers Launch iDRAC link on the CMC Web interface.

Recommended Response Action

Enable IPv6 for the specified server using the CMC command line or CMC Web
GUI interface, so that the link to launch iDRAC is displayed on the CMC Web
interface. For the command line options or navigation for Web interface, see the
Troubleshooting section in the CMC Users Guide.

Category
System Health (CMC = Management Module)
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Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8503
Message

Unable to access the IPv4 information of the server.

Detailed Description

CMC is unable to access the IPv4 information for the specified server. Unable to
display the specified servers Launch iDRAC link on the CMC Web interface.

Recommended Response Action

Enable IPv4 on the specified slots iDRAC via the CMC command line or Web GUI
interface, for the iDRACs launch point to show up on the CMC web GUI. For the
command line options or navigation for Web interface, see the Troubleshooting

section in the CMC Users Guide.

Category
System Health (CMC = Management Module)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *
CMC v* v *
CMC8504
Message

Unable to access server: arg’, because the NIC is disabled on the identified

server.
Arguments

e arg! =slot number

Detailed Description

The NIC is disabled on the server identified in the message, and the CMC is
unable to display the link to launch the iDRAC web interface.

Recommended Response Action

Enable the NIC on the server identified in the message using the CMC command
line or CMC Web interface, so that the link to launch iDRAC is displayed on the
CMC Web interface. To enable the NIC for DHCP using RACADM, enter "racadm
setniccfg -m server-<slot number> -d" where <slot number> is the server
identified in the message. To enable the NIC using the Web interface, click Server
Overview > select the identified server, go to Setup > select the Enable LAN
check box.

Category
System Health (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (03] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v *
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CMC8505

Message

Unable to access server: arg7because both IPv4 and IPv6 are disabled. NIC
Enabled = arg2.

Arguments
e argl = slot number

e arg2 =state

Detailed Description

IPv4 and IPv6 are disabled on the specified server and the CMC is unable to
display the link to launch iDRAC web interface.

Recommended Response Action

Enable IPv4 or IPv6 for the specified server using the CMC command line or CMC
Web GUI interface, so that the link to launch iDRAC is displayed on the CMC Web
interface. To enable the NIC for DHCP using RACADM, enter "racadm setniccfg -
m server-<slot number> -d" where <slot number> is the server identified in the
message. To enable the NIC using the Web interface, click Server Overview >
select the identified server, go to Setup > select the Enable IPv4 check box
and/or the Enable IPv6 check box.

Category
System Health (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v *
CMC8506
Message

A command to shut down the CMC was initiated.

Detailed Description
A command to shut down the CMC was initiated.
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Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* V¥
CMC8507
Message
Extended Storage for primary CMC and secondary CMC synchronization is
complete.

Detailed Description

The Extended Storage feature synchronizes data from the primary CMC
removable flash media SD Card is synchronized with the secondary CMC
removable flash media SD Card.

Recommended Response Action
No response action required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Trap/EventID
8691

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC v* v*
CMC8508
Message

Unable to synchronize the primary and secondary CMC removable flash media
and the Extended Storage feature is not available.

Detailed Description

The Extended Storage feature is not activated if the removable flash media SD
Card on the secondary CMC is not functioning properly.

Recommended Response Action
Do the following and retry the operation: 1) In the CMC Web interface, go to
Chassis Controller > Flash Media > Configuration, and verify if the SD card on
secondary CMC displays errors. 2) If errors are displayed, execute the following
racadm command: "racadm cmcchangeover". 3) Repair the removable flash
media SD Card by selecting the Chassis Controller > Flash Media > Configuration
> Repair Active Controller Media in the CMC Web interface. Repairing is only
allowed on the SD card of the primary CMC. If the problem persists, replace the
card.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC v *
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LC Log |[LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
CMC v* v *
CMC8509
Message

Unable to activate the extended storage feature on the secondary CMC: arg?.
The feature will be deactivated.

Arguments

e arg?!=cmc number

Detailed Description

The extended storage feature is not activated if the media on the secondary CMC
is no longer functional.

Recommended Response Action

Do one of the following, and retry the operation: 1) In the CMC Web interface, go
to Chassis Controller > Flash Media > Configuration and verify if the card on the
secondary CMC displays errors. 2) Do a failover and then reprovision the card
from the same GUI page. Reprovisioning is only allowed on the card of primary
CMC. However, if both the options 1 and 2 fail, the card may be no longer
functional.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

8689
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v * v*
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CMC8510

Message

Unable to activate the extended storage feature on the secondary CMC: arg7.

The feature will return to single CMC mode.

Arguments

e arg?!=cmc number

Detailed Description

This happens during promotion of extended storage feature from single CMC to
dual CMC. If the media on Standby CMC is not healthy, this message is displayed

and the feature returns to single CMC state.

Recommended Response Action

Do one of the following, and retry the operation: 1) In the CMC Web interface, go
to Chassis Controller > Flash Media > Configuration and verify if the card on the
secondary CMC displays some errors. 2) Do a failover and then reprovision the
card from the same GUI page. Reprovisioning is only allowed on the card of
primary CMC. However, if both the options 1 and 2 fail, the card may be no longer

functional.

Category

Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

8689
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v* v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC v* v*
CMC8511
Message

Unable to synchronize the data in the Extended Storage removable flash media in
the primary and secondary CMCs/MMs.
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Detailed Description

The data on the Extended Storage removable flash media SD cards is not
synchronized when the CMC is unable to determine which card has the latest
data.

Recommended Response Action

Disable and then enable the Extended Storage feature. Using racadm, execute
the following commands: "racadm feature -d -c Extended Storage" to disable and
then "racadm -a -c Extended Storage" to enable the feature. NOTE: All the data
on the removable flash media SD card is erased when the feature is disabled.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID

8690
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC | v* v *
CMC v* v*
CMC8512
Message

The Extended Storage feature activation timed out. The feature is not active.

Detailed Description

The Extended Storage feature is not activated if the removable flash media SD
card on the secondary CMC does not respond within 90 seconds after activation
is initiated.

Recommended Response Action

Do the following and retry the operation: 1) In the CMC Web interface, go to
Chassis Controller > Flash Media > Configuration, and verify if the SD card on
secondary CMC displays errors. 2) If errors are displayed, execute the following
racadm command: "racadm cmcchangeover". 3) Repair the removable flash
media SD Card by selecting the Chassis Controller > Flash Media > Configuration
> Repair Active Controller Media in the CMC Web interface. Repairing is only
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allowed on the SD card of the primary CMC. If the problem persists, replace the
card.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

8689
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC v* v*
CMC8513
Message

The Extended Storage feature activation on the secondary CMC timed out. The
feature is being returned to single CMC mode.

Detailed Description
The Extended Storage feature activation on the secondary CMC timed out. If the

media on Standby CMC does not respond within 90 seconds of confirming
activation the feature returns to single CMC mode.

Recommended Response Action
Do the following and retry the operation: 1) In the CMC Web interface, go to
Chassis Controller > Flash Media > Configuration, and verify if the SD card on
secondary CMC displays errors. 2) If errors are displayed, execute the following
racadm command: "racadm cmcchangeover". 3) Repair the removable flash
media SD Card by selecting the Chassis Controller > Flash Media > Configuration
> Repair Active Controller Media in the CMC Web interface. Repairing is only
allowed on the SD card of the primary CMC. If the problem persists, replace the
card.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)
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Trap/EventID
8690
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC v* V¥
CMC8514
Message

Fabric mismatch is detected in the I/0 Module arg?.

Arguments

e arg!=iom slot name

Detailed Description

This error may occur due to any of the following conditions: 1) Invalid 1/0 Module
and mezzanine card configuration, where a newly installed 170 Modules fabric
type and the resident mezzanine cards fabric types do not match or are
incompatible. 2) Invalid /0 Module and I/0O Module configuration, where a newly
installed 1/0 Module has a different or incompatible fabric type from an 170
Module already installed in the fabric.

Recommended Response Action
Refer to Chassis Management Controller Users Guide for additional information.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC v* v*
CMC8516
Message

The 170 Module arg?did not boot within the expected time.

Arguments

e argl=iom slot name

Detailed Description
The 1/0 module may have taken more time to boot than was expected or the I/0
module did not boot.

Recommended Response Action

Verify the 1/0 Module is turned on using CMC/MM Web Interface or RACADM
CLI and retry the operation. Otherwise, reinsert the 1/0 Module and retry the
operation. If the problem persists, contact technical support.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID

2546
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v * v
CMC8517
Message

A double height server is detected in slot arg7, however the server is not
detected in the bottom slot.

Arguments

e arg! =slot number

Detailed Description

A double height server is detected in slot specified in the message, however the
server is not detected in the bottom slot. This occurs if the server is not correctly
inserted into the chassis.

Recommended Response Action

Remove the server from the chassis, check for any broken or bent pins at the rear
of the server. If there is no damage, reinsert the server into the chassis.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545
Redfish Event Type
Alert
Filter |[IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v* v *
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CMC8518

Message

A double-height server is detected in the slot arg7. However, the iDRAC in the
server of bottom slot arg2is also responding.

Arguments
e argl = slot number

e arg2 =slot number

Detailed Description

A double-height server is detected in the slot identified in the message. However,
the iDRAC in the server of slot identified in the message is also responding. If a
double-height server is already present in the chassis, the server in the bottom
slot must not respond.

Recommended Response Action

Do the following: 1) Remove the server in the bottom slot <slot number>. 2)
Restart the Chassis Management Controller (CMC) and wait for the CMC to
complete the startup process. 3) Reinsert the server identified in the message. If
the issue persists, contact your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

2545
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC ([v* v*
CMC v * v*
CMC8519
Message

The LOM riser FRU for slot arg7FRU ID arg2is not functioning.
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Arguments
e arg? =slot number

o arg2=fruid

Detailed Description
FRU of the LOM riser specified in the message is not functioning or CMC is
unable to read it.

Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

2545
Redfish Event Type
Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v *
CMC v * v *
CMC8520
Message

The FRU on server arg7is not functioning.

Arguments

e argT = slot number
Detailed Description

FRU on the server specified in the message is not functioning or CMC is unable to
read it.
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Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

2545
Redfish Event Type
Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC v* v*
CMC8521
Message

The Mezz card 1 FRU for the server arg7is not functioning.

Arguments

e argT =slot number

Detailed Description
The Mezz card 1 FRU for the server specified in the message is not functioning or
CMC is unable to read it.

Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

424 Version 1.80



CMC Event Messages

Trap/EventID
2545
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC v* V¥
CMC8522
Message

The Mezz card 2 FRU for the server arg7is not functioning.

Arguments

e arg! =slot number

Detailed Description
The Mezz card 2 FRU for the server specified in the message is not functioning or
CMC is unable to read it.

Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC v* v*
CMC8523
Message

The Mezz card 3 FRU for the server arg7is not functioning.

Arguments

e argT =slot number

Detailed Description
The Mezz card 3 FRU for the server specified in the message is not functioning or
CMC is unable to read it.

Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

2545
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v * v
CMC8524
Message

The Mezz card 4 FRU for the server arg7is not functioning.

Arguments

e arg? =slot number

Detailed Description

The Mezz card 4 FRU for the server specified in the message is not functioning or
CMC is unable to read it.

Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545
Redfish Event Type
Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v* v *
CMC8525
Message

The FRU on the sleeve arg7is not functioning.
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Arguments

e arg? =slot number

Detailed Description

The FRU on the sleeve specified in the message is not functioning or CMC is
unable to read it.

Recommended Response Action

Do the following: 1) Reset iDRAC of the specified server or virtual reseat the
server. 2) Reset CMC and wait for a few minutes. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545
Redfish Event Type
Alert
Filter |[IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v* v *
CMC8526
Message

Unable to retrieve the server- arg7 CPU information.

Arguments

e arg? =slot number

Detailed Description

CMC is unable to obtain the CPU information from the server specified in the
message. This occurs if there is no communication between CMC and iDRAC.

Recommended Response Action

Do the following: 1) Reset iDRAC. 2) Reset CMC. If the issue persists, contact
your service provider.
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Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID

2546
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v* V¥
CMC8527
Message

Unable to retrieve the server- arg7memory information.

Arguments

e argl = slot number

Detailed Description

CMC is unable to obtain the memory information from the server specified in the
message. This occurs if there is no communication between CMC and iDRAC.

Recommended Response Action

Do the following: 1) Reset iDRAC. 2) Reset CMC. If the issue persists, contact
your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID
2546

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC v* v*
CMC8528
Message

Unable to obtain or send link tuning or flex address data to server- arg7.

Arguments

e argT =slot number

Detailed Description

CMC is unable to obtain the link tuning or flex address information for the newly
installed hardware (server, Input Output Module, or Mezzanine card), or is unable
to send the link tuning or flex address information to iDRAC.

Recommended Response Action

Make sure that the currently installed CMC firmware is the latest. Otherwise,
update the CMC with the latest CMC firmware and retry the operation.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID

2546
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v * v
CMC8529
Message

Unable to perform the requested action on the server- arg7, because of
insufficient privileges.

Arguments

e arg? =slot number

Detailed Description

The user account does not have sufficient privileges to perform the requested
operation. Server Administrator privilege is required to perform the requested
action.

Recommended Response Action

Use a different user account that has Server Administrator privilege, and retry the
operation. For more information, contact your system administrator or service
provider.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC v* v *
CMC8531
Message

Unable to perform the requested action on the Sleeve or Sled arg7because of
insufficient user privileges.
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Arguments

e arg? =slot number

Detailed Description

The user account does not have sufficient privileges to perform the virtual reseat
operation on the Sleeve or Sled specified in the message. The server
administration privilege is required to perform a virtual reseat operation. This
applies to Sleeve or Sled components.

Recommended Response Action

Use a different user account that has server administration privileges, and retry
the operation. For more information, contact your system administrator about
necessary privileges.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
CMC8532
Message

Unable to perform the requested action on the peripheral sled arg7, because of
insufficient privileges.

Arguments

e argT = slot number

Detailed Description

The user account does not have sufficient privileges to perform the requested
operation. Server Administrator privilege is required to perform the requested
action.
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Recommended Response Action

Use a different user account that has Server Administrator privilege, and retry the
operation. For more information, contact your system administrator or service
provider.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* V¥
CMC8533
Message

Unable to read the FRU information, status = arg?

Arguments

e argl = status value

Detailed Description

Unable to read the header of the extended FRU information. This can occur if
there is a problem in the communication between the CMC and the server.

Recommended Response Action

Remove and reinsert the server. The CMC will retry the read operation of the
FRU information. If the issue persists, contact your service provider.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
CMC8534
Message

Unable to turn on the server arg7because the power requirement request
exceeds the power cap value.

Arguments

e argT =slot number

Detailed Description
Unable to turn on the server specified in the message, because the available
power is lesser than the requested power.

Recommended Response Action

In the CMC Web interface, verify the available power and server power
requirements. If sufficient power is available, retry the operation. Otherwise,
increase the power cap value.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID

2546
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*




CMC Event Messages

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v * v
CMC8535
Message

Unable to turn on High Power Management for the server arg?

Argumen

e arg! =slot number

ts

Detailed Description
Unable to turn on the server specified in the message because of an internal CMC

error

Recommended Response Action
Reboot CMC and retry the operation. If the issue persists, reseat the server and

retry the operation.

Category
Audit (CMC = Management Module)

Severity

Severity 1 (Critical)

Trap/EventID
8689
Redfish Event Type
Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v* v *
CMC8538
Message

Firmware version string is too long.

Version 1.80 435



CMC Event Messages

Detailed Description

The length of the CMC firmware version to be sent in the message from local
CMC to peer CMC is too long. Under these conditions, CMC version in the
message is displayed as 1.0.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC v* v*
CMC8539
Message

The CMC arg7is unable to log arg2 event to the Hardware Log.

Arguments
e argl-=slotid

e arg2 =event message

Detailed Description

CMC cannot log new events to Hardware Log if Hardware Log is full. Therefore,
new events are not written to the log unless older events are cleared. This issue
also occurs if event logging is disabled.

Recommended Response Action

Do the following: 1) Save the Hardware Log if required. 2) Clear the Hardware
Log.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC v * v*
CMC8540
Message

The CMC argfis turned on.

Arguments

e argl=slotid

Detailed Description

The CMC specified in the message is turned on because of a CMC insertion or
due to chassis AC power on.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*
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LC Log |[LCD (0] Power | Power
Log Off Cycle

Reset

Chassis
Event Proxy

CMC v*

v *

CMC8541

Message
The watchdog has reset the CMC arg?.

Arguments

e argl!=slotid

Detailed Description

The CMC specified in the message was reset by a watchdog event.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |[IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v *
CMC8542
Message

The CMC arg7was restarted because of a manual reset.

Arguments

e argl=slotid

Detailed Description

The CMC specified in the message was manually restarted.
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Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* V¥
CMC8543
Message

The CMC arg7has reset because the thermal threshold was exceeded.

Arguments

e argl-=slotid

Detailed Description
The CMC specified in the message has reset because of thermal issues.

Recommended Response Action

Do the following: 1) Review the Hardware Log and check if there are fans that are
not functioning properly. 2) Replace the fans that are not functioning properly. 3)
If all the fans are functioning, check the chassis temperature in the CMC Web
Interface or by using RACADM. When the fans are functioning properly and the
chassis temperature is too high, the ambient air temperature is too high or the air
inlets are not receiving sufficient air.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
CMC8545
Message

Detected a missing process failover condition detected. Process = arg?7.

Arguments

. arg7 = process name

Detailed Description

A firmware error has occurred causing a CMC failover. The process identified in
the message was not detected. The CMC will restart automatically.

Recommended Response Action

No response action is required. If multiple failovers occur, contact your service
provider.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC [v*
CMC v* v*
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CMC8546

Message
Issues identified with Process arg7. Failover condition detected.

Arguments

. 8[’g7 = process name

Detailed Description

A firmware error has occurred in the internal firmware process identified in the
message. This condition will cause a CMC/MM failover to occur. If the issue
persists, contact your service provider.

Recommended Response Action

No response action is required. A failover may result from this condition. If
multiple failovers occur, contact your service provider.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v *
CMC
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* v *
CMC8547
Message

Missing kernel module arg?. Failover condition detected.

Arguments

e arg?!=module name
Detailed Description

A firmware error occurred causing the failover. If this condition continues, a
failover will result. If multiple failovers occur, contact Service.
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Recommended Response Action

No response action is required. If the issue persists, contact your service
provider.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* V¥
CMC8548
Message
The active Chassis Management Controller is no longer connected to an external
network.

Detailed Description

The active Chassis Management Controller is not connected to an external
network for more than 25 seconds. A failover is performed if the standby CMC is
connected to the external network.

Recommended Response Action

Make sure that the external network cable is connected to the active CMC and
the network switch. If the issue persists, contact your service provider.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
CMC8550
Message

The chassis health is arg?.

Arguments

e argl =health state

Detailed Description

If the chassis health status changes, new status is logged. The possible states are
Invalid, Other, Unknown, Healthy, Non-critical, Critical, and Non-recoverable.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC [v*
CMC v* v*
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CMC8551

Message
The chassis health is arg?.

Arguments

e argl! = health state

Detailed Description

The message is displayed if the chassis health is not OK (non-critical or critical).
The message after this message in the log indicates cause for the issue.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* v *
CMC8553
Message

An internal error occurred and a failover condition is detected.

Detailed Description

An internal 12C hardware occurred and CMC initiated a failover to clear the
hardware error. If the issue persists, contact your service provider.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC v * v*
CMC8554
Message

An internal network error occurred.

Detailed Description

An internal network error occurred. If none of the external sources have an issue,
the CMC/MM may have a hardware issue. If the issue persists, contact your
service provider.

Recommended Response Action
Reseat the network cable and check the connectivity to the outbound switch.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* v*
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CMC8555

Message
An internal memory error has occurred and a failover condition is detected.

Detailed Description

An internal memory error occurred affecting the configuration database and CMC
has initiated a failover . If the issue persists, contact your service provider.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8556
Message

A failover condition is detected.

Detailed Description
A failover condition is detected.

Recommended Response Action

No response action is required. If the condition persists, contact your service
provider.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v*
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
CMC8557
Message

The system health failover is requested. Code arg?.

Arguments

e arg? =number

Detailed Description

The code number specified in the message is displayed after a firmware error
occurs before a failover .

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC [v*
CMC v* v*
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CMC8558

Message
The system health is restored.

Detailed Description
The system health has recovered from a failover condition.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8559
Message

The Management Module (MM) Redundancy is disabled because a continuous
failover is detected.

Detailed Description

The Management Module (MM) Redundancy is disabled because a continuous
failover is detected.

Recommended Response Action

Update the Management Module (MM) firmware to the latest. For more
information about updating the firmware, refer to the MM Users Guide available
on the support site.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v*
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([(v'*

CMC

CMC8561

Message
Unable to send the email to arg?after trying argZ2 times.

Arguments
e argl =destination

e arg2 =number
Detailed Description
Unable to send the email alerts to the destination.

Recommended Response Action
Make sure to use a valid email address.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'*

Version 1.80 449



CMC Event Messages

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC v* v *
CMC8562
Message
The log is cleared.
Detailed Description
The hardware log is cleared.
Recommended Response Action
No response action is required.
Category
Audit (CMC = Management Module)
Severity
Severity 3 (Informational)
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC | v*
CMC v* v*
CMC8563
Message

The KVM is mapped to the server slot arg?.

Arguments

e argl = slot number

Detailed Description
The KVM is mapped to the server slot number specified in the message.

Recommended Response Action

No response action is required.

Category
Audit (CMC = Management Module)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8564
Message

The KVM mapping feature is disabled.

Detailed Description
The KVM is not mapped to any of the server slots.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC v* v*

Version 1.80 451



CMC Event Messages

CMC8565
Message
KVM mapping is enabled for the server slot arg?.
Arguments
e arg! =slot number

Detailed Description

The KVM mapping is enabled for the server slot specified in the message. The
KVM cannot be mapped to this server slot.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* V¥
CMC8566
Message

KVM mapping is disabled for the server slot arg7.

Arguments
e argT =slot number

Detailed Description

The KVM mapping is disabled for the server slot specified in the message. The
KVM cannot be mapped to this server slot.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8567
Message

The DVD drive is mapped to the server slot arg?.

Arguments

e argT =slot number
Detailed Description
The DVD drive is mapped to the server slot specified in the message.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v
CMC8568
Message

The DVD drive mapping feature is disabled.

Detailed Description
The DVD drive is disabled and is not mapped to any of the server slots.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
CMC8569
Message

The server slot arg7is enabled for DVD drive mapping.

Arguments

e argT =slot number

Detailed Description

The server slot specified in the message is enabled for DVD drive mapping. The
DVD drive can be mapped to this server slot.

Recommended Response Action
No response action is required.
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Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v *
CMC8570
Message

The server slot arg7is enabled for DVD drive mapping.

Arguments

e argl = slot number

Detailed Description

The server slot specified in the message is disabled for DVD drive mapping. The
DVD drive cannot be mapped to this server slot.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v * v
CMC8571
Message

The coin cell battery in the primary CMC is not working.

Detailed Description

The coin cell battery in the primary CMC is not working. The battery needs to be
replaced.

Recommended Response Action
Replace the coin cell battery in the primary CMC.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

8689
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
cMC v v * v * v *
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v *
CMC v* v*
CMC8572
Message

The coin cell battery in CMC arg7is not working.

Arguments

e argl-=slotid
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Detailed Description

The coin cell battery in the CMC located in the slot specified in the message is
not working. The battery needs to be replaced.

Recommended Response Action
Replace the coin cell battery of the standby CMC.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

8689
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* Vv *
CMC v * v*
CMC8573
Message

The chassis health is arg?.

Arguments

e argl = health state
Detailed Description
The chassis health is critical or non-recoverable.

Recommended Response Action

Review the Chassis log or the Chassis Management Controller(CMC) SEL log for
the failure or Export chassis log and SEL log and contact technical support .

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)
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Redfish Event Type
Alert

No alerts are applicable for this message

CMC8575

Message
The RAC SSL Certificate is changed.

Detailed Description
The RAC SSL Certificate is changed.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Trap/EventID

8691
Redfish Event Type
Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC v* v*
CMC8576
Message

The RAC CA Certificate is changed.

Detailed Description
The RAC CA Certificate is changed.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)
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Severity
Severity 3 (Informational)

Trap/EventID

8691
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v* v *
CMC8577
Message

The Remote Access Controller (RAC) Kerberos Keytab is changed.

Detailed Description
The Remote Access Controller (RAC) Kerberos Keytab is changed.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Trap/EventID

8691
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v * v* v *
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v * v
CMC8578
Message

The Remote Access Controller (RAC) SSL Certificate and key is changed.

Detailed Description
The Remote Access Controller (RAC) SSL Certificate and key is changed.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Trap/EventID

8691
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v * v* v * v*
CMC v* v * v*

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* V¥
cMC v *
CMC8579
Message

Unable to upload the security certificate because of an Unexpected Event issue in
the Remote Access Controller (RAC).

Detailed Description

The security certificate cannot be uploaded because of an Unexpected Event
issue in the Remote Access Controller.

Recommended Response Action
Upload the certificate again and retry operation.
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Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Trap/EventID

8690
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v * v* v *

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v *
CMC8601
Message

The Chassis group arg’is created.

Arguments

e argl=group name

Detailed Description

The Chassis group identified in the message is created. This chassis is the leader
of the group.

Recommended Response Action
No response action required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v*
CMC8602
Message

The Chassis group arg7is deleted.

Arguments

e argl=group name

Detailed Description

The Chassis group identified in the message is deleted. This chassis was the
leader of the group.

Recommended Response Action
No response action required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CcMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC [v*
CMC v* v*
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CMC8603

Message
Unable to read the FRU information from the server arg7, status arg2.

Arguments
e argl = server slot number

e arg2 =server status

Detailed Description

CMC cannot read the information about the FRU, because of an internal issue
with the CMC and the server. Some information such as model number may not
be reported. The server may not power up if the server planar FRU cannot be
read.

Recommended Response Action

Remove and reinsert the server. The Chassis Management Controller will retry
the read operation of the FRU information. If the issue persists, contact your
service provider.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC
LC Log |LCD (0)3] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v *
CMC8604
Message

The FRU on storage sled arg7is not functioning.

Arguments
e arg! =slot number
Detailed Description
The FRU on the storage sled specified in the message is not functioning or CMC

is unable to read it.
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Recommended Response Action

Do the following: 1) Reinsert the specified storage sled or virtual reseat the sled
2) Reset CMC and wait for a few minutes for the CMC to finish restarting. If the
issue persists, contact your service provider.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID

2545
Redfish Event Type
Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC v* v*
CMC8605
Message

The chassis health state is no longer OK and is currently arg7.

Arguments

e argl =health state

Detailed Description

The chassis health state is no longer OK and is currently the state identified in the
message. Actions should be taken to resolve any outstanding issues so that the
chassis health state will return to OK.

Recommended Response Action

Review the Chassis log or the Chassis Management Controller(CMC) SEL log for
any outstanding issue(s) and resolve any issues found by performing the
recommended response action for each issue found. If the issue persists, export
the chassis log and CMC SEL log and contact your support provider.

Category
Audit (CMC = Management Module)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* V¥
CMC8607
Message

Unable to retrieve information about the firmware on server in slot arg7, because
there is no communication between Chassis Management Controller (CMC) and
iDRAC.

Arguments

e arg! =slot number

Detailed Description

Information about the firmware on server in slot identified in the message cannot
be retrieved because there is no communication between Chassis Management
Controller (CMC) and iDRAC.

Recommended Response Action

1.Reset iDRAC by using the graphical user interface (GUI): Click Chassis
Overview > Troubleshooting > Reset Components. In the Reset Server section,
from the Reset drop-down menu, select iDRAC Reset corresponding to the server
iDRAC to be reset, and then click Apply Selection. Or, reset iDRAC by running the
following command at the command line interface (CLI): racadm racreset -m
server-n.2.Reset Chassis Management Controller (CMC) by using the GUI: Click
Chassis Overview > Troubleshooting > Reset Components, and then click Reset/
Failover CMC. Or, reset CMC by running the following command at the CLI:
racadm racreset.For more information about the syntax and parameters used, see
the iDRAC 8/7 v2.30.30.30 RACADM CLI Guide and the Chassis Management
Controller Version 5.0 for Dell PowerEdge M1000e RACADM Command Line
Reference Guide available on the support site.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)
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Trap/EventID
2546
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* 4 v* v*
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CcMC
CMC8608
Message
Unable to start the operation on server in slot arg7, because of insufficient user
privileges.
Arguments

e argl = slot number

Detailed Description
The operation cannot be started on the server identified in the message because
of insufficient user privileges.

Recommended Response Action

Retry the operation by using user credential that has Server Debug privileges. For
more information about recommended user privileges, contact your system
administrator or service provider.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

CMC8609

Message

Unable to read the Complex Programmable Logical Device (CPLD) version
number of sleeve arg7because the CPLD version is very old, or the Chassis
Management Controller (CMC) is unable to identify the version.

Arguments

e argl =sleeve number

Detailed Description

The version number of Complex Programmable Logical Device (CPLD) on the
sleeve identified in the message cannot be read because the CPLD version is very
old, or the Chassis Management Controller (CMC) is unable to identify the
version.

Recommended Response Action

Update the CPLD version of sleeve and retry the operation. For more information
about the recommended CPLD versions, see the Chassis Management Controller
Users Guide available at the support site.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v v*

CMC
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CMC8610

Message

Unable to read because the Field Replaceable Unit (FRU) is not functioning on
the sled arg?.

Arguments

e argl! =sled number

Detailed Description

The read operation cannot be done because the Field Replaceable Unit (FRU) is

not functioning on the sled identified in the message.

Recommended Response Action

Do the following and retry the operation. 1) Reset iDRAC on the sled identified in
the message or reseat the sled. 2) Reset Chassis Management Controller (CMC)
and wait few minutes. If the issue persists, contact your service provider.Reset
iDRAC using racadm racreset -m server-nReset CMC using racadm racreset.
From GUI, navigate to Chassis Overview->Troubleshooting Reset CMC using

Reset/Failover CMC. Reset iDRAC using iDRAC reset from dropdown.

Category

System Health (CMC = Management Module)

Severity

Severity 1 (Critical)

Trap/EventID

2545
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v*
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC
CMC8611
Message

Unable to read the Complex Programmable Logical Device (CPLD) version

number of sled arg7because the CPLD version is very old, or the Chassis

Management Controller (CMC) is unable to identify the version.
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Arguments

e arg? =sled number

Detailed Description

The version number of Complex Programmable Logical Device (CPLD) on the sled
identified in the message cannot be read because the CPLD version is very old, or
the Chassis Management Controller (CMC) is unable to identify the version.

Recommended Response Action

Update the CPLD version of sled and retry the operation. For more information
about the recommended CPLD versions, see the Chassis Management Controller
Users Guide available at the support site.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
2545
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v v* v*
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v*
CMC
CMC8612
Message

The Link Tuning Table is successfully updated by using iDRAC on slot arg7.

Arguments

e arg? =slot number

Detailed Description

The Link Tuning Table is successfully updated by using iDRAC on the slot
identified in the message.

Recommended Response Action
No response action is required.
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Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v v 4
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
cMC
CMC8613
Message
The reset process of iDRAC Non Maskable Interrupt (NMI) on sled arg7is
initiated.
Arguments

e arg! =sled number

Detailed Description

The reset process of iDRAC Non Maskable Interrupt (NMI) on sled identified in
the message is initiated.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC 4 4 4 4
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CMC8614
Message
The reset process of IDRAC Non Maskable Interrupt (NMI) on server arg7is
initiated.
Arguments

e argT =blade number

Detailed Description

The reset process of iDRAC Non Maskable Interrupt (NMI) on server identified in
the message is initiated.

Recommended Response Action
No response action is required.

Category
Audit (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4 v 4
CcMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* 4

CMC

Version 1.80 471



CMC Event Messages

CMC8700

Message
The 170 Module in slot arg7is configured in secure IOM mode.

Arguments

e argl = slot number

Detailed Description

I/0 Module identified in the message cannot be managed from the CMC when
the I/0 Module is configured in secure IOM mode.

Recommended Response Action
No response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC

CMC8701

Message
The Member Chassis could not join the chassis group arg7because either the
Member Chassis is already a part of the other chassis group; or, the Member
Chassis could not be reached.

Arguments

e arg?=GroupName

Detailed Description

The Member Chassis could not join the chassis group identified in the message
because either the Member Chassis is already a part of the other chassis group;
or, the Member Chassis could not be reached.
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Recommended Response Action

Do the following and retry the operation: 1) If the Member Chassis is a part of
other chassis groups, remove the Member Chassis from the other groups by using
the Chassis Management Controller (CMC) graphical user interface (GUI): Log in
to the Member Chassis. Click Chassis Overview > Setup > Group Administration.
From the drop-down menu, select None. 2) Restart the Member Chassis by
clicking Chassis Overview > Troubleshooting > Reset Components > Reset/
Failover CMC. To reset by running RACADM command at the command line
interface (CLI), enter racadm chassisaction reset.

Category
Configuration (CMC = Management Module)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC v *
CMC v* V¥
CMC8702
Message

The Member Chassis exited from the chassis group arg7because of manual
changes made on the member chassis.

Arguments

e arg?=GroupName

Detailed Description

The Member Chassis exited from the Chassis group <GroupName> because of
manual changes made on the member chassis.

Recommended Response Action
No response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC v * v*
CMC8703
Message

The Member chassis has joined the Chassis group arg?.

Arguments

e arg?=GroupName
Detailed Description
The Member chassis identified in the message has joined the chassis group.

Recommended Response Action
No response action required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v * v *
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CMC8704

Message
Lockdown Mode enabled. Unable to apply changes to blade arg?.

Arguments

e arg!=slot num

Detailed Description

The changes cannot be applied to the blade identified in the message because the
LockDown mode is enabled.

Recommended Response Action

Disable the LockDown mode and retry the operation. To disable, log in to iDRAC
and run the RACADM command:racadm set
idrac.lockdown.systemlockdownmode O.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v* v* v* v 4
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC

CMC8705
Message

The peripheral device in slot arg7is in the non-critical state.
Arguments

e arg!=slot num

Detailed Description
The peripheral device in slot identified in the message is in non-critical state.

Recommended Response Action

Resolve the peripheral device hardware issues. For example: a) If the peripheral
device tray is open, close the tray. b) If there is misconfiguration because of
peripheral device insertion, reboot, or operation mode change, configure the
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peripheral device by referring to the Chassis Management Controller (CMC)
Users Guide available on the support site.

Category
Audit (CMC = Management Module)

Severity
Severity 2 (Warning)

LCD Message
Periph health is non critical

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v* v v
CMC v v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v* v
CMC v* v
CMC8706
Message

The peripheral device in slot arg7is in critical state.

Arguments

e arg!=slot num

Detailed Description
The peripheral device in slot identified in the message is in critical state.

Recommended Response Action

Resolve the peripheral device hardware issues. For example: a) If the peripheral
device tray is open, close the tray. b) If there is misconfiguration because of
peripheral device insertion, reboot, or operation mode change, configure the
peripheral device by referring to the Chassis Management Controller (CMC)
Users Guide available on the support site.

Category
Audit (CMC = Management Module)

Severity
Severity 1 (Critical)

Trap/EventID
8689
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LCD Message
Peripheral is critical.

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* 4 4
CMC v v* v*
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v* v*
CcMC v * v *
CMC8707
Message
Management hardware component is not detected in the Management Module in
slot arg1?.
Arguments

e arg!=slot num

Detailed Description
The management hardware component has not been detected in the
Management Module at the slot identified in the message.
Recommended Response Action

If the problem persists for several minutes then do the following : 1)Physically
reseat the Management Module. 2) Perform a Powercycle operation of the
Management Module.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

LCD Message
Management service is critical for the Management Module.

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v*
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v*

CMC

CMC8708

Message
The Management Module at slot arg7has detected thermal issues.

Arguments

e arg!=slot num

Detailed Description

The Management Module at slot identified in the message has detected thermal
issues.

Recommended Response Action

If the problem persists for several minutes then do the following: 1) Powercycle
the Management Module. 2) Review the Hardware Log and check if there are
fans that are not functioning properly. 3) Replace the fans that are not
functioning properly. 4) If all the fans are functioning, check the chassis
temperature by using RACADM. When the fans are functioning properly and the
chassis temperature is too high, the ambient air temperature is too high or the air
inlets are not receiving sufficient air.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

LCD Message
Management service is critical for the Management Module.

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v*
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'* v*

CMC

CMC8709

Message
Management service is initializing on the Management Module at slot arg?.

Arguments

e arg!=slot num

Detailed Description
Management service is initializing in the Management Module at slot identified in
the message.

Recommended Response Action
If the problem persists for several minutes then reset the Management Module on
slot identified in the message.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

LCD Message
Management service is critical for the Management Module.

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v*
CMC
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC
CMC8710
Message
Power loss detected on the Management Module at slot arg7due to reboot or
shutdown.
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Arguments

e arg!=slot num

Detailed Description
Management service has shutdown or rebooted on the Management Module at
slot identified in the message.

Recommended Response Action
If the problem persists for several minutes then perform a Powercycle operation
of the Management Module on slot identified in the message.

Category
System Health (CMC = Management Module)

Severity
Severity 2 (Warning)

LCD Message
Management service is critical for the Management Module.

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v*
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* v*

CMC

CMC8711
Message

Hard drive not detected in the Management Module at slot arg?.
Arguments

e arg!=slot num

Detailed Description
The Management Module at slot identified in the message has not deected one of
the hard drives.

Recommended Response Action

If the problem persists for several minutes then do the following : 1)Physically
reseat the Management Module. 2) Perform a Powercycle operation of the
Management Module.
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Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

LCD Message
Management service is critical for the Management Module.

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v v*
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v* v*

CMC

CMC8712
Message

Internal Error (IErr) has occured in the Management Module at slot arg?.
Arguments

e arg!=slot num

Detailed Description
Management services are affected on the Management Module at slot identified
in the message because of Internal Error (IErr).

Recommended Response Action

If the problem persists for several minutes then do the following : 1)Physically
reseat the Management Module. 2) Perform a Powercycle operation of the
Management Module.

Category
System Health (CMC = Management Module)

Severity
Severity 1 (Critical)

LCD Message
Management service is critical for the Management Module.

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v*
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v*

CMC

CMC8713

Message

The Chassis Management Controller (CMC) cannot currently accept the
configuration change operations because the chassis configuration usage is high.

Detailed Description

The Chassis Management Controller (CMC) cannot currently accept the request
for changing configuration because the chassis configuration usage is high.

Recommended Response Action

Some configuration attributes such as SSH PK authentication consume more
memory space. Delete the unused SSH PK authentication keys and retry the
operation. For information about CMC usage specification, see the Chassis
Management Controller (CMC) Users Guide available at the support site.

Category
Configuration (CMC = Management Module)

Severity
Severity 1 (Critical)

LCD Message

The Chassis Management Controller (CMC) cannot currently accept the request
for changing configuration because the chassis configuration usage is high.

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v 4 v* 4 4
CMC v v*

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* v* 4

482 Version 1.80



CMC Event Messages

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC v * v * v
CMC8714
Message
The Chassis Management Controller (CMC) configuration usage is in normal
state.

Detailed Description
The Chassis Management Controller (CMC) configuration usage is in normal
state. The CMC can currently accept the configuration change operations.
Recommended Response Action
No response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

LCD Message

The Chassis Management Controller (CMC) configuration usage is in normal
state.

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v* v 4
CMC v v*

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'* v* 4

CMC v* v * 4

CMC8715

Message
The peripheral device in slot arg7is healthy.

Arguments

e argl=slot num

Detailed Description
The health of the peripheral in the slot identified in the message is normal.
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Recommended Response Action
No Response action required.

Category

Audit (CMC = Management Module)

Severity

Severity 3 (Informational)

LCD Message

Peripheral Health is Normal

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v* v v
CMC v v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v v* v
CMC v* v
CMC8731
Message

The arg7operation is successfully completed.

Arguments

e argl =operation name

Detailed Description

The operation identified in the message is successfully completed.

Recommended Response Action

No response action is required.

Category

Configuration (CMC = Management Module)

Severity

Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v*
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
CMC8732
Message

The arg? arg2 operation was not successful.

Arguments
e argl =operation name

e arg2 =item name
Detailed Description
The operation item identified in the message was not successful.

Recommended Response Action
No response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v*
CcMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC
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CMC9000
Message
A serial session is initiated to the component arg7at arg2 by using the arg3 mode.
Arguments
e arg!=componentName
e arg2=time

e arg3 =binaryMode

Detailed Description

A serial session is initiated to the component at the time as identified in the
message.

Recommended Response Action
No response action is required.

Category
Configuration (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v*
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC ([v'*

CMC

CMC9001

Message
A serial session to the component arg7is ended at arg2.

Arguments
e arg!=componentName
e arg2=time

Detailed Description

A serial session is ended to the component at the time as identified in the
message.
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Recommended Response Action
No response action is required.

Category
System Health (CMC = Management Module)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v*
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v*

CMC
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CHAPTER 17
CMON Event Messages

CMONO001

Message
Successfully logged in from arg?.

Arguments

e argl =sessionType

Detailed Description

The user successfully logged in using the session type identified in the message.

Recommended Response Action
No response action required.

Category
Audit (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0160

Message

Unable to acknowledge or remove the alert(s) because the field arg7contains an
invalid value arg2.

Arguments
e argl=field ID

e arg2 =invalid values

Detailed Description

The alert(s) cannot be acknowledged or removed because the request contains
an invalid value as identified in the message.

Recommended Response Action
Enter a valid value for the field identified in the message and retry the operation.

Category
Configuration (CMON = Monitoring)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0165

Message

Unable to retrieve information about the message because a record does not exist
for the message ID entered.

Detailed Description

Information about the message cannot be retrieved because a record does not
exist for the message ID entered.

Recommended Response Action
Enter a valid message ID and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO166

Message
The alert policy arg7is successfully created.

Arguments

e argl =policyName
Detailed Description
The alert policy identified in the message is successfully created.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMONO0167

Message
The alert policy arg7is successfully modified.

Arguments
e argl =policyName
Detailed Description
The alert policy identified in the message is successfully modified.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0168

Message
The alert policy arg7is successfully deleted.

Arguments
e arg! =policyName
Detailed Description
The alert policy identified in the message is successfully deleted.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0169

Message
The alert policy arg7is enabled.
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Arguments
e arg? =policyName

Detailed Description
The alert policy identified in the message is enabled.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0170

Message
The alert policy arg7is disabled.

Arguments
e argl! =policyName

Detailed Description
The alert policy identified in the message is disabled.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO173

Message
The number of alerts has exceeded the threshold value arg7. Previous alerts are
automatically deleted from the logs when the total number of alerts reaches
arg2.

Arguments
e arg! = warningSizeLimit
e arg2 = maxSizeLimit
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Detailed Description

The number of alerts has exceeded the warning threshold value identified in the
message. Previous alerts are automatically deleted from the logs when the total
number of alerts reaches the maximum threshold value.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0174

Message

arg7alerts are exported to the file arg2. The exported alerts can be downloaded
from the Archived Alerts page.

Arguments
e arg? =Number
o arg2 =fileName

Detailed Description

Alerts are exported to the file as identified in the message. The exported alerts
can be downloaded from the Archived Alerts page.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0175

Message
The status for alert(s) with ID(s) arg7has been updated to the status arg2.

Arguments
e argl=IDs
e arg2 =status
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Detailed Description
The status of alert(s) is updated to the status as identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONO0176

Message
The alert(s) with ID(s) arg7are deleted.

Arguments

e argl=id

Detailed Description
The alert(s) identified in the message are deleted.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1030

Message
Unable to modify the alert policy arg7because the alert policy is a default policy.

Arguments

e arg?=policyld

Detailed Description

The alert policy identified in the message cannot be modified because the alert
policy is a default policy. Default policies cannot be modified.For a list of default
policies provided, see the MSM Users Guide. Also, click the F1 key to view the
Online Help on the MSM Graphical User Interface (GUI).
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Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1031

Message

Unable to delete the alert policies because the list contains one or more default
policies.

Detailed Description
The alert policies cannot be deleted because the list contains one or more default
policies.

Recommended Response Action

Remove the default policy and retry the operation.For a list of default policies
provided, see the MSM Users Guide. Also, click the F1 key to view the Online Help
on the MSM Graphical User Interface (GUI).

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1222

Message
Unable to retrieve alert information because no record exists for the entered
Event ID.

Detailed Description

Alert details cannot be retrieved because no record exists for the entered Event
ID.

Recommended Response Action
Enter a valid Event ID and retry the operation.

Category
Configuration (CMON = Monitoring)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1224

Message

Unable to retrieve alert severity details because no record exists for the entered
Event Severity ID.

Detailed Description

Alert severity details cannot be retrieved because no record exists for the entered
Event Severity ID.

Recommended Response Action
Enter a valid Event Severity ID and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1225

Message
Unable to retrieve alert status details because no record exists for the entered
Event Status ID.

Detailed Description
Alert status details cannot be retrieved because no record exists for the entered
Event Status ID.

Recommended Response Action
Enter a valid Event Status ID and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMON1226

Message

Unable to retrieve the event catalog because the given Event Catalog ID does not
exist.

Detailed Description

The operation cannot be completed because no record exists for the given Event
Catalog ID.

Recommended Response Action
Enter a valid Event Catalog ID and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1228

Message

Unable to retrieve alert category information because no event category or
subcategory information exists for the catalog name entered.

Detailed Description

Alert category information cannot be retrievedbecause no event category or
subcategory information exists for the entered catalog name.

Recommended Response Action
Enter a valid catalog name and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1229

Message
Unable to import the uploaded MIB file because it is a default MIB file and cannot
be imported or edited.

Detailed Description

The uploaded MIB file cannot be imported because it is a default MIB file and
cannot be imported or edited.
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Recommended Response Action
Upload a MIB file that not a built-in file and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1330

Message
Unable to delete the default arg7because the operation is not allowed.

Arguments

e argl! = entity name
Detailed Description
The default value identified in the message cannot be deleted.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1332

Message
The new event catalog arg7is added.

Arguments

e arg!=name
Detailed Description
The new event catalog identified in the message is added.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)
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Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON1348

Message
The event catalog arg7is updated.

Arguments

e arg!=event catalog
Detailed Description
The event catalog identified in the message is updated.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (03] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CMON1349

Message
The event catalog arg7is deleted.

Arguments

e argl=event catalog

Version 1.80 499



CMON Event Messages

Detailed Description
The event catalog identified in the message is deleted.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CMON7001

Message
Unable to create or modify the alert policy because the entered payload is null.

Detailed Description

The alert policy cannot be created or modified because the entered payload is
null.

Recommended Response Action
Enter a valid payload and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMON7003

Message

Unable to create the alert policy because the field arg7 must not have a non-zero
value.

Arguments

o argl = fieldName

Detailed Description

The alert policy cannot be created because the field identified in the message is
not required.

Recommended Response Action
Set the value for the field mentioned in the message to O and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON7004

Message

Unable to create or update the alert policy because the field arg7cannot be null or
empty.

Arguments

e argl! = fieldName

Detailed Description

The alert policy cannot be created or updated because the field identified in the
message cannot be null or empty.

Recommended Response Action
Enter a valid value for the field identified in the message and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMON7006

Message

Unable to process the create or update request because Action Templates are not
available in the system.

Detailed Description

The request cannot be processed because Action Templates are not available in
the system.

Recommended Response Action
Initialize the system with set of Action Templates and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON7007

Message

Unable to create or update the alert policy because the entered value for arg7is
invalid.

Arguments

o argl! =fieldName

Detailed Description

The alert policy cannot be created or updated because an invalid value is entered
for the field identified in the message.

Recommended Response Action

Please select a valid value for the field identified in the messageand retry the
operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMON?7008

Message

Unable to create or update the alert policy because the action arg7cannot be
combined with any other actions.

Arguments

e argl =actionTemplateName

Detailed Description

The alert policy cannot be created or updated because the action identified in the
message cannot be combined with any other action.

Recommended Response Action

Remove either the action identified in the message or all other actions and retry
the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON?7009

Message

Unable to update the alert policy because the entered Policy ID arg7is invalid or
does not exist in the system.

Arguments
e arg?=policyld

Detailed Description

The alert policy cannot be updated because the Policy ID identified in the
message is invalid or does not exist in the system.

Recommended Response Action
Enter a valid Policy ID and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMON7010

Message

Unable to create or modify the alert policy because the fields arg7contain the
invalid values argZ2.

Arguments
e argl = field names

e arg2 = field values

Detailed Description

The alert policy cannot be created or modified because invalid values are entered
in the fields as identified in the message.

Recommended Response Action
Enter valid values in the fields identified in the message and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON70M

Message

Unable to create or modify the alert policy because an invalid value arg7is entered
for the action arg?2.

Arguments
e arg? =fieldName

e arg2 =actionName

Detailed Description
The alert policy cannot be created or modified because an invalid value is entered
in the field for the action as identified in the message.

Recommended Response Action

Enter a valid value for the action identified in the message and retry the
operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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No alerts are applicable for this message

CMON?7012

Message

Unable to create or modify the alert policy because an alert policy already exists
with the same name.

Detailed Description

The alert policy cannot be created or updated because an alert policy already
existswith the same name.

Recommended Response Action
Enter a unique alert policy name and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON7013

Message

Unable to create or modify the alert policy because the sub-categories arg7are
invalid for the categories arg2 entered.

Arguments
e arg!=subCategories
e arg2 = categories

Detailed Description

The alert policy cannot be created or updated because the sub-category entered
is invalid for the category entered as identified in the message.

Recommended Response Action
Enter a valid sub-category for the entered category and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CMON7014

Message

Unable to create or modify the alert policy because the number of enterd sub-
categories does not match the number of provided categories.

Detailed Description

The alert policy cannot be created or modified because the number of sub-
categories does not match the number of categories entered.

Recommended Response Action

Make sure the number of categories and sub-categories is same and retry the
operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMON7015

Message

Unable to create or modify the alert policy because one or more of the entered
devices does not exist.

Detailed Description

The alert policy cannot be created or updated because one or more of the entered
devices does not exist.

Recommended Response Action
Make sure that the entered device ID(s) are valid and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CMON7016

Message

All the excess alerts data is purged to the drive. To download the archived alerts,
click Archived Alerts under Alerts on the MSM home page.

Detailed Description

All the excess alerts data is purged to the drive. To download the archieved alerts,
click Alerts > Archieved Alerts on the MSM home page.

Recommended Response Action
No response action required.

Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CMON?7017

Message

Unable to create or update the alert policy because the field Undiscovered Target
does not corresponds to a valid network address or hostname.

Detailed Description

Unable to create or update the alert policy because the field Undiscovered Target
does not correspond to a valid network address or hostname.

Recommended Response Action
No response action required.
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Category
Configuration (CMON = Monitoring)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CMONS8001

Message
Unable to acknowlege the alert(s) because the field arg7contains an invalid value.

Arguments

e argl! =fieldName

Detailed Description

The alert(s) cannot be acknowledged because the field identified in the message
contains an invalid value.

Recommended Response Action
Enter a valid value for the field identified in the message and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONB8004

Message

Unable to create or modify the alert policy because an All Categories selection
cannot be combined with an Individual Category selection.
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Detailed Description

The alert policy cannot be created or updated because an All Categories
selection, defined by the input 0, cannot be combined with an Individual Category
selection.

Recommended Response Action

Remove either the All Categories selection or all other categories and retry the
operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONB8005

Message

Unable to create or update the alert policy because the parameter arg7contains a
duplicate value arg2.

Arguments
o argl = fieldName

e arg2 = fieldValue

Detailed Description

The alert policy cannot be created or updated because the request contains a
duplicate value as identified in the message.

Recommended Response Action
Enter a unique value and retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONS8007

Message

Unable to process the request because the All parameter must not be combined
with non-filter parameters.
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Detailed Description

The request cannot be processed because the All parameter must not be
combined with non-filter parameters.

Recommended Response Action

Make sure that only the Allparameter and filters are present in the request
payloadand retry the operation.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMONS8008

Message
All the diagnostic files of 512 MB and greater size are purged to the drive.

Detailed Description
All the diagnostic files of 512 MB and greater size are purged to the drive.

Recommended Response Action
Make sure that the file size is equal or less than 512 MB.

Category
Configuration (CMON = Monitoring)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC




CHAPTER 18
CMSC Event Messages

CMSC0161

Message
Unable to register arg7using software ID arg2 with the OAuth server.

Arguments
e argl =client name

e arg2 =software Id

Detailed Description

The client identified in the message could not be registered with the OAuth
Server.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CMSC = Miscellaneous)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMSCO0162

Message

Unable to authorize arg7with software ID arg2because of an incorrect
authentication or handshake challenge response.

Arguments
e arg!=clientName

e arg2 =software ID

Detailed Description

The client identified in the message cannot be authorized because of an incorrect
authentication or handshake challenge response.

Recommended Response Action
Reinitiate OAuth registration and retry the operation.
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Category
Configuration (CMSC = Miscellaneous)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMSCO0163

Message

Unable to validate client authorization because an error occurred while creating
an access token for arg7with software ID arg2.

Arguments
e arg!=client name

e arg2 =softwareld

Detailed Description

Client authorization could not be validated because an error occurred while
creating an access token for the client identified in the message.

Recommended Response Action
No response action required.

Category
Configuration (CMSC = Miscellaneous)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMSC0164

Message

Unable to validate client authorization because arg7is not registered with the
Modular Manager OAuth server.

Arguments

e argl=client|D

Detailed Description

Client authorization cannot be validated because the client identified in the
message is not registered with the Modular Manager OAuth server.

Recommended Response Action
No response action required.

512 Version 1.80



CMSC Event Messages

Category
Configuration (CMSC = Miscellaneous)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CMSC1090

Message
Unable to retrieve Audit Logs because an error occurred.

Detailed Description
The Audit Logs could not be retrieved because an error occurred.

Recommended Response Action

Make sure the entered filters are valid and retry the operation. If the issue
persists, contact your system administrator.

Category
Configuration (CMSC = Miscellaneous)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CHAPTER 19
CPU Event Messages

CPUO0000

Message

Internal error has occurred check for additional logs.

Detailed Description

System event log and OS logs may indicate the source of the error.

Recommended Response Action

Review System Event Log and Operating System Logs. These logs can help the
user identify the possible issue that is producing the problem.

Category

System Health (CPU = Processor)

Severity

Severity 3 (Informational)

Trap/EventID
2243

LCD Message

Internal error has occurred check for additional logs.

OMSA Event ID

5604
OMSA Trap ID
5604
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v 4 v v v
CcMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v v v v
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

CPUO0001
Message

CPU arg7has a thermal trip (over-temperature) event.
Arguments

e arg?!=number

Detailed Description
The processor temperature increased beyond the operational range. Thermal
protection shut down the processor. Factors external to the processor may have
induced this exception.

Recommended Response Action
Review logs for fan failures, replace failed fans. If no fan failures are detected,
check inlet temperature (if available) and reinstall processor heatsink.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message
CPU <number> has a thermal trip. Check CPU heat sink

OMSA Event ID

5604
OMSA Trap ID
5604
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* 4 v v v
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC
CPU0002
Message

CPU arg7has failed the built-in self-test (BIST).

Arguments

e arg?!=number

Detailed Description

None.

Recommended Response Action

1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is inserted correctly, if the
processor is removable. 3) If the issue still persists, contact technical support.
Refer to the product documentation to choose a convenient contact method.

Category

System Health (CPU = Processor)

Severity

Severity 1 (Critical)

Trap/EventID

2291
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CcMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v v v v
CMC
CPUO0003
Message

CPU argTis stuck in POST.
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Arguments

e arg! =number

Detailed Description
None.

Recommended Response Action

1) Turn off the server and disconnect input power for one minute. Re-apply input
power and turn system on. 2) Reduce system configuration to minimum memory
and remove all PCI devices. If system completes POST, update system BIOS. Re-
install memory and PCl one component at a time to meet the original
configuration. 3) If the issue still persists, contact technical support. Refer to the
product documentation to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
CMC
CPUO0004
Message

CPU argT7failed to initialize.

Arguments

e arg! =number
Detailed Description
None.

Recommended Response Action

1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is inserted correctly, if the

518 Version 1.80



CPU Event Messages

processor is removable.3) If the issue still persists, contact technical support.
Refer to the product documentation to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID

2291
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v 4 v 4
CMC
CPU0005
Message

CPU arg7 configuration is unsupported.

Arguments

e arg? =number
Detailed Description
System is unable to boot or may run in a degraded state.

Recommended Response Action
Review product documentation for supported CPU configurations.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message
CPU <number> configuration is unsupported. Check CPU or BIOS revision
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OMSA Event ID

5604
OMSA Trap ID
5604
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
CPUO0006
Message

Unrecoverable CPU complex error detected on CPU arg?.

Arguments

e arg?!=number

Detailed Description
System is unable to boot or may run in a degraded state.

Recommended Response Action

1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
CPU0007
Message

CPU argTis present.

Arguments

e arg? =number
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
OMSA Event ID
5602
OMSA Trap ID
5602
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 4 4 v
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC
CPU0008
Message

CPU argTis disabled.

Arguments

e arg! =number

Detailed Description

System is unable to boot or may run in a degraded state.

Recommended Response Action

If unexpected, check presence, and system setup (BIOS) configuration.

Category

System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID
2242
OMSA Event ID
5603
OMSA Trap ID
5603
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CcMC
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
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CPU0009

Message
CPU arg7terminator is present.

Arguments

e arg?=number
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPUO0010
Message

CPU argTis throttled.

Arguments

e arg? =number

Detailed Description
The CPU is throttled due to thermal or power conditions.

Recommended Response Action
Review system logs for power or thermal exceptions.
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Category
System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID
2242

LCD Message
CPU <number> is throttled.

OMSA Event ID

5603
OMSA Trap ID
5603
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
CMC
CPUOOM
Message

Uncorrectable Machine Check Exception detected on CPU arg7.

Arguments

e arg?=number

Detailed Description
None.

Recommended Response Action

Review System Event Log and Operating System Logs. If the issue persists,
contact technical support. Refer to the product documentation to choose a
convenient contact method.

Category
System Health (CPU = Processor)
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Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message

Uncorrectable Machine Check Exception detected on CPU <number>. Contact
Support

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 4
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
CPU0012
Message

Correctable Machine Check Exception detected on CPU arg7.

Arguments

e arg?=number

Detailed Description
None.

Recommended Response Action

Review System Event Log and Operating System Logs. If the issue persists,
contact technical support. Refer to the product documentation to choose a
convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID
2242

LCD Message
Correctable Machine Check Exception detected on CPU <number>.
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OMSA Event ID

5603
OMSA Trap ID
5603
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v* v v v 4 v
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
CPUO016
Message
CPU argTis operating correctly.
Arguments
e arg?!=number
Detailed Description
None.
Recommended Response Action
No response action is required.
Category
System Health (CPU = Processor)
Severity
Severity 3 (Informational)
Trap/EventID
2243
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPU0021
Message

CPU argTis configured correctly.

Arguments

e arg?=number
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v

CMC
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CPU0024

Message
CPU argTis enabled.

Arguments

e arg?=number
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPU0025
Message

CPU arg7terminator is absent.

Arguments

e arg? =number

Detailed Description
System is unable to boot or may run in a degraded state.

Recommended Response Action
Check presence and reinstall the terminator.
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Category
System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID

2242
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 4
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v 4 v 4
CMC
CPU0700
Message

CPU argTinitialization error detected.

Arguments

e arg?=number

Detailed Description
System BIOS was unable to boot the processor.

Recommended Response Action
1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message
CPU <numbers> initialization error detected. Power cycle system
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v v v v
CcMC
CPU0701
Message

CPU argTprotocol error detected.

Arguments

e arg?=number

Detailed Description

System event log and OS logs may indicate that the exception is external to the
processor.

Recommended Response Action

1) Check system and operating system logs for exceptions. If no exceptions are
found continue. 2) Turn system off and remove input power for one minute. Re-
apply input power and turn system on. 3) Make sure the processor is seated
correctly. 4) If the issue still persists, contact technical support. Refer to the
product documentation to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity

Severity 1 (Critical)
Trap/EventID

2241

LCD Message
CPU <number> protocol error detected. Power cycle system

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
CPU0702
Message

CPU bus parity error detected.

Detailed Description
System event log and OS logs may indicate that the exception is external to the
processor.

Recommended Response Action
Check system and operating system logs for exceptions. If no exceptions found,
remove input power, reinstall the processor, then apply input power.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message
CPU bus parity error detected. Power cycle system

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v v v
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* 4 v 4 v
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LC Log | LCD

os
Log

Power
Off

Power | Reset |Chassis

Cycle

Event Proxy

CMC

CPUO0703

Message

CPU bus initialization error detected.

Detailed Description

System event log and OS logs may indicate that the exception is external to the

processor.

Recommended Response Action

1) Check system and operating system logs for exceptions. If no exceptions are
found continue. 2) Turn system off and remove input power for one minute. Re-
apply input power and turn system on. 3) Make sure the processor is seated
correctly. 4) If the issue still persists, contact technical support. Refer to the

product documentation to choose a convenient contact method.

Category

System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message

CPU bus initialization error detected. Power cycle system

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v v v v v
CcMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v 4 v 4
CMC
CPU0704
Message

CPU arg7machine check error detected.
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Arguments

e arg! =number

Detailed Description
System event log and OS logs may indicate that the exception is external to the
processor.

Recommended Response Action

1) Check system and operating system logs for exceptions. If no exceptions are
found continue. 2) Turn system off and remove input power for one minute. Re-
apply input power and turn system on. 3) Make sure the processor is seated
correctly. 4) If the issue still persists, contact technical support. Refer to the
product documentation to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message
CPU <number> machine check error detected. Power cycle system

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* 4 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v v v v
CMC
CPU0800
Message

CPU arg7voltage regulator module is present.

Arguments

e arg!=number

Detailed Description
None.
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Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPUO0801
Message

CPU arg7voltage regulator module failed.

Arguments

e arg? =number

Detailed Description
System performance may be degraded or the system may fail to operate.

Recommended Response Action

1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241
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LCD Message
CPU <number> voltage regulator module failed. Reseat module

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 4 4 v
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* v
CcMC
CPU0802
Message

A predictive failure detected on CPU arg7voltage regulator module.

Arguments

e arg!=number

Detailed Description
System performance may be degraded or the system may fail to operate.

Recommended Response Action
1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID
2242

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC
CPU0803
Message

The power input for CPU arg7voltage regulator module is lost.

Arguments

e arg? =number

Detailed Description
System performance may be degraded or the system may fail to operate.

Recommended Response Action
1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message
Lost power input for CPU <number> voltage regulator module. Reseat module

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v 4 v 4 v
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v * v
CcMC
CPU0804
Message

The power input for CPU arg?voltage regulator module is outside of range.

Arguments

e arg! =number

Detailed Description
System performance may be degraded or the system may fail to operate.

Recommended Response Action

1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)

Trap/EventID
2241

LCD Message

Power input for CPU <number> voltage regulator module is outside of range.
Reseat module

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 4
CcMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* 4

CMC
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CPU0805

Message
The power input for CPU arg7voltage regulator module is outside of range, but it
is attached to the system.

Arguments

e arg?=number

Detailed Description
System performance may be degraded or the system may fail to operate.

Recommended Response Action

1) Turn system off and remove input power for one minute. Re-apply input power
and turn system on. 2) Make sure the processor is seated correctly. 3) If the
issue still persists, contact technical support. Refer to the product documentation
to choose a convenient contact method.

Category
System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID

2242
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPU0806
Message

CPU arg7voltage regulator module is incorrectly configure.

Arguments

e arg? =number

Detailed Description
System performance may be degraded or the system may fail to operate.
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Recommended Response Action
Review product documentation for proper configuration and installation
procedures.

Category
System Health (CPU = Processor)

Severity

Severity 1 (Critical)
Trap/EventID

2241

LCD Message

CPU <number> voltage regulator module incorrectly configure. Check
configuration

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v 4 v v v
CcMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* v
cMC
CPUO0816
Message

CPU arg7voltage regulator module is absent.

Arguments

e arg?=number
Detailed Description
System performance may be degraded or the system may fail to operate.

Recommended Response Action
If removal was unintended, check presence and re-install .

Category
System Health (CPU = Processor)

Severity
Severity 1 (Critical)
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Trap/EventID
2241

LCD Message
CPU <number> voltage regulator module absent. Check module

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC v * v
CMC
CPU0817
Message

CPU arg7voltage regulator module is operating normally.

Arguments

e arg?!=number
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v 4 4 4 4 4
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPUO0819
Message

The power input for CPU arg7voltage regulator module has been restored.

Arguments

e arg?=number
Detailed Description
None.

Recommended Response Action
No response action is required.

Category
System Health (CPU = Processor)

Severity
Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v

CMC
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CPU0822

Message

CPU arg7voltage regulator module is configured correctly.

Arguments

e arg?=number

Detailed Description

None.

Recommended Response Action

No response action is required.

Category

System Health (CPU = Processor)

Severity

Severity 3 (Informational)

Trap/EventID

2243
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC
CPU9000
Message

An OEM diagnostic event occurred.

Detailed Description

None.

Recommended Response Action

No response action is required.

Category

System Health (CPU = Processor)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'*

CMC

CPU9001
Message

CPU interconnect arg’has a correctable error.
Arguments

e arg?=CPU number

Detailed Description
A correctable error was detected in propagation of signals between processors.

Recommended Response Action

Do the following: 1) Restart the server and verify whether or not the issue
persists. 2) If yes, reseat the processors, and then restart the server. 3) If the
issue persists, contact your server provider.

Category
System Health (CPU = Processor)

Severity
Severity 2 (Warning)

Trap/EventID
2242

LCD Message
CPU interconnect <CPU number> has a correctable error.

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC




CHAPTER 20
CPUA Event Messages

CPUA0023

Message
CPU argTis absent

Arguments

e arg?=number
Detailed Description
None.

Recommended Response Action
Verify processor installation. If present, reseat the processor.

Category
System Health (CPUA = Processor Absent)

Severity
Severity 1 (Critical)

Trap/EventID
2457

LCD Message
CPU <number> is absent. Check CPU

OMSA Event ID

5601
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v 4 v 4 v
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'* v v v v
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CHAPTER 21
CREP Event Messages

CREPO0179

Message
A report with the name arg7has been argZ2.

Arguments
e arg! =report name

e arg2 =operation name
Detailed Description
A report identified in the message has been modified.

Recommended Response Action
No response action required.

Category
Configuration (CREP = Reports)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |[LCD (0)3] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CREP1331

Message
Unable to create or update the report because the entered name already exists.
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Detailed Description

The report cannot be created or updated because the specified name already
exists.

Recommended Response Action
Enter a different report name and retry the operation.

Category
Configuration (CREP = Reports)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CREP1335

Message
The requested report does not contain any data.

Detailed Description
The requested report does not contain any data.

Recommended Response Action
No response action required.

Category
Configuration (CREP = Reports)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CHAPTER 22
CSEC Event Messages

CSECO0051

Message
New local user arg7created.

Arguments

e argl =user name
Detailed Description
New local user created.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC0052

Message
Local User arg7configuration modified.

Arguments

e argl =user name
Detailed Description
Local user updated.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)
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Redfish Event Type
Alert

No alerts are applicable for this message

CSECO0053

Message
Local user arg7deleted.

Arguments

e argl=userNamel

Detailed Description
Local user deleted.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC0056

Message
The Directory Group arg7is deleted.

Arguments

e argl=user name 1

Detailed Description
The Directory Group identified in the message is deleted.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSECO0057
Message

The Directory Group configuration of user arg7is successfully modified.

Arguments

e arg! =userName

Detailed Description

The Directory Group configuration of the user identified in the message is
successfully modified.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CSEC1002

Message
Unable to change the password because an invalid password is entered.

Detailed Description
The password cannot be changed because an invalid password is entered.

Recommended Response Action
Enter a valid password and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1006

Message

Unable to set the password because the entered password matches one of arg?
previously used passwords.

Arguments

o argl=argl

Detailed Description

The password cannot be set because the entered password matches one of the
previously used passwords.

Recommended Response Action
Enter a password that has not been previously used and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1007

Message

Unable to set the password because the entered password contains the word
argf.
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Arguments

e arg!=word

Detailed Description

The password cannot be set because the entered password contains the word
identified in the message.

Recommended Response Action
Enter a password that does not contain a dictionary word and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1008

Message

Unable to set the password because the entered password contains the reversed
word arg’?.

Arguments

e argl!=word

Detailed Description

The password cannot be set because the entered password contains the reversed
word identified in the message.

Recommended Response Action

Enter a password that does not contain a reversed dictionary word and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1009

Message

Unable to set the password because the entered password contains an invalid
pattern arg?.

Version 1.80 553



CSEC Event Messages

Arguments

e argl=pattern

Detailed Description

The password cannot be set because the entered passwordcontains an invalid
pattern as identified in the message.

Recommended Response Action

Enter a password that does not contain the invalid pattern and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1010

Message

Unable to set the password because the entered password does not match the
pattern arg’7.

Arguments

e argl =pattern

Detailed Description

The password cannot be set because the entered password does not match the
specified pattern identified in the message.

Recommended Response Action
Enter a password that matches the specified pattern and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1011

Message

Unable to set the password because the entered password contains the invalid
character arg’?.
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Arguments

e argl =character

Detailed Description

The password cannot be set because the entered password containsthe invalid
characteridentified in the message.

Recommended Response Action
Enter a password without an invalid character and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1014

Message

Unable to set the password because the entered password contains the invalid
alphabetical sequence arg?.

Arguments

e argl =sequence

Detailed Description

The password cannot be set because the entered password contains the invalid
alphabetical sequence identified in the message.

Recommended Response Action

Enter a password without an invalid alphabetical sequence and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1015

Message

Unable to set the password because the entered password contains the invalid
numerical sequence arg?.
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Arguments

e arg! =sequence

Detailed Description

The password cannot be set because the entered password contains the invalid
numerical sequence identified in the message.

Recommended Response Action
Enter a password without an invalid numerical sequence and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1016

Message

Unable to set the password because the entered password contains the user ID
argf.

Arguments

e argl=userl|D

Detailed Description

The password cannot be set because the entered password contains the user ID
identified in the message.

Recommended Response Action
Enter a password without the user ID and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1017

Message

Unable to set the password because the entered password contains the user ID
arg’in reverse.
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Arguments

e argl!=userlD

Detailed Description

The password cannot be set because the entered password contains the user ID
in reverse as identified in the message.

Recommended Response Action
Enter a password without the user ID in reverse and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1018

Message

Unable to set the password because the entered password cannot contain
whitespace characters.

Detailed Description

The password cannot be set because the entered password contains whitespace
characters.

Recommended Response Action
Enter a password without whitespace characters and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1019

Message

Unable to set the password because the entered password must contain at least
arg7uppercase letters.

Arguments

e arg?!=number
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Detailed Description

The password cannot be set because the password must contain uppercase
letters as identified in the message.

Recommended Response Action

Enter a password that contains at least the specified number of uppercase letters
and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1020

Message

Unable to set the password because the entered password must contain at least
arg7lowercase letters.

Arguments

o argl=argl

Detailed Description

The password cannot be set because the password must contain lowercase
letters as identified in the message.

Recommended Response Action

Enter a password that contains at least the specified number of lowercase
letterss and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1021

Message

Unable to set the password because the password must contain at least arg7
alphabetical characters.

Arguments

e arg?!=number
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Detailed Description

The password cannot be set because the entered passworddoes notcontain the
required number ofalphabetical characters asidentified in the message.

Recommended Response Action

Enter a password that contains at least the specified number of alphabetical
characters and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1022

Message

Unable to set the password because the entered password must contain at least
arg7numerical characters.

Arguments

e arg?!=number

Detailed Description

The password cannot be set because the entered passworddoes notcontainthe
required number of numerical characters as identified in the message.

Recommended Response Action

Enter a password that contains at least the specified number of numerical
characters and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1023

Message

Unable to set the password because the entered password must contain at least
arg1special characters.

Arguments

e arg?!=number
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Detailed Description

The password cannot be set because the entered passworddoes notcontain the
required number ofspecial characters as identified in the message.

Recommended Response Action

Enter a password that contains at least the specified number of special
characters and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1024

Message

Unable to set the password because the entered password matches only arg7of
arg2 character rules. A total number of arg3 character rules must match.

Arguments
e arg?! =number 2
e arg2 =number 3

e arg3 =number1

Detailed Description

The password cannot be set because the entered password does not match the
total number of character rules identified in the message.

Recommended Response Action

Enter a password that matches the specified number ofcharacter rules and retry
the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1025

Message

Unable to set the password because the entered password cannot be the same as
your arglpassword.
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Arguments

o argl=argl

Detailed Description

The password cannot be set because the entered password must not be the same
password as identified in the message.

Recommended Response Action
Enter a different password and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1026

Message

Unable to set the password because the entered password must not be more than
argicharacters.

Arguments

e arg! =number

Detailed Description

The password cannot be set because the password length must not be more than
the character length identified in the message.

Recommended Response Action

Enter a password that is not more than the specified character length and retry
the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1027

Message

Unable to set the password because the entered password length must not be
less than arg7characters.

Version 1.80 561



CSEC Event Messages

Arguments

e arg! =number

Detailed Description

The password cannot be set because the entered password length must not be
less than the character length identified in the message.

Recommended Response Action

Enter a password that is not less than the specified character length and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1028

Message
Unable to set the password because the entered password is insecure.

Detailed Description
The password cannot be set because the entered password is insecure.

Recommended Response Action
Enter a secure password and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1029

Message

Unable to set the password because the entered password contains an invalid
sequence arg7.

Arguments

e arg!=sequence
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Detailed Description

The password cannot be set because the entered password contains an invalid
sequence as identified in the message.

Recommended Response Action

Enter a password that does not contain an invalid sequence and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1030

Message

Unable to set the password because the entered password contains the invalid
character arg7.

Arguments

e argl =character

Detailed Description

The password cannot be set because the entered password contains the invalid
character identified in the message.

Recommended Response Action
Enter a password without an invalid character and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC1102

Message
Unable to update the login IP range because the entered value is empty or invalid.

Detailed Description

The login IP range cannot be updated because theentered value is empty or
invalid.

Recommended Response Action
Enter a valid IP address or range and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC121

Message
Successfully imported the new directory group arg?.

Arguments

e argl!=userName1
Detailed Description
Directory user successfully imported.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC1213

Message
Unable to add the user arg7because argZ2.

Arguments
e argl =user name

e arg2 =reason message

Detailed Description
The user cannot be added because of the reasons identified in the message.

Recommended Response Action

Correct the error identified in the message and retry the operation. If the issue
persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1214

Message
Unable to update the user arg7because arg2.

Arguments
e arg! =user name

° argZ =reason message

Detailed Description

The user information cannot be updated because of the reasons identified in the
message.

Recommended Response Action

Correct the error identified in the message and retry the operation. If the issue
persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

Version 1.80 565



CSEC Event Messages

CSEC1215

Message
Unable to delete the user arg7because arg2.

Arguments
e arg! =user namel

e arg2 =reason message

Detailed Description
The user cannot be deleted because of the reasons identified in the message.

Recommended Response Action

Make sure the account is valid and retry the operation. Verify the account status
by going to the User Settings page.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1216

Message
The user arg7cannot be disabled because arg2.

Arguments
e arg!=user name 1

e arg2 =reason Message
Detailed Description
The user cannot be disabled because of the reasons identified in the message.

Recommended Response Action

Make sure the account is valid and retry the operation. Verify the account status
by going to the User Settings page.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC1217

Message
The User arg7cannot be enabled because arg2.

Arguments
e argl=user name 1

e arg2 =reason message

Detailed Description
The user cannot be enabled because of the reasons identified in the message.

Recommended Response Action

Make sure the account is valid and retry the operation. Verify the account status
by going to the User Settings page.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1218

Message
Unable to update the Login Security Policy Settings because arg?.

Arguments

e argl =reason message

Detailed Description

The Login Security Policy Settings cannot be updated because of the reasons
identified in the message.

Recommended Response Action

Correct the error identified in the message and retry the operation. If the issue
persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC1219

Message

Unable to update the Directory Group of arg7because only Role can be modified
for imported directory group.

Arguments

e argl!=user Name 1

Detailed Description

The Directory Group cannot be updated because of the reasons identified in the
message.

Recommended Response Action

Correct the error identified in the message and retry the operation. If the issue
persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1305
Message
Unable to set the default password because the Modular Manager did not
respond.

Detailed Description

The default chassis password cannot be set because theModular Managerdid not
respond.

Recommended Response Action
Retry the operation. If the issue persistes, contact your service provider.

Category
Configuration (CSEC = Security)
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Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1306

Message

Unable to set the chassis default password because the earlier password could
not be retrieved.

Detailed Description

Unable to set the default chassis passwordbecause the earlier password could not
be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your service provider.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1401

Message
Unable to update the encryption key in local storage because an error occurred.

Detailed Description
Unable to update the encryption key in local storage because an error occurred.

Recommended Response Action

Retry the operation. If the issue persists, contact your product support
representative.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC1500

Message
Unable to create the user name arg7because the user name already exists.

Arguments

e arg! =userName

Detailed Description

The user name identified in the message cannot be created because the user
name already exists.

Recommended Response Action
Enter another user name and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1501

Message
Unable to create or update user because the password field is empty or null.

Detailed Description

The user cannot be created or updated because the password field is empty or a
null value is entered.

Recommended Response Action
Enter a valid password and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1502

Message

Unable to edit or delete the account because it is a built-in administrative
account.
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Detailed Description

The account cannot be edited or deleted because it is a built-in administrative
account.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1503

Message

Unable to add/import new account/Group because the maximum limit for allowed
accounts/Groups has reached.

Detailed Description

New account cannot be created because the maximum number of allowed
accounts is already created.

Recommended Response Action
Remove an existing account and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1505

Message
Unable to create or edit user because the user name contains a white space.

Detailed Description
User cannot be created or edited because the username contains a white space.

Recommended Response Action
Delete the white space and try the operation.

Category
Configuration (CSEC = Security)
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Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1506

Message

Unable to create or edit user because the user name length exceeds the maximum
limit of arg7characters.

Arguments

e arg?!=max limit

Detailed Description

User cannot be created or edited because the user name length exceeds the
maximum limit.

Recommended Response Action
Create a user name that has a length equal to or less than the maximum limit.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1507

Message
Unable to create or edit user because the user name contains invalid characters.

Detailed Description

User cannot be created or edited because the user name contains non-
alphanumeric characters.

Recommended Response Action
Delete the invalid characters and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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No alerts are applicable for this message

CSEC1509

Message
Unable to create or edit user because an invalid role type is entered.

Detailed Description
User cannot be created or edited because an invalid role type is entered.

Recommended Response Action
Enter a valid role type and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1510

Message

Unable to get the account because the specified account does not exist in the
system.

Detailed Description

Unable to get the account because the specified account does not exist in the
system.

Recommended Response Action
Enter a valid account and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1511

Message

User cannot be created or edited because the user name field is empty or a null
value is entered.

Detailed Description

Unable to create or edit user because the user name field is empty or a null value
is entered.
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Recommended Response Action
Enter a user name and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1512

Message
Unable to complete the operation because only Role can be modified for imported
directory group.

Detailed Description

The operation cannot be completed because only Role can be modified for
imported directory group.

Recommended Response Action
Only Role can be modified for Imported directory groups.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1513

Message

Unable to add the directory group arg7because the directory group already
exists.

Arguments

e argl=user name

Detailed Description

The directory groupcannot be added because the directory identified in the
message already exists.

Recommended Response Action

Make sure that the directory does not already exist and retry the operation.
Verify the existing directory names by going to the User Settings page.
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Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log [Eventi | h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1514
Message
Unable to add the user account provider because the directory name already
exists.

Detailed Description

Theuser account provider cannot be addedbecause the directory name already
exists.

Recommended Response Action

Enter a different directory name and retry the operation. Verify existing directory
names by going to the User Settings page.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC1515

Message
Unable to add the directory user because the user account is not enabled.

Detailed Description
The directory user cannot be added because the user account is not enabled.

Recommended Response Action

Make sure that the account is enabled and retry the operation. Verify the account
status by going to the User Settings page.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC1516

Message
Unable to disable the directory user becuase Imported group cannot be disabled.

Detailed Description
Imported directory group cannot be disabled.

Recommended Response Action
Imported directory group cannot be disabled.

Category
Configuration (CSEC = Security)
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Severity 2 (Warning)

Redfish Event Type

CSEC Event Messages

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1517
Message

Unable to add or modify the account provider because the entered DNS Server is

invalid.

Detailed Description

Only FQDN should be provided as the DNS Server.

Recommended Response Action
Only FQDN should be provided as the DNS Server.

Category

Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CSEC1518

Message

Unable to add or modify the account provider because Maximum Server Address
allowed is 3.

Detailed Description
Only 3 Server Address is allowed to Directory Server.

Recommended Response Action
Limit the Server Address to 3.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1519
Message
Unable to add or modify the account provider because the entered Group Domain
is invalid.

Detailed Description
Provide valid Group Domain to search Group for the account provider.

Recommended Response Action
Provide valid Group Domain to search Group for the account provider.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

578 Version 1.80



CSEC Event Messages

Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1520
Message

Unable to perform Test Connection because the mandatory payload field arg7is
missing or invalid.

Arguments

o argl =fieldName
Detailed Description
Provided value in the Test connection is invalid.

Recommended Response Action
Provided value in the Test connection is invalid.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CSEC1521

Message

Unable to add or modify the account provider because the DNS server is missing
or invalid for Server type DNS.

Detailed Description
Provided DNS value is invalid or emtpy. for Server Type DNS.

Recommended Response Action
Provided DNS value is invalid or emtpy. for Server Type DNS.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1522
Message
Unable to add or modify the account provider because an invalid ID is entered in
the payload.

Detailed Description

Provided ID value in the payload should be zero or remove this filed as it is not
mandatory.

Recommended Response Action

Provided ID value in the payload should be zero or remove this filed as it is not
mandatory.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
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Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1523
Message
Unable to add or modify the account provider because Maximum DNS Address
allowed is 1.

Detailed Description
Only one DSN Address is allowed.

Recommended Response Action
Limit the DNS Address to 1.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CSEC1524

Message

Unable to add account provider because Server Name should be empty when
Server Type is DNS.

Detailed Description
Server Name should be empty when Server Type is DNS.

Recommended Response Action
Server Name should be empty when Server Type is DNS.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1525
Message
Unable to modify the account provider because directory name cannot be
changed.

Detailed Description
Directory Name cannot be modified on edit of the directory server.

Recommended Response Action
Directory Name cannot be modified on edit of the directory server.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

582 Version 1.80



CSEC Event Messages

Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1526
Message

Unable to Import Directory User becuase password field is not empty or null.

Detailed Description
Import Directory User password field should be empty or null.

Recommended Response Action
Import Directory User password field should be empty or null.

Category
Configuration (CSEC = Security)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1527
Message

Unable to add/modify or perform Test connection for the account provider
because an invalid certificate is uploaded.
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Detailed Description
Please upload a valid certificated and perform the operation.

Recommended Response Action
Upload a valid certificated and perform the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC1534
Message
Unable to view or modify account properties because an invalid account ID is
entered.

Detailed Description
The operation cannot be completed because an invalid account ID is entered.

Recommended Response Action
Enter a valid account ID and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC1535

Message

Account service cannot be updated because invalid value is provided for account
lockout threshold.

Detailed Description

Account service cannot be updated because the range for account lockout
threshold must be between 2 and 16.

Recommended Response Action

Make sure that the account lockout threshold is between 2 and 16 and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1536

Message

Unable to update account service because the entered value for Account Lockout
Counter Reset After is invalid.

Detailed Description

The operation could not be completedbecause the entered value for Account
Lockout Counter Reset After is invalid.

Recommended Response Action

Enter a value for Account Lockout Counter Reset After within 2-65535 and retry
the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1537

Message

Unable to update account service because the entered value for Account Lockout
Duration is invalid.
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Detailed Description

The operation could not be completedbecause the entered value for Account
Lockout Duration is invalid.

Recommended Response Action

Enter a value for Account Lockout Duration within 2-65535 and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC1538

Message

Unable to add or update account because the description exceeds the maximum
allowed length.

Detailed Description

The operation cannot be completedbecause the account description exceeds the
maximum allowedlength.

Recommended Response Action

Make sure the account description is less than 510 characters and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5001

Message
Unable to save or retrieve LDAP or AD provider settings.

Detailed Description
The operation cannot be completed because the provided account provider is null.

Recommended Response Action
Enter a valid account provider and retry the operation.

Category
Configuration (CSEC = Security)
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Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5002

Message

Unable to connect to the LDAP or AD server because the entered credentials are
invalid.

Detailed Description

Could not connect to the Lightweight Directory Access Protocol (LDAP) server
or Active Directory (AD) server because the server configuration are invalid.

Recommended Response Action
Make sure the server input configuration are valid and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5003

Message
Unable to retrieve AD/LDAP information because invalid data is received from the
server.

Detailed Description

The operation cannot be completed because invalid data is received from the
server.

Recommended Response Action
Make sure that the server is online and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC5004

Message
Unable to modify the External Account Provider because the ID entered does not
exist.

Detailed Description

The operation cannot be completed because the External Account Provider ID
entered does not exist.

Recommended Response Action
Enter a valid External Account Provider ID and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5005

Message
Unable to retrieve account provider information from the database.

Detailed Description

The operation cannot be completed because there was anerror retrieving data
from the database.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5006

Message
Unable to save account provider information to the database.

Detailed Description

The operation cannot be completed because there was an error saving data to
thedatabase.
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Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5007

Message

Unable to save directory server because the entered directory server type does
not exist.

Detailed Description

The directory server cannot be saved because the entered directory server type
does not exist.

Recommended Response Action

Make sure that the correct directory server type is entered and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5008

Message

Unable to save or retrieve LDAP or AD provider settings because the entered
server name is invalid.

Detailed Description
The operation cannot be completed because the entered server name is invalid.

Recommended Response Action
Make sure that the entered server name is valid and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
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Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5009

Message

Unable to add or modify the account provider because Single-Sign-On (SSO) is
enabled but the KerberosFile attribute is empty.

Detailed Description

The account provider information cannot be added or modified because Single-
Sign-On (SSO) is enabled but the KerberosFile attribute is empty.

Recommended Response Action

Enter a valid name in the KerberosFile field or disable Single-Sign-On, and the
retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5010

Message

Unable to add or modify the account provider because Certificate Validation is
enabled but the Certificate File is empty.

Detailed Description

The account provider information cannot be added or modifiedbecause
Certificate Validation is enabled but the Certificate File is empty.

Recommended Response Action

Enter a valid name for the Certificate File or disable Certificate Validation, and
thenretry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC5011

Message
Unable to add or modify the account provider because the entered port number is
invalid.

Detailed Description
The operation cannot be completed because the entered port number is invalid.

Recommended Response Action
Enter a valid port number and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5012

Message

Unable to add or modify the account provider because the entered server type is
invalid.

Detailed Description

The operation cannot be completed because the entered server type must be
DNS or MANUAL.

Recommended Response Action
Enter a valid server type and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5013

Message
Unable to add or modify the account provider because the server Name is empty
or null.

Detailed Description
The operation cannot be completedbecause Server Name is required for MANUAL
server type.
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Recommended Response Action
Enter aserver name and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5015

Message

Unable to add or modify the account provider because the entered server name is
empty or invalid.

Detailed Description

The operation cannot be completed because the entered server name is empty or
longer than the maximum allowed length.

Recommended Response Action
Enter a valid server name and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5016

Message
Unable to create or update the Account Provider because the mandatory payload

field arg7is missing.
Arguments

e argl = fieldName

Detailed Description

The account provider information cannot be created or modifiedbecausethe
mandatory payload field identified in the messageis missing or empty.

Recommended Response Action

Enter a value for the missing field identified in the message and retry the
operation.
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Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5017

Message

Unable to delete the Active Directory (AD) or LDAP account provider because
there are user accounts linked to this AD or LDAP.

Detailed Description

The Active Directory (AD) or LDAP account provider cannot be deleted because
there are user accounts linked to this LDAP/AD account.

Recommended Response Action

Remove all associated user accounts from the User Settings page and retry the
operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5018

Message
The arg? arg2 configuration is deleted.

Arguments
e argf? =directory
e arg2 =name

Detailed Description
The Active Directory configuration identified in the message is deleted.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)
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Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5019

Message

Unable to add or modify the account provider because an invalid Search Timeout
value argTis entered.

Arguments

e argl =timeout value

Detailed Description

The account provider information cannot be added because an invalid Search
Timeout value is entered.

Recommended Response Action
Enter a Search Timeout value between 15 and 300 and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)
Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5020

Message
Unable to delete account provider because the entered account provider does not
exist.

Detailed Description
Theaccount provider cannot be deletedbecause the entered account provider
does not exist.

Recommended Response Action
Enter a valid account provider and retry the operation. Verify the account
provider by going to the User Settings page.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CSEC5021

Message

Unable to add or modify the account provider because an invalid Network
Timeout value arg7is entered.

Arguments

e argT =timeout value

Detailed Description

The account provider cannot be added because an invalid Network Timeout value
is entered.

Recommended Response Action
Enter a Network Timeout value between 15 and 300 and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC5022

Message
Unable to search AD Group becuase Group Domain is empty or invalid.

Detailed Description
The Group Domain is empty or invalid.

Recommended Response Action
Provide valid Group Domain and search AD group.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
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LC Log

LCD

os
Log

Power
Off

Power
Cycle

Reset | Chassis
Event Proxy

iDRAC

CMC

CSEC5023

Message

Unable to add the account provider because a maximum of eight configurations

are allowed for Active Directory directory services.

Detailed Description

The account provider cannot be added because a maximum of eight
configurations are allowed for Active Directory directory services.

Recommended Response Action
Delete an existing Active Directory configuration and retry the operation.

Category

Configuration (CSEC = Security)

Severity

Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC5024
Message

Unable to add the account provider because a maximum of eight configurations
are allowed for LDAP directory services.

Detailed Description

The account provider cannot be added because a maximum of eight
configurations are allowed for LDAP directory services.

Recommended Response Action

Delete an existing LDAP configuration and retry the operation.
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Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
cMC
CSEC5025
Message
Unable to search LDAP Group becuase Base Distinguished Name is empty or
invalid.

Detailed Description

Base Distinguished Name is empty or Invalid. Provide the valid Base Distinguished
name and search LDAP Groups again.

Recommended Response Action
Provide valid Base Distinguished Name and search LDAP group.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC5026

Message

Unable to connect to the LDAP or AD server because the provided IP Address or
Port number is invalid.

Detailed Description

Could not connect to the Lightweight Directory Access Protocol (LDAP) server
or Active Directory (AD) server because the server configuration are invalid.

Recommended Response Action
Make sure the Server IP Address and Port Number is valid.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC5027

Message

Unable to connect to LDAP server because the provided Attribute of Group
membership is invalid.

Detailed Description

Could not connect to the Lightweight Directory Access Protocol (LDAP) server
because the Attribute of Group membership is invalid.

Recommended Response Action
Provide valid Attribute of Group membership.
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Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
cMC
CSEC5028
Message
Unable to connect to LDAP server because the provided Attribute of User Login is
invalid.

Detailed Description

Could not connect to the Lightweight Directory Access Protocol (LDAP) server
because the Attribute of Group Membership is invalid.

Recommended Response Action
Provide valid Attribute of User Login.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC5029

Message
Unable to connect to LDAP server because the provided Search Filter is invalid.

Detailed Description

Could not connect to the Lightweight Directory Access Protocol (LDAP) server
because the Search Filter is invalid.

Recommended Response Action
Provide valid Search Filter.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC5030
Message
Unable to connect to AD Server becuase the provided Group Domain is empty or
invalid.

Detailed Description
Could not connect to AD server becuase the Group Domain is empty or invalild.

Recommended Response Action
Provide valid Group Domain and perform AD Test connection.

Category
Configuration (CSEC = Security)
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Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CSEC6035

Message
A new argTdirectory configuration arg2 was added.

Arguments
e argfl =directory
e arg2 = configuration

Detailed Description
Directory configuration created.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC6036

Message
The arg7configuration arg2is updated.

Arguments
e argl = configuration
e arg2 =name
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Detailed Description
The Active Directory or LDAP configuration identified in the message is updated.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC8008

Message
The login security policy settings are updated.

Detailed Description
The login security policy settingsareupdated.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC801

Message
The login lockout security policy settings are updated.

Detailed Description
The login lockout security policy settings areupdated.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity
Severity 3 (Informational)
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Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CSEC8012
Message

The login lockout security policy settings are updated.

Detailed Description
The login lockout security policy settings are updated.

Recommended Response Action
No response action required.

Category
Configuration (CSEC = Security)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CSEC9000

Message

Unable to generate the Certificate Signing Request (CSR) because of an
unknown error.

Detailed Description

The Certificate Signing Request cannot be generated because of an unknown
error.

Recommended Response Action
Retry the Certificate Signing Request (CSR) upload workflow.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC9001

Message
Unable to retrieve the certificate information.

Detailed Description
The certificate information cannot be retrieved.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC9002

Message
Unable to upload the certificate because the certificate file provided is invalid.

Detailed Description

An invalid certificate file was provided. Make sure the CA certificate and private
key are correct and retry the operation. The certificate can be validated using the
OpenSSL tools.
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Recommended Response Action
Make sure the CA certificate and private key are correct and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC9018

Message

Unable to modify the default user account properties because only the password
can be updated.

Detailed Description

The default user account properties cannot be modified because only the
password can be updated.

Recommended Response Action
Make sure that only the password isupdated and retry the operation.

Category
Configuration (CSEC = Security)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CSEC9048

Message
The CIFS password of the appliance is reset by the user arg?.

Arguments

e argl=user
Detailed Description
The CIFS password of the appliance is reset by the user identified in the message.

Recommended Response Action
No response action required.

Category
Audit (CSEC = Security)
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Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CSEC9049
Message

arg1 configuration for arg2is failed as part of setting sync.

Arguments
o argl =fieldl
o arg2 =field2

Detailed Description
Settings sync is failed.

Recommended Response Action
No response action required.

Category
Audit (CSEC = Security)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CHAPTER 23
CTEM Event Messages

CTEM1001

Message
The network arg7is successfully deleted.

Arguments

e argl!=network ID
Detailed Description
The network identified in the message is deleted successfully.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1002

Message
The network arg7could not be deleted.

Arguments

e arg?!=network ID
Detailed Description
The network identified in the message could not be deleted.

Recommended Response Action
Make sure the entered network ID is valid and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)
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Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1003

Message
The network(s) arg7were successfully deleted.

Arguments

e arg!=network IDs
Detailed Description
The network(s) identified in the message were deleted successfully.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1004

Message
The network(s) arg7could not be deleted.

Arguments

e argT? =network IDs

Detailed Description
The network(s) identified in the message could not be deleted.

Recommended Response Action
Make sure the entered network ID(s) are valid and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CTEM1005

Message
The network arg7was created successfully.

Arguments

e arg! =network name

Detailed Description
The network identified in the message was successfully created.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1006

Message
The network arg7could not be created.

Arguments

e arg! =network name
Detailed Description
The network identified in the message could not be created.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1007

Message
The network arg7was updated successfully.
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Arguments

e arg!=network ID

Detailed Description
The network identified in the message was successfully updated.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1008

Message
The network arg7could not be updated.

Arguments

e arg?=network ID
Detailed Description
The network identified in the message could not be updated.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1009

Message
Unable to delete the network with ID arg?.

Arguments

e arg!=network ID

Detailed Description
The network identified in the message could not be deleted.

612 Version 1.80



CTEM Event Messages

Recommended Response Action
Make sure the entered network ID is valid and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1010

Message
Unable to delete the network(s) with ID(s) arg?.

Arguments

e arg?!=network IDs

Detailed Description
The network(s) identified in the message could not be deleted.

Recommended Response Action
Make sure the entered network ID(s) are valid and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM101M

Message
Unable to create the network arg7.

Arguments

e arg! =network name
Detailed Description
The network identified in the message could not be created.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)
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Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1012

Message
Unable to update the network with ID arg7?.

Arguments

e arg!=network ID

Detailed Description
The network identified in the message could not be updated.

Recommended Response Action
No response action required.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1013

Message

Unable to create or update the network because the request payload is empty or
missing.

Detailed Description

The network cannot be created or updated because the request payload is empty
or missing.

Recommended Response Action
Enter a valid payload and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CTEM1015

Message

Unable to create or update the network because the VLAN minimum arg7must be
less than the VLAN maximum argZ2.

Arguments
e arg?=VLAN minimum

e arg2 =VLAN maximum

Detailed Description

The network cannot be created or updated because the VLAN minimum must be
less than the VLAN maximum.

Recommended Response Action

Enter a VLAN minimum that is less than the VLAN maximum and retry the
operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1016

Message
Unable to update the network because the entered network ID arg7is invalid.

Arguments

e arg!=network ID
Detailed Description
The network cannot be updated because the entered network ID is invalid.

Recommended Response Action
Enter a valid network ID and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CTEM1017

Message

Unable to create the network because the Network ID is not required for a
creation request.

Detailed Description

The network cannot be createdbecause the Network ID is not required for a
creation request.

Recommended Response Action
Set the Network ID to 0 and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1018

Message

Unable to create or update the network because the network name is missing or
empty.

Detailed Description

The network cannot be created or updatedbecause the network name is missing
or empty.

Recommended Response Action
Enter a network name and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1019

Message

Unable to create or update the network because the network name arg7already
exists.

Arguments

e arg! =network name
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Detailed Description

The network cannot be created or updatedbecause the network nameidentified in
the messagealready exists.

Recommended Response Action
Enter a unique network name and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1020

Message

Unable to create or update the network because the network name arg7exceeds
the maximum limit of arg2 characters.

Arguments
e arg! =network name

e arg2 =maximum length

Detailed Description

The network cannot be created or updated because the network name exceeds
the maximum limit as identified in the message.

Recommended Response Action

Enter a network name less than the maximum limit identified in the message and
retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1021

Message

Unable to create or update the network because the network description arg?
exceeds the maximum limit of arg2 characters.

Arguments

e arg? =network description
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e arg2 =maximum length

Detailed Description

The network cannot be created or updated because the network description
exceeds the maximum length as identified in the message.

Recommended Response Action

Enter a network description less than the maximum limit identified in the message
and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1022

Message
Unable to create or update the network because the network type arg7is invalid.

Arguments

e arg?=network type

Detailed Description

The network cannot be created or updated because the entered network type is
invalid.

Recommended Response Action
Enter a valid network type and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1024

Message
Unable to delete the network(s) because there are no network IDs provided.

Detailed Description
The network(s) cannot be deleted because there are no network IDs provided.
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Recommended Response Action
Provide a list of network IDs to be deletedand retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1025

Message
Unable to create or deploy the template because the device ID arg7is invalid.

Arguments

e argl!=device ID

Detailed Description

The template cannot be created or deployed because the device ID identified in
the message is invalid.

Recommended Response Action
Enter a valid device ID and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1026

Message
Enter a valid template ID and retry the operation, arg?.

Arguments

e arg!=templateld

Detailed Description
The request cannot be processed because the template ID provided is invalid.

Recommended Response Action
Enter a valid template ID and retry the operation.
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Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1027

Message
Unable to create the template because the template name arg7already exists.

Arguments

e arg! =template name

Detailed Description
The template cannot be createdbecause the entered template namealready
exists.

Recommended Response Action
Enter a unique template name and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM1041

Message
Unable to create or update the network because the attributes CreatedBy,
CreationTime, UpdatedBy, and UpdatedTime are non-modifiable.
Detailed Description
The network cannot be created or updated because the attributes CreatedBy,
CreationTime, UpdatedBy, and UpdatedTime are non-modifiable.
Recommended Response Action
Remove the attribute(s) CreatedBy, CreationTime, UpdatedBy, and UpdatedTime
from the request payload and retry the operation.
Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM1042

Message

Unable to create or update the network because the entered VLAN range ( arg7-
arg2) is not within a valid range ( arg3 - arg4 or arg5 - arg6).

Arguments
e argl=argl
e arg2=arg2
o arg3=arg3
o argqd=arg4
e argb=argb
e argb =argb

Detailed Description

The network cannot be created or updated because the entered VLAN range is
invalid as identified in the message.

Recommended Response Action
Enter a valid VLAN range as identified in the message and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM1043
Message

Unable to create or update the network because the entered VLAN minimum arg?
is not within a valid range ( arg2 - arg3or arg4 - arg5).

Arguments
e arg?=minimum
e arg2 =minimum1
e arg3 =maximum?
e arg4 = minimum2

e argb = maximum2

Detailed Description

The network cannot be created or updated because the entered VLAN minimum
is invalid as identified in the message.

Recommended Response Action
Enter a valid VLAN minimum as identified in the messageand retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM1044
Message

Unable to create or update the network because the entered VLAN range
overlaps with the network(s) arg?.

Argumen

ts

e arg! =network info

Detailed Description

The network cannot be created or updated because the entered VLAN range
overlaps with one or more networks.

Recommended Response Action

Enter a VLAN range that does not overlap with other networks and retry the
operation.

Category
Configuration (CTEM = Templates)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CcMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CTEM1045
Message

Unable to delete the network arg7because it is associated with the following
entities: arg2.

Argumen

e arg! =networklD

ts
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e arg2 =entities

Detailed Description

The network cannot be deleted because it is associated with the entities
identified in the message.

Recommended Response Action
Remove the network from the associated entities and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM1046

Message

Unable to perform the operation arg7from this Member chassis because the
operation can be performed only from a Lead Chassis.

Arguments

e argl =operation name

Detailed Description

The operation identified in the message cannot be performed because the
operation can be performed only from a Lead Chassis.

Recommended Response Action

Retry the operation by using a Lead chassis. See MSM Users Guide on the
support site.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM1047

Message

Unable to create the network because the network name arg7and Universally
Unique Identifier (UUID) argZ2 already exist.

Arguments
e argl =network name

e arg2 =uuid

Detailed Description

The network identified in the message cannot be created because the network
name and Universally Unique Identifier (UUID) already exist.

Recommended Response Action
Enter a network name that is not already available and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEMA4016

Message

Unable to create or deploy template because of an error in creating the
associated job.

Detailed Description

The template cannot be created or deployed because there was an error creating
the associated job.

Recommended Response Action
Retry the operation. If the issue persists, contact your system administrator.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message

CTEM6039

Message

Unable to create or modify the profile because there is no value entered in the
mandatory field arg7.

Arguments

o argl =field

Detailed Description

The profile cannot be created or modified because there is no value entered in the
mandatory field identified in the message.

Recommended Response Action
Enter a value for the missing field and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert

No alerts are applicable for this message
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CTEM9019
Message
The action arg? arg2is successfully performed by the user arg3.
Arguments
e arg!=ActionName
e arg2 =ActionArg
e arg3 =UserName

Detailed Description
The action is successfully performed by the user identified in the message.

Recommended Response Action
No response action is required.

Category
Audit (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9020
Message

The action arg? arg2is successfully performed by the user arg3.

Arguments
e argl =ActionName
e arg2 = ActionArg
e arg3 =UserName

Detailed Description
The action is successfully performed by the user identified in the message.
Recommended Response Action

No response action is required.

Version 1.80 627



CTEM Event Messages

Category
Audit (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9021

Message
Unable to deploy the template arg7because argZ2.

Arguments
e arg?=Name

e arg2 =Reason

Detailed Description

The template cannot be deployed because of the reasons identified in the
message.

Recommended Response Action
Review the reason and initiate necessary resolution.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9022
Message

Unable to clone the template arg7because arg2.

Arguments

e arg?=Name

e arg2 =Reason

Detailed Description
The template cannot be cloned because of the reasons identified in the message.

Recommended Response Action
Review the reason and initiate necessary resolution.

Category

Configuration (CTEM = Templates)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter |[IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
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CTEM9023
Message
Unable to import the template arg7because arg2.
Arguments
e arg!=Name

e arg2 =Reason

Detailed Description

The template cannot be imported because of the reasons identified in the
message.

Recommended Response Action
Review the reason and initiate necessary resolution.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEMS9024
Message
Unable to export the template arg7because arg2.
Arguments
e arg?=Name

e arg2 =Reason

Detailed Description

The template cannot be exported because of the reasons identified in the
message.

Recommended Response Action
Review the reason and initiate necessary resolution.
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Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9025

Message
Unable to capture the template arg7from the device arg2because arg3.

Arguments
e arg?=Name
e arg2 =ldentifier

e arg3 =Reason

Detailed Description

The template cannot be captured from the device because of the reasons
identified in the message.

Recommended Response Action
Review the reason and initiate necessary resolution.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9026
Message

Unable to associate the profile arg7with the slot or device arg2because arg3.

Arguments
e arg?=Name
e arg2 =ldentifier

e arg3 =Reason

Detailed Description

The profile cannot be associated with the slot or device because of the reasons
identified in the message.

Recommended Response Action
Review the reason and initiate necessary resolution.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CTEM9027

Message
Unable to detach the profile arg7from the slot or device arg2because arg3.

Arguments
e arg?=Name
e arg2 =ldentifier

e arg3 =Reason

Detailed Description

The profile cannot be detached from the slot or device because of the reasons
identified in the message.

Recommended Response Action
Review the reason and initiate necessary resolution.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9028

Message

Unable to create or update the Identity Pool because an Identity Pool with the
same name already exists.

Detailed Description

The Identity Pool cannot be created or updated because an Identity Pool with the
same name already exists.

Recommended Response Action

Enter a unique Identity Pool name and retry the operation. For valid names, see
the MSM Users Guide available on the support site.
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Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9029

Message

Unable to create or update the Identity Pool because a subnet mask value must
be entered for non-CIDR ranges.

Detailed Description

The Identity Pool cannot be created or updated because subnet mask values must
be entered for non-CIDR ranges.

Recommended Response Action

Because this IP range is not expressed in CIDR format, enter a subnet mask value,
and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9030
Message

Unable to create or update the Identity Pool because the subnet mask value
entered is invalid.

Detailed Description

The Identity Pool cannot be created or updated because subnet mask value
entered is invalid.

Recommended Response Action
Enter a valid subnet mask value (as an IP address), and retry the operation.

Category

Configuration (CTEM = Templates)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9031
Message

Unable to create or update the Identity Pool because the Gateway IP address
entered is invalid.

Detailed Description

The Identity Pool cannot be created or updated because Gateway IP address
entered is invalid (incorrect format or Octet value).

Recommended Response Action

Enter a valid gateway IP address and retry the operation.
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Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9032

Message

Unable to create or update the Identity Pool because the primary DNS IP address
entered is invalid.

Detailed Description

The Identity Pool cannot be created or udpated because the primary DNS IP
address entered is invalid.

Recommended Response Action
Enter a valid primary DNS IP address and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
cMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9033
Message

Unable to create or update the Identity Pool because the secondary DNS IP
address entered is invalid.

Detailed Description

The Identity Pool cannot be created or updated because the secondary DNS IP
address entered is invalid.

Recommended Response Action
Enter a valid primary DNS IP address and retry the operation.

Category

Configuration (CTEM = Templates)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9034
Message

Unable to create or update the Identity Pool because the count for arg7identities
is invalid. Each configured identity type must specify a count from 10 to argZ2.

Arguments

e argT =protocol

e arg2 =ldentityCount
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Detailed Description

The Identity Pool cannot be created or updated because the count for identities is
invalid. Each configured identity type must specify a count from 10 to the number
identified in the message.

Recommended Response Action

Enter a value not greater than the allowed maximum value per identity type
included in the Identity Pool.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9035

Message
The Identity Pool arg7is successfully created.

Arguments

e arg!=poolName
Detailed Description
The Identity Pool identified in the message is successfully created.

Recommended Response Action
No response action is required.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9036
Message

The Identity Pool arg7is successfully modified.

Arguments

e arg!=poolName
Detailed Description
The Identity Pool identified in the message is successfully modified.

Recommended Response Action
No response action is required.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CTEM9037

Message

The Identity Pool arg7is successfully deleted.

Arguments

e arg! =poolName

Detailed Description
The Identity Pool identified in the message is successfully deleted.

Recommended Response Action

No response action is required.

Category

Configuration (CTEM = Templates)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9038
Message

The list of Identity Pools is sucessfully exported to a file.

Detailed Description
The list of Identity Pools is sucessfully exported to a file.

Recommended Response Action

No response action is required.

Category

Configuration (CTEM = Templates)

Severity

Severity 3 (Informational)
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9039

Message

Unable to create or update the Identity Pool because an invalid IP address is
entered for the iSCSI initiator.

Detailed Description

The Identity Pool cannot be created or updated because an invalid IP address is
entered for the iSCSI initiator.

Recommended Response Action

Enter a valid IP address and retry the operation. For valid IP addresses for iSCSI
initiator, see the MSM Users Guide available on the support site.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CTEM9040

Message

Unable to create or update the Identity Pool because either CIDR is suffixied with
the IP address or an invalid IP address range is entered for the iSCSlI initiator IP
pool.

Detailed Description

The Identity Pool cannot be created or updated because either CIDR is suffixied
with the IP address or an invalid IP address range is entered for the iSCSI initiator
IP pool.

Recommended Response Action

Enter a CIDR value from 16-30 (inclusive) value and retry the operation. For valid
CIDR addresses for iSCSI initiator, see the MSM Users Guide available on the
support site.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9041

Message

Unable to create or update the Identity Pool because the CIDR in IP range
entered is invalid.

Detailed Description

The Identity Pool cannot be created or updated because because the CIDR in IP
range entered is invalid.

Recommended Response Action

Enter a valid IP address range in the following format and retry the operation: <ip-
addr>/<cidr>. Ranges must be in the format: <ip-addr-1>-<ip-addr-2>.

Category
Configuration (CTEM = Templates)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC

LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9042

Message

Unable to create or update Identity Pool because the second IP address in range
precedes the first IP address in the range.

Detailed Description

The Identity Pool cannot be created or updated because the second IP address in
range precedes the first IP address in the range.

Recommended Response Action
Enter the IP address in the correct order and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

CMC

CTEM9043

Message

Unable to create or update the Identity Pool because the IP address range
entered exceeds 64,000 addresses.

Detailed Description

The Identity Pool cannot be created or updated because because the IP address
range entered exceeds 64,000 addresses.

Recommended Response Action

Enter an IP address range that does not contain more than 64,000 addresses, and
then retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CcMC
CTEM9044
Message
The iSCSI IP pool identities cannot be enabled because an IP address range must
be entered.

Detailed Description

The iSCSI IP pool identities cannot be enabled because an IP address range must
be entered.

Recommended Response Action
Enter an IP address range and retry the operation.
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Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9045
Message
Unable to delete Identity Pool arg7because it contains reserved and/or deployed
identities.
Arguments

e arg?!=PoolName

Detailed Description

The specified identity pool cannot be deleted because identities are currently
reserved or deployed from it.

Recommended Response Action

Enter the ID for an Identity Pool that does not have any reserved or deployed
identities and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9046
Message
Unable to process the request because the Identity Pool ID arg7provided is
invalid.
Arguments
e arg’=ID

Detailed Description
The request cannot be processed because the Identity Pool ID provided is invalid.

Recommended Response Action
Enter a valid Identity Pool ID and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CTEM9047

Message
The range for arg7identities cannot be changed as requested because it does not
include all the identities that are currently reserved or deployed from the pool.
Arguments

e argl=IdentityType

Detailed Description

Some identities of the type identified in the message are currently reserved or
deployed from the pool. If the identity range is changed, it must include all
currently reserved and deployed identities.

Recommended Response Action

Specify a range for the specified identity type that includes all the identities that
have already been reserved or deployed and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9048

Message

The range for arg7identities cannot be changed as requested because it does not
include all the identities that are currently reserved or deployed from the pool.

Arguments

e arg! =lIdentityType

Detailed Description

Some identities of the type identified in the message are currently reserved or
deployed from the pool. If the identity range is changed, it must include all
currently reserved and deployed identities.
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Recommended Response Action

Specify a range for the specified identity type that includes all the identities that
have already been reserved or deployed and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9049

Message

Unable to create or update the Identity Pool because the MAC address entered
for the arg7ldentities is invalid.

Arguments

e argT = protocol

Detailed Description

The create or update operation cannot be completed because the MAC address
entered for the ldentities identified in the message is invalid.

Recommended Response Action

Enter a valid MAC address that contains 6 octets, and does not contain all 00 or
ff.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9050
Message

Unable to create or update the Identity Pool because the WWN address entered
for the arg7ldentities is invalid.

Arguments

e argT =protocol

Detailed Description

The create or update operation cannot be completed because the WWN address
entered for the Identities identified in the message is invalid.

Recommended Response Action

Enter a valid WWN address that contains 8 octets, and does not contain all 00 or
ff.

Category
Configuration (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC

LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC
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CTEM9051

Message

Unable to create or update the Identity Pool because the when the iSCSI Initiator
configuration is enabled, the IQN prefix must be non-empty and must not contain

white spaces.

Detailed Description

The create or update operation cannot be completed because the when the iSCSI
Initiator configuration is enabled, the IQN prefix must be no-empty and must not
contain white spaces.

Recommended Response Action

Enter a non-empty IQN without white space. See the MSM Users Guide available

on the support site.

Category

Configuration (CTEM = Templates)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9052
Message

The Configuration Compliance baseline arg7is successfully created.

Arguments

e arg!=name

Detailed Description

The Configuration Compliance baseline identified in the message is successfully

created.

Recommended Response Action

No response action is required.
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Category
Audit (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEMS9053

Message
The Configuration Compliance baseline arg7is successfully updated.

Arguments

e arg!=name

Detailed Description

The Configuration Compliance baseline identified in the message is successfully
updated.

Recommended Response Action
No response action is required.

Category
Audit (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v
CcMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9054

Message
The Configuration Compliance baseline arg7is successfully deleted.

Arguments

e arg!=name

Detailed Description

The Configuration Compliance baseline identified in the message is successfully
deleted.

Recommended Response Action
No response action is required.

Category
Audit (CTEM = Templates)

Severity
Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9055

Message

Unable to create or update an Identify Pool because the address range entered
for arg7identities overlaps with another range in this or another Identity Pool.

Arguments

e argl =protocol
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Detailed Description

The Identify pool cannot be created or updated because the address range
entered for the specified protocol identities overlaps with another range in this or
another Identity Pool.

Recommended Response Action

Enter an address range that does not overlap with another range in this or
another Identity Pool.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC

CMC

CTEM9056

Message

Unable to create or update the Identity Pool because the address range specified
for arg7identities does not include all the identities that have already been
assigned or deployed from this Identity Pool.

Arguments

e arg!=Protocol

Detailed Description

The Identity Pool cannot be created or updated because the address range
specified for the identities indicated in the message does not include all the
identities that have already been assigned or deployed from this Identity Pool.

Recommended Response Action

Enter a range that includes all identities already assigned or deployed from this
pool, and then retry the operation.

Category
Configuration (CTEM = Templates)
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Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9057
Message
Unable to process the request because the Identity State ID arg7provided is
invalid.
Arguments
e arg’=ID

Detailed Description

The request cannot be processed because the Identity State ID provided is
invalid.

Recommended Response Action
Enter a valid Identity State ID and retry the operation.

Category
Configuration (CTEM = Templates)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC 4 4
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9098
Message

Unable to process the request beccause the template is in running state.

Detailed Description

The request cannot be processed because the template is in running state.

Recommended Response Action

No response action is required.

Category

Configuration (CTEM = Templates)

Severity

Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTEM9999
Message

Unable to change the change date and time because the date-time range

provided is invalid.

Detailed Description

The date and time cannot be changed because the date-time range provided is

invalid.

Recommended Response Action
Enter a range between 01/01/1970 00:00:00 and 01/19/2038 00:00:00.

Category

Configuration (CTEM = Templates)

Version 1.80 655



CTEM Event Messages

656

Version 1.80

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili | Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v 4
CMC
LC Log |LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC




CHAPTER 24
CTL Event Messages

CTL1

Message

Controller event log: arg?

Arguments

e argl!=message

Detailed Description

This event is retrieved from the controller when iDRAC storage monitoring was
not running. Such events which are generated in the past are logged as

informational severity.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v * v * v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v
CMC v* v
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CTL10

Message

arg7alarm has been tested.

Arguments

e arg! = Controller name

Detailed Description

The controller alarm test has run successfully. This alert is provided for
informational purposes.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID

4331
OMSA Event ID
2156
OMSA Trap ID
75100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CMC v* v
CTL100
Message

The Patrol Read operation was stopped and did not complete for arg?.

Arguments

e argl =controller name
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Detailed Description

The Patrol Read operation running on the controller was stopped by user request
or an issue was detected by the controller.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* v
cMC
CTL101
Message

The argTis disabled.

Arguments

e argl! = controller name
Detailed Description
The controller identified in the message is disabled by a user action.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v * v* v *
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CcMC v* v
CTL102
Message

The argTis enabled.

Arguments

e argl =controller name

Detailed Description

The controller identified in the message is enabled by a user action.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 4 4 v
CMC v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v
CTL103
Message

The Check Consistency Mode value of arg7is set to arg2.

Arguments

e argl! =controller name

e arg2 = attribute value

Detailed Description

The Check Consistency Mode value of the controller identified in the message is
set to the value identified in the message.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v* v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (013 Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v *
CMC v* v
CTL104
Message

The Enhanced Auto Import Foreign Config value of arg7is set to arg2.
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Arguments
e argl =controller name

e arg2 = attribute value

Detailed Description

The Enhanced Auto Import Foreign Config status of the controller identified in the
message is set to the value identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC v v * v*
LC Log |LCD (0 15] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC v* v
CTL105
Message

The Patrol Read attribute arg7is set to arg2for arg3.

Arguments
e argl = attribute name
e arg2 = attribute value

e arg3 = controller name

Detailed Description

The Patrol Read attribute identified in the message is set to the value identified in
the message for the controller identified in the message.

Recommended Response Action
No response action is required.
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Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC v v* v* v*
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CcMC v* v
CTL106
Message

The Background Initialization Rate of arg7is set to arg2.
Arguments
e argl =controller name

e arg2 =initialization rate value

Detailed Description

The Background Initialization Rate of the controller identified in the message is
set to the value identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC
CTL107
Message

The Rebuild Rate of arg7is set to arg2.
Arguments
e argl =controller name

e arg2 =rebuild rate value

Detailed Description

The Rebuild Rate of the controller identified in the message is set to the value
identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC

LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC
CTL108
Message

The Check Consistency Rate of arg7is set to argZ2.

Arguments

e arg? =controller name

e arg2 =rate value

Detailed Description

The Check Consistency Rate of the controller identified in the message is set to
the value identified in the message.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI SNMP |Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v* v* v* v* v* v*
CMC
LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
CTL109
Message

The Reconstruct Rate of arg7is set to arg2.

Arguments

e argl =controller name

e arg2 =reconstruct rate value
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Detailed Description

The Reconstruct Rate of the controller identified in the message is set to the
value identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC |v* V¥
cMC
CTLM
Message

Configuration on arg7was reset.

Arguments

e arg?! = controller name
Detailed Description
A user operation to reset the controller configuration was performed.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331
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OMSA Event ID

2157
OMSA Trap ID
75100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v v v 4 v
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
cMC v * v
CTL1O
Message

The Patrol Read Rate of arg7is set to argZ2.
Arguments
e arg? = controller name

e arg2 =patrol read rate

Detailed Description

The Patrol ReadRate of the controller identified in the message is set to the value
identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v*
CMC
CTLIM
Message

The CopyBack Mode of arg7is set to arg2.
Arguments
e argl =controller name

e arg2 =copyback mode

Detailed Description

The CopyBack Mode the controller identified in the message is set to the value
identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC

LC Log |LCD oS Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v'* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
CMC
CTL12
Message

The Loadbalance Mode of arg7is set to argZ2.

Arguments

e arg? =controller name

e arg2 =loadbalance mode

Detailed Description
The Loadbalance Mode of the controller identified in the message is set to the

value identified in the message.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili | Alert |Alert |Alert System Log |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v* v* v*
CMC
LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v* v*
CMC
CTL113
Message

The controller arg7is operating in Degraded Fault Tolerant Mode because of a
mismatch between the encryption key setting of the controller and its peer

controller.
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Arguments

e arg? =controller name

Detailed Description
The controller identified in the message is operating in Degraded Fault Tolerant
Mode because of a mismatch between the encryption key setting of controller
and its peer controller.
Recommended Response Action
Make sure that the encryption key for the peer controllers matches by using
controller security operations such as creating a security key, modifying a
security key, deleting a security key, and then power-cycle the chassis. Make
sure to use same encryption key identifier on two controllers joining cluster.
Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Trap/EventID
4330

LCD Message
Encryption Key Mismatch

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v*
CcMC v v * v * v

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |[v'* v* v*

CMC v* v* v*

CTL114

Message
The encryption key of arg7matches with its peer controller.

Arguments
e argl =controller name
Detailed Description
The encryption key for the controller identified in the message matches with its

peer.
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Recommended Response Action
No response action required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331

LCD Message
ENcryption key Matches

Redfish Event Type

Alert
Filter |IPMI SNMP [ Email | Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v* v* v* v*
CMC v v* v* v*

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC [v'* v* v*

CMC v* v*

CTL115

Message

Unable to perform Secure Drive related operations because a key mismatch was
detected between peer controllers.

Detailed Description

The Secure Drive related operations cannot be performed because a key
mismatch was detected between peer controllers.

Recommended Response Action

Make sure that the encryption key for the peer controllers matches by using
controller security operations such as creating a security key, modifying a
security key, deleting a security key, and then retry the operation.

Category
Configuration (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Redfish Event Type
Alert
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v 4
CMC
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTL116
Message

Unable to unlock secure foreign locked drives because already unlocked drives are

detected that are neither imported nor deleted.

Detailed Description

The secure foreign locked drives cannot be unlocked because already unlocked
drives are detected which have secure locked configuration that are neither
imported nor erased.

Recommended Response Action

The unlock command should be followed by an import config command to import
a secure foreign locked configuration or by a cryptographic erase command. If the
unlocked drives are not imported or erased, then further unlock operations on
locked drives will be blocked. To import already unlocked drives on a controller,
run the RACADM command at the command line interface (CLI): "racadm raid

importconfig:<Controller FQDD>" where <Controller FQDD> is the FQDD

identifier of the target controller. In order to erase the data on the unlocked drive,
run the command: "racadm raid cryptographicerase:<Drive FQDD>" where <Drive

FQDD> is the FQDD identifier of the target drive.

Category
Configuration (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4
CMC
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC
CMC
CTL117
Message

Unable to complete the operation because an invalid passphrase is passed for the

controller arg?.

Arguments

e arg! =controller name

Detailed Description

The operation cannot be completed because an invalid passphrase is passed for

the controller identified in the message.

Recommended Response Action
Enter a valid passphrase and retry the operation.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID
4331
Redfish Event Type
Alert
Filter |IPMI SNMP [Email | Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v v
CMC v* v*
LC Log |[LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v*
CMC v *
CTL118
Message

Unable to update the RAID controller arg?firmware version because the
downloaded firmware image file is corrupted.
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Arguments

e arg?=RAID controller

Detailed Description
The RAID controller firmware version identified in the message cannot be updated
because the downloaded firmware image file is corrupted.

Recommended Response Action
Download the correct firmware image file and retry the operation. If the issue
persists, contact your service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC v* v *

CTL19

Message
Unable to update the RAID controller arg7firmware version because of an error in
erasing the previous RAID controller firmware version (Flash Erase Error).

Arguments

e arg?=RAID controller

Detailed Description

The firmware version of the RAID controller identified in the message cannot be
updated because of an error in erasing the previous RAID controller firmware
version (Flash Erase Error). The previous image file was not correctly erased.

Recommended Response Action

Do not reset, restart, or turn off the Chassis Management Controller (CMC).
However, retry the operation by using a correct firmware image file. If the issue
persists, contact your service provider.
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Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v

CMC v* v*

CTL12

Message
An invalid SAS configuration has been detected on arg?. Details: arg2

Arguments
e arg?=Controller name

e arg2 =error message
Detailed Description
The controller and attached enclosures are not cabled correctly.

Recommended Response Action

Refer to the storage hardware documentation for information on correct cabling
configurations.

Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Trap/EventID
4329

OMSA Event ID
2182

OMSA Trap ID
75400
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Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4 v 4 v
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v* v
CcMC v* v
CTL120
Message

Unable to update the RAID controller arg7firmware version because of a timeout
while erasing the previous RAID controller firmware version.

Arguments

e arg?=RAID controller

Detailed Description

The firmware version of the RAID controller identified in the message cannot be
updated because of a timeout while erasing the previous RAID controller firmware
version.

Recommended Response Action

Do not reset, restart, or turn off the Chassis Management Controller (CMC).
However, retry the operation by using a correct firmware image file. If the issue
persists, contact the service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v 4
CMC v
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v v

CMC v* v*

CTL121

Message
Unable to update the RAID controller arg7firmware version because of an issue
during the update process (programming error).

Arguments

e arg?=RAID controller

Detailed Description
The firmware version of the RAID controller identified in the message cannot be
updated because of an issue during the update process (programming error).
Recommended Response Action

Do not reset, restart, or turn off the Chassis Management Controller (CMC).
However, retry the operation by using a correct firmware image file. If the issue
persists, contact the service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD (013] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v

CMC v* v*

CTL122

Message

Unable to update the RAID controller arg7firmware version because of an issue
during the update process (programming timeout error).
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Arguments

e arg?=RAID controller

Detailed Description

The firmware version of the RAID controller identified in the message cannot be
updated because of an issue during the update process (programming timeout
error).

Recommended Response Action

Do not reset, restart, or turn off the Chassis Management Controller (CMC).
However, retry the operation by using a correct firmware image file. If the issue
persists, contact the service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC v* v *

CTL123

Message
Unable to update the RAID controller arg7firmware version because the memory
chip on which the firmware image is saved in is of an unknown type.

Arguments

e arg?=RAID controller

Detailed Description
The firmware version of the RAID controller identified in the message cannot be
updated because the memory chip on which the firmware image is saved in is of
an unknown type.

Recommended Response Action

Download the correct firmware image file and retry the operation. If the issue
persists, contact your service provider.
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Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v

CMC v* v*

CTL124

Message
Unable to update the RAID controller arg?firmware version because of an issue
detected in the firmware image file during the verification process.

Arguments

e arg?=RAID controller

Detailed Description

The firmware version of the RAID controller identified in the message cannot be
updated because of an issue detected in the firmware image file during the
verification process.

Recommended Response Action

Download the correct firmware image file and retry the operation. If the issue
persists, contact your service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 1 (Critical)

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC v* v*

CTL125

Message
Unable to update the RAID controller arg7firmware version because the firmware
image file is not supported.

Arguments

e arg?=RAID controller

Detailed Description
The firmware version of the RAID controller identified in the message cannot be
updated because of an issue detected in the firmware image file during the
verification process.

Recommended Response Action

Download the correct firmware image file and retry the operation. If the issue
persists, contact your service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v 4
CMC v

LC Log |LCD os Power | Power |Reset |Chassis
Log Off Cycle Event Proxy

iDRAC (v

CMC v* v *
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CTL126

Message
Unable to update the RAID controller arg7firmware version because the firmware
image file is not signed and certified by an authorized source.

Arguments

e arg? =RAID controller

Detailed Description

The firmware version of the RAID controller identified in the message cannot be
updated because the firmware image file is not signed and certified by an
authorized source.

Recommended Response Action

Download the correct firmware image file and retry the operation. If the issue
persists, contact your service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v v
CMC v

LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC v* v*

CTL127

Message

Unable to update the RAID controller arg7firmware version because the signed
and certified firmware image file is not authenticated.

Arguments

e arg? =RAID controller

Detailed Description

The firmware version of the RAID controller identified in the message cannot be
updated because the signed and certified firmware image file is not
authenticated.
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Recommended Response Action

Download the correct firmware image file and retry the operation. If the issue
persists, contact your service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Redfish Event Type

Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC |v v v
CMC v

LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy

iDRAC |v

CMC v* v*

CTL128

Message
The settings of controller arg7 matches the settings of its peer controller.

Arguments

e argl =controller name

Detailed Description

The setttings of controller identified in the message matches the settings of its
peer controller.

Recommended Response Action
No response action required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331

LCD Message
Controller settings matches
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Alert
Filter |IPMI SNMP |Email | Remote WS Redfis
Visibili | Alert Alert Alert System Log |Eventi (h
ty ng Eventi
ng
iDRAC | v v* v* v* v*
CMC v v* v* v*

LC Log |LCD os Power
Log Off

Power | Reset |Chassis

Cycle

Event Proxy

iDRAC ([(v'* v* v*

CMC v* v* v*

CTL129

Message

The boot media of the Controller arg7is changed from virtual drive (VD) arg2to

arg3.
Arguments
e argl =controllerName
e arg2=\VDname1
e arg3=VD name 2

Detailed Description

The boot media of the Controller is changed from one Virtual Drive (VD) to

another VD as identified in the message.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v v
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Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
CMC
LC Log |LCD os Power [ Power |Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |[v*
CMC
CTL13
Message

The arg7cache has been discarded.

Arguments

e arg? =Controller name

Detailed Description

The controller has flushed the cache and all data in the cache has been lost. This
may occur when the system has memory or battery problems that cause the
controller to distrust the cache. Although user data may have been lost, this alert
does not always indicate that relevant or user data has been lost.

Recommended Response Action
Verify that the battery and memory are functioning properly.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Trap/EventID
4330
OMSA Event ID
2186
OMSA Trap ID
75300
Redfish Event Type
Alert
Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v v v v v
CMC v v* v* v*
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LC Log |[LCD (0] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v * v
CTL130
Message

The Persistent Hot-Spare setting of the Controller arg7is set to arg2.

Arguments

e arg? =controllerName

e arg2 =Enable Setting

Detailed Description

The Persistent Hot-Spare setting of the Controller is set to the status as
identified in the message.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC (v v* v* v* v 4
CMC
LC Log |LCD (013 Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC
CTL14
Message

Single-bit ECC error limit exceeded on the arg7 DIMM.
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Arguments

e argl! =controller name

Detailed Description
The storage controller memory identified in the message is not operating
correctly.

Recommended Response Action
Contact your service provider.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

Trap/EventID
4330
OMSA Event ID
2187
OMSA Trap ID
75300
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC | v v v v v
CMC v v* v* v*
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v * v
CMC v* v
CTL16
Message

None of the arg7properties are set.

Arguments

e arg! = Controller name

Detailed Description
This alert is provided for informational purposes.
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Recommended Response Action
Re-issue the command.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
OMSA Event ID
2218
OMSA Trap ID
75100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CcMC v* v
CTL17
Message

arg! arg2is changed to arg3.
Arguments

e argl =Controller Name

e arg2 = property name

e arg3 =new value
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)
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Severity
Severity 3 (Informational)

Trap/EventID

4331
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert |Alert |System Log |Eventi |h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD (0)3) Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
cMC v * v
CTL18
Message

Load Balance and Auto Copyback on Predictive Failure has changed for arg?.

Arguments

e arg?=Controller name
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
Re-issue the command.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331

OMSA Event ID
2222

OMSA Trap ID
75100

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Visibili | Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC
CMC v v * v * v *
LC Log |LCD (0 1] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v
CTL19
Message

Abort CC on Error, Copyback, and Load Balance has changed for arg?.

Arguments

e arg! =Controller name

Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
Re-issue the command.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID
4331

OMSA Event ID
2223

OMSA Trap ID
75100

Redfish Event Type
Alert

Filter [IPMI |SNMP |Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng

iDRAC

CMC 4 v* v* v*
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os
Log

Power
Off

Power
Cycle

Reset | Chassis
Event Proxy

LC Log |LCD
iDRAC (v *
CMC v*
CTL2
Message

arg7rebuild rate has changed.

Arguments

e arg? =Controller name

Detailed Description

You have changed the controller rebuild rate. This alert is provided for
informational purposes.

Recommended Response Action

No response action is required.

Category

Storage (CTL = Storage Controller)

Severity

Severity 3 (Informational)

Trap/EventID
4331
OMSA Event ID
2142
OMSA Trap ID
75100
Redfish Event Type
Alert
Filter [IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD (0 13] Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC (v *
CMC v* v
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CTL20

Message
Copyback and Load Balance has changed for arg?.

Arguments

e arg! = Controller name
Detailed Description
This alert is provided for informational purposes.

Recommended Response Action
Re-issue the command.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

Trap/EventID

4331
OMSA Event ID
2224
OMSA Trap ID
75100
Redfish Event Type
Alert
Filter |IPMI SNMP | Email |Remote WS Redfis
Visibili |Alert |Alert [Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC
CMC v v* v* v*
LC Log |LCD os Power | Power | Reset |Chassis
Log Off Cycle Event Proxy
iDRAC |v*
CMC v* v
CTL200
Message

The current firmware version arg7is older than the required version arg2 for
arg3.

Arguments
e arg1 =version number

e arg2 = version number
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e arg3 = controller name

Detailed Description
The firmware on the controller identified in the message is not a supported
version.

Recommended Response Action
Download the supported version from the service provider and install it on the
controller.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

OMSA Event ID

2131
OMSA Trap ID
75300
Redfish Event Type
Alert
Filter |IPMI SNMP [Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC | v v
cMC
CTL201
Message

The current driver version arg7( arg2) is older than the required driver version
arg3( arg4) for arg5.
Arguments
e arg? = major version number
e arg2 = minor version number
e arg3 = major version number
e arg4 = minor version number
e argb = controller name

Detailed Description
The controller driver for the identified controller is not a supported version.
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Recommended Response Action

Download the supported version of the driver from the service provider and install
it on the operating system.

Category
Storage (CTL = Storage Controller)

Severity
Severity 2 (Warning)

OMSA Event ID

2132
OMSA Trap ID
75300
Redfish Event Type
Alert
Filter |IPMI SNMP [ Email |Remote WS Redfis
Visibili |Alert |[Alert |Alert |System Log |Eventi [h
ty ng Eventi
ng
iDRAC v v v v
CMC

LC Log |LCD os Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC | v v
cMC
CTL202
Message

Unable to open the firmware and driver configuration file arg7of argZ2.

Arguments
e argl = file name

e arg2 = controller name

Detailed Description

Storage Management is unable to determine whether the system has the
minimum required versions of the RAID controller firmware and driver due to one
of the following: 1) Incorrect installation directory path to the configuration file.
2) Removed or renamed configuration file.

Recommended Response Action

Reinstall Server Administrator Storage Management software on the operating
system.

Category
Storage (CTL = Storage Controller)

Version 1.80 693



CTL Event Messages

Severity
Severity 2 (Warning)

OMSA Event ID

2165
OMSA Trap ID
75300
Redfish Event Type
Alert
Filter |[IPMI SNMP | Email |Remote wWs Redfis
Visibili |Alert |Alert |[Alert |SystemLog |Eventi (h
ty ng Eventi
ng
iDRAC v v 4 4
CMC

LC Log |LCD (0 1] Power | Power | Reset |Chassis

Log Off Cycle Event Proxy
iDRAC (v v
CMC
CTL203
Message

Abort Check Consistency on Error, Copyback or Auto Copyback on Predictive
Failure, and Load Balance values are changed for arg?.

Arguments
e argl =controller name

Detailed Description
The status of the changed attribute values are reported for information purposes.

Recommended Response Action
No response action is required.

Category
Storage (CTL = Storage Controller)

Severity
Severity 3 (Informational)

OMSA Event ID
2219

OMSA Trap ID
75100

Redfish Event Type
Alert
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Filter |IPMI [SNMP [Email |Remote WS Redfis
Vis